GOVERNMENT OF THE DISTRICT OF COLUMBIA
Office of the Inspector General
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Inspector General
I
I
June 30, 2011

The Honorable Vincent Gray

Mayor

District of Columbia

The John A. Wilson Building

Mayor’s Correspondence Unit, Suite 316
1350 Pennsylvania Avenue, N.W.
Washington, D.C. 20004

Dear Mayor Gray:

The Office of the Inspector General (OIG) is providing this Management Implication Report
(MIR 11-A-01) to advise you of an internal control weakness involving the hiring process for
District of Columbia (District) government employees. The OIG discovered this weakness
during our Audit of Contracting Officer Qualifications (OIG No. 09-2-20PO) at the Office of
Contracting and Procurement (OCP).

Specifically, we noted that the District Personnel Manual (DPM) did not authorize District of
Columbia Department of Human Resources (DCHR) officials to require pre-employment
criminal background checks for contracting officer (CO) applicants at OCP. COs are
responsible for procuring goods and services for the District government that total over

$1 billion annually. We also noted that the DPM did not authorize DCHR officials to require
criminal background checks for many sensitive and high risk positions, such as those
responsible for the health, safety and welfare of the general public, including positions that
involve handling cash, awarding grants, and receipt of cash donations. However, the DPM
does provide DCHR officials authority to determine which positions in the District
government have duties that would require an applicant to undergo a mandatory criminal
background check.

The OIG considers this issue to be an internal control deficiency in the District’s hiring
process that poses a significant risk for fraud, waste, and abuse. Therefore, we recommend
the issuance of a Mayor’s directive to District subordinate agency heads that requires each to
identify sensitive and high risk positions and to consult with DCHR to implement mandatory
criminal background checks for those positions.

CRITERIA
District government policy states that the government shall “consider persons for

employment who are suitable in efficiency, character, conduct, and reputation ....” DPM
8 402.1. To that end, the DPM requires each personnel authority to determine whether a
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person under consideration for District government employment “is or has been involved in
any act that constitutes a reasonable basis for concluding that the person would not faithfully
discharge the duties of the position for which he or she is being considered.” Id. § 402.3.
The DPM requires each personnel authority to make this determination as part of its pre-
employment checks and background checks and investigations. Id. Current DCHR
procedures relative to pre-employment checks, background checks, and investigations are
summarized below.

Pre-Employment Checks. Pre-employment checks are normally used for hiring District
government employees. According to DPM 8 405.2, objectives of pre-employment checks
are to obtain the following information:

dates of employment and the salary or compensation paid to a prospective employee;

titles held, duties performed, reasons for leaving, and performance;

college degrees and/or licenses, if a prerequisite for employment;

miscellaneous checks such as professional standings and other inquires, if determined

necessary;

o three references on a prospective employee’s reputation, character, and other relevant
personal qualities; and

e whether the prospective employee is recommended for the position considered.

Background Checks. These inquiries are performed in addition to pre-employment checks
and are based on the sensitivity of the position being filled. DPM § 405.5 lists procedures
used to conduct background checks, which include: additional reference checks;
employment history for a specific number of years; highest level of education completed;
credit and traffic records checks; and a newspaper, magazine, or media search.

Background Investigations. The objective of a background investigation is to inquire into
the past and present conduct and behavior of an applicant to determine his or her suitability
for employment. Mayor’s Order 2003-136, dated September 25, 2003, delegated personnel
authority to subordinate heads to conduct background investigations for persons being
considered for employment in Information Technology (IT) systems positions at their
respective agencies. In turn, each subordinate agency head is required to inform the DCHR
Director of the results of the investigation. DPM 8§ 406.4.

Also, DPM 8 406.1 states, “Background investigations shall be conducted for employees and
persons being considered for employment in positions associated with the design, use, or
operation of District government automated information technology systems. ” DPM 8§ 406.3
further states, “The Director of the DCHR shall develop procedures to set forth the policies,
standards, and criteria for background investigations pursuant to this section, and publish the
procedures in the District Personnel Manual (or any other procedural manual or manuals
developed).”

We noted that with respect to IT systems positions, the DPM implements a heightened
standard of suitability in regard to character, conduct, and reputation, in light of these
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employees’ access to systems that contain financial, proprietary, and/or sensitive personal
data, and the potential threat to the District government’s security that could arise from acts
of misconduct perpetrated by these employees. 1d. § 402.2. Consequently, the DPM requires
a separate set of suitability investigations for IT systems employees.

CRIMINAL BACKGROUND CHECKS

The procedures used for pre-employment, background checks, and investigations are separate
and distinct from provisions and processes for criminal background checks. Criminal
background checks involve the investigations of a person’s criminal history through Federal
Bureau of Investigation or Metropolitan Police Department record systems. Currently, the
District government requires criminal background checks for appointees who work directly
with children and youth.

The Child and Youth, Safety and Health Omnibus Amendment Act of 2004 (Child and
Youth Safety Act), effective April 13, 2005 (D.C. Law 15-353) requires that criminal
background checks be obtained to ensure that appointees, employees, and volunteers who
work directly with children and youth are suitable to do so, and do not pose a danger to
children and youth. Criminal background checks are required before an individual is hired
(new hire), transferred, promoted, or reclassified (current employee) into a position that
provides direct services affecting the health, safety, and welfare of children and youth. The
determination of which positions have direct contact with children and youth is made by the
appropriate personnel authority upon consultation with the agency heads.

A criminal background check will show arrests and convictions with the exception of those
charges that have been legally expunged by a judge. According to Section 205 (c) (5) of the
Child and Youth Safety Act, the District conducts a criminal background check to confirm
whether an applicant’s record contains any of the following felonies:

e Murder, attempted murder, manslaughter or arson;

e Assault, battery, assault and battery, assault with a dangerous weapon, mayhem, or
threats to do bodily harm;

Burglary;

Robbery;

Kidnapping;

Theft, fraud, forgery, extortion, or blackmail;

Illegal use or possession of a firearm;

Trespass or injury to property;

Sexual offenses;

Child abuse or cruelty to children; and

Unlawful distribution or possession of, or possession with intent to distribute, a
controlled substance.
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BENCHMARKING

The federal government conducts investigations of its civilian officers or employees prior to
their appointment to a sensitive position. Also, as a result of recent legislation, agencies in
Virginia identify positions that are sensitive and require an applicant for such positions to
undergo a fingerprint-based criminal history check. Conversely, Maryland does not require
criminal background checks for regular state employees.

Federal Government. In the interest of national security, Executive Order 10450, Security
Requirements for Government Employment (Executive Order 10450) signed April 27, 1953,
“require[s] that all persons privileged to be employed in the departments and agencies of the
government shall be reliable, trustworthy, of good conduct and character, and of complete
and unswerving loyalty to the United States....” In this regard, the appointment of each
civilian employee in any department or agency of the government is subject to investigation.
The scope of the investigation will vary, depending on the nature of the position and the
degree of harm that an individual in that position could pose to the national security.
However, the investigation must include an FBI fingerprint check and inquiries to local law
enforcement agencies.

Executive Order 10450, Section 2, states:

The head of each department and agency of the Government shall be
responsible for establishing and maintaining within its department or agency
an effective program to insure that the employment and retention in
employment of any civilian officer or employee within the department or
agency is clearly consistent with the interests of the national security.

Accordingly, the head of any department or agency designates a position that could, by virtue
of the nature of the position, have an adverse effect on national security as a sensitive
position.

Virginia. Agencies located in Virginia are required to identify positions that are “sensitive.”
The Code of Virginia defines sensitive positions as “those positions generally described as
directly responsible for the health, safety and welfare of the general populace or protection of
critical infrastructures.”® They are further required to conduct a fingerprint criminal history
check on applicants when filling vacancies in those types of positions. Agency heads review
their positions and determine which should be designated as sensitive for these purposes.

Maryland. Maryland’s Department of Budget and Management does not require a criminal
background check for regular state employees. However, certain state agencies such as the
Maryland Lottery, State Police, and the Department of Juvenile Justice conduct criminal

1 VVA. CoDE ANN. § 2.2-1201.1. Critical infrastructures refers to public utility, communication, water,
emergency management, law enforcement, public health, transportation, agribusiness, financial, and
government systems that are essential to ensuring public safety, national security, and the economic stability of
the state or nation.
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background checks for their employees because of the nature of their work. Also, certain
Department of Public Safety and Correctional Services employees are required to have
criminal background checks.

CONCLUSION

Presently, District-wide criminal background checks are not required for many sensitive and
high risk positions such as those responsible for the health, safety and welfare of the general
public. Consequently, the District government is placed in a vulnerable position for fraud,
waste, and abuse by employees who occupy such positions and have not undergone a
criminal background check. To improve internal control over the hiring process, we
recommend that criminal background checks are conducted based upon the sensitivity of the
position involved.

Currently, criminal background checks are performed for individuals, who by the nature of
their position have direct contact with children and youth. However, positions that involve
handling cash, awarding contracts, awarding grants, and receipt of cash donations should be
considered as a sensitive or high risk position and require a criminal background check.
Further, the results of our benchmarking offer support for our conclusion. Therefore, the
OIG recommends the issuance of a Mayor’s directive to District subordinate agency heads
that requires each to identify sensitive and high risk positions and to consult with DCHR to
implement mandatory criminal background checks for those positions.

If you have any questions, please call me or Ronald W. King, Assistant Inspector General for
Audits, at (202) 727-2540.

Sincerely,
Charles J. Willoughty 7
Inspector General

CJWIrs

CcC: See Distribution List
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DISTRIBUTION:

Mr. Allen Y. Lew, City Administrator, District of Columbia (via email)

Mr. Victor L. Hoskins, Deputy Mayor for Planning and Economic Development, District of
Columbia

The Honorable Kwame R. Brown, Chairman, Council of the District of Columbia (via email)

The Honorable Mary M. Cheh, Chairperson, Committee on Government Operations and the

Environment, Council of the District of Columbia (via email)

Mr. Brian Flowers, General Counsel to the Mayor (via email)

Mr. Paul Quander, Interim Chief of Staff, Office of the Mayor (via email)

Ms. Janene Jackson, Director, Office of Policy and Legislative Affairs (via email)

Dr. Linda Wharton Boyd, Director, Office of Communications

Mr. Eric Goulet, Director, Office of Budget and Finance, Office of the City Administrator

Ms. Nyasha Smith, Secretary to the Council (1 copy and via email)

Mr. Irvin B. Nathan, Attorney General for the District of Columbia (via email)

Dr. Natwar M. Gandhi, Chief Financial Officer (4 copies)

Mr. William DiVello, Executive Director, Office of Integrity and Oversight, Office of the
Chief Financial Officer (via email)

Ms. Yolanda Branche, Acting D.C. Auditor

Mr. Phillip Lattimore, Director and Chief Risk Officer, Office of Risk Management (via email)

Ms. Jeanette M. Franzel, Managing Director, FMA, GAO, Attention: Norma J. Samuel (via email)

The Honorable Eleanor Holmes Norton, D.C. Delegate, House of Representatives,
Attention: Bradley Truding (via email)

The Honorable Darrell Issa, Chairman, House Committee on Oversight and Government
Reform, Attention: Howie Denis (via email)

The Honorable Elijah Cummings, Ranking Member, House Committee on Oversight and
Government Reform, Attention: William Miles (via email)

The Honorable Trey Gowdy, Chairman, House Subcommittee on Health Care, the District of
Columbia, the Census and the National Archives, Attention: Anna Ready (via email)

The Honorable Danny Davis, Ranking Member, House Subcommittee on Health Care, the District
of Columbia, the Census, and the National Archives, Attention: Yul Edwards (via email)

The Honorable Joseph Lieberman, Chairman, Senate Committee on Homeland Security and
Governmental Affairs, Attention: Holly Idelson (via email)

The Honorable Susan Collins, Ranking Member, Senate Committee on Homeland Security
and Governmental Affairs, Attention: Daniel Jenkins (via email)

The Honorable Daniel K. Akaka, Chairman, Senate Subcommittee on Oversight of
Government Management, the Federal Workforce, and the District of Columbia,
Attention: Christine Khim (via email)

The Honorable Ron Johnson, Ranking Member, Senate Subcommittee on Oversight of
Government Management, the Federal Workforce, and the District of Columbia

The Honorable Harold Rogers, Chairman, House Committee on Appropriations,

Attention: Julia Casey (via email)
The Honorable Norman D. Dicks, Ranking Member, House Committee on Appropriations,
Attention: Laura Hogshead (via email)
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The Honorable Jo Ann Emerson, Chairman, House Subcommittee on Financial Services and
General Government, Attention: John Martens (via email)

The Honorable José E. Serrano, Ranking Member, House Subcommittee on Financial
Services and General Government, Attention: Laura Hogshead (via email)

The Honorable Daniel K. Inouye, Chairman, Senate Committee on Appropriations,
Attention: Charles Houy

The Honorable Thad Cochran, Ranking Member, Senate Committee on Appropriations

The Honorable Richard Durbin, Chairman, Senate Subcommittee on Financial Services and
General Government, Attention: Marianne Upton (via email)

The Honorable Jerry Moran, Ranking Member, Senate Subcommittee on Financial Services
and General Government, Attention: Dale Cabaniss (via email)

District Agency and Department Heads



