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Dear Mr. Hanlon, Dr. Gandhi, and Mr. Staton: 
 
Enclosed is our final report summarizing the results of the Office of the Inspector General’s 
(OIG) Audit of the Hawk One Security Incorporated Citywide Guard Services Contract 
(OIG No. 09-2-07PO).  The audit was requested by the Office of Integrity and Oversight at 
the Office of the Chief Financial Officer due to concerns over contractor billing practices, 
including billings related to relief guard and supervisory hours. 
 
Our audit disclosed that the Office of Contracting and Procurement (OCP) did not comply 
with all applicable regulations contained in Title 27 of the District of Columbia Municipal 
Regulations when awarding the contract.  We also determined that the Department of Real 
Estate Services (DRES) did not adequately monitor Hawk One’s contract performance 
during the contract period.  We directed three recommendations to OCP and four 
recommendations to DRES for actions necessary to correct the prescribed deficiencies. 
 
On September 13, 2011, DRES provided a response to a draft of this report.  DRES agreed 
with the report’s findings and conclusions and concurred with all four recommendations.  We 
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consider the actions taken or planned to be responsive and meet the intent of the 
recommendations.   
 
However, DRES did not provide planned completion dates for Recommendations 4 and 7.  
Therefore, we request that DRES provide us with completion dates for these 
recommendations by October 4, 2011.  The complete text of DRES’s response is included at 
Exhibit B. 
 
OCP did not provide us a response to a draft of this report.  However, discussions and 
meetings were held with OCP officials throughout the audit.  During these meetings, the 
officials generally agreed with the report’s findings and conclusions. 
 
We appreciate the cooperation and courtesies extended to our staff during this audit.  If you 
have any questions, please contact me or Ronald W. King, Assistant Inspector General for 
Audits, at (202) 727-2540. 
 
Sincerely, 

 
 

Enclosure 
 
CJW/wg 
 
cc: See Distribution List 
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OVERVIEW 
 
Enclosed is the draft report summarizing the results of the Office of the Inspector General’s 
(OIG) Audit of the Hawk One Security Incorporated (Hawk One) Citywide Guard Services 
Contract (OIG Project No. 09-2-07PO).  The audit was requested by the Office of Integrity 
and Oversight at the Office of the Chief Financial Officer (OCFO) due to concerns over 
billing practices of the contractor, including billings related to relief guard and supervisory 
hours. 
 
Our original audit objectives were to:  (1) determine the effectiveness of contract 
administration for the Hawk One Security contracts during fiscal years 2005, 2006, 2007, 
2008 and 2009: and (2) evaluate the effectiveness of internal controls established and 
implemented to adequately safeguard against fraud, waste, and abuse.   
 
Based on the results of our audit survey, we revised our audit objectives to determine 
whether the contract was:  (1) awarded in compliance with the requirements of applicable 
laws, rules and regulations, and policies and procedures; (2) administered in an efficient, 
effective, and economical manner; and (3) conducted in a manner where internal controls 
were in place to safeguard against fraud, waste, and abuse. 
 
The findings discussed in this report focus on Office of Contracting and Procurement (OCP) 
procedures used to award the contract and Department of Real Estate Services (DRES)1 
procedures used to monitor the contractor’s performance.  Prior to the completion of the 
audit, Hawk One dissolved its operations.2 
 
CONCLUSION 
 
OCP did not comply with all applicable regulations contained in Title 27 of the District of 
Columbia Municipal Regulations (DCMR) when awarding the contract.  Specifically, prior 
to award of the contract, OCP did not review the adequacy of the contract requirements, 
establish the contract type, and perform a cost analysis for the contract award.  In addition, 
subsequent to the award, OCP did not perform a cost analysis for a contract modification 
over $500,000.  We attribute this condition mainly to OCP officials’ lack of management 
oversight and supervision.   
 
As a result, OCP substantially increased the contract amount by $23 million or about 50 
percent over a 4-year period ending May 2009, thereby creating a sole source contract and 
losing the opportunity to obtain a more economical per guard hour price.  OCP also did not 
determine the reasonableness of the Hawk One contract price.  Further, the contractor billed 

                                                 
1 The Department of Real Estate Services will be disestablished, effective October 1, 2011, with the passage of 
the Fiscal Year 2012 Budget Support Emergency Act of 2011, and its functions placed in the Department of 
General Services. 
2 Hawk One informed the District that its operations were dissolved as of October 1, 2009.  
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the District as if the contract was a fixed-priced contract as opposed to a requirements 
contract, which resulted in overpayments.  
 
We also determined that DRES did not adequately monitor Hawk One’s contract 
performance during the contract period.  Specifically, DRES did not ensure that the 
contractor provided adequate support for invoices prior to certifying payments.  Also, DRES 
certified invoices for payment in excess of the contract amount.  These conditions occurred 
because DRES did not:  (1) maintain or obtain timesheets prior to certifying invoices for 
payment; (2) periodically review contractor compliance with contract terms and conditions; 
and (3) ensure that contract payments did not exceed the contract ceiling.   
 
Consequently, we noted that the Protective Services Division (PSD) certified invoices for 
payment that the contractor could not support.  The total unsupported invoices for payment 
were about $1.9 million over the 4-year period.  During the same period, DRES authorized 
payments to the contractor that amounted to $11.3 million in excess of the contract award 
amount.  Further, PSD retroactively certified invoices related to equitable adjustments for 
guard employees in the amount of $955,554.  However, the contractor’s payroll records did 
not reflect that the employees were paid.  Overall, these conditions indicate that adequate 
internal controls were not in place to safeguard against fraud, waste, and abuse of the 
District’s financial resources. 
 
SUMMARY OF RECOMMENDATIONS 

We directed three recommendations to OCP and four recommendations to DRES.  The 
recommendations focused on: 
 

 complying with the DCMR requirements for contract awards; 
 

 providing adequate management oversight and supervision; and 
 

 developing formal procedures to monitor contractor performance. 
 

MANAGEMENT RESPONSES AND OIG COMMENTS 
 
On September 13, 2011, DRES provided a response to a draft of this report.  DRES agreed 
with the report’s findings and conclusions and concurred with all four recommendations.  We 
consider the actions taken or planned to be responsive and meet the intent of the 
recommendation.  
 
However, DRES did not provide planned completion dates for Recommendations 4 and 7.  
Therefore, we request that DRES provide us with completion dates for these 
recommendations by October 4, 2011.  The complete text of DRES’s response is included at 
Exhibit B. 
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OCP did not provide us a response to a draft of this report.  However, discussions and 
meetings were held with OCP officials throughout the audit.  During these meetings, the 
officials generally agreed with the report’s findings and conclusions. 
 
A summary of the potential benefits resulting from the audit is shown at the Exhibit A. 
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BACKGROUND 

The mission of the Department of Real Estate Services (DRES)3 is to support the District 
government and residents through strategic real estate, construction, and facilities 
management.  DRES is comprised of five core divisions:  Portfolio; Facilities; Construction; 
Contracting and Procurement; and Protective Services.  The DRES Protective Services 
Division (PSD) provides security and law enforcement at District government facilities, 
through patrol operations, contract security guard management, and electronic access security 
systems. 
 
Office of Contracting and Procurement.  The Office of Contracting and Procurement 
(OCP) is tasked with providing goods and services for District agencies through a 
procurement process that is responsive to the needs of its customers and suppliers.  On 
May 16, 2005, OCP awarded contract number POAM-2004-R-0015-DW to Hawk One, Inc. 
(Hawk One), a Local Small Disadvantaged Business Enterprise, for security guard services.   
 
The base year contract amount was $14,199,133 with four, 1-year options.  The District 
exercised 3 option years.  The contract named the Deputy Chief of PSD as the Contracting 
Officer’s Technical Representative (COTR).  The COTR was responsible, in part, for 
certifying that services were received before payment and monitoring the contractor’s 
performance.   
 
Office of Financial and Resources Management.  As a part of Office of the Chief Financial 
Officer (OCFO), the Office of Financial and Resources Management (OFRM) provides 
sound financial management services to 33 District agencies under its purview, including 
DRES.  The Accounts Payable Unit within OFRM delivers accounting services to client 
agencies, such as processing invoices, investigating and resolving discrepancies, and 
generating standard and customized monthly reports. 
 
OBJECTIVES, SCOPE, AND METHODOLOGY  
 
Our original audit objectives were to:  (1) determine the effectiveness of contract 
administration for Hawk One Security contracts during fiscal years (FYs) 2005, 2006, 2007, 
2008, and 2009; and (2) evaluate the effectiveness of internal controls established and 
implemented to adequately safeguard against fraud, waste, and abuse.   
 
Based on the results of our audit survey, we revised our audit objectives to determine 
whether the contract was:  (1) awarded in compliance with the requirements of applicable 
laws, rules and regulations, and policies and procedures; (2) administered in an efficient, 

                                                 
3 The Department of Real Estate Services will be disestablished, effective October 1, 2011, with the passage of 
the Fiscal Year 2012 Budget Support Emergency Act of 2011, and its functions placed in the Department of 
General Services. 
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effective, and economical manner; and (3) conducted in a manner where internal controls 
were in place to safeguard against fraud, waste, and abuse. 
 
To accomplish our objectives, we:  (1) reviewed applicable laws, regulations, policies, and 
procedures; (2) conducted interviews with officials from OFRM, PSD, and OCP; (3) held 
meetings with Hawk One officials and staff; (4) reviewed contract award and administration 
files from OCP and PSD; (5) obtained financial information and records from Hawk One, 
OFRM, and PSD; and (6) obtained and reviewed newspaper and other periodical information 
concerning issues with Hawk One.  We did not review concerns over billings related to relief 
guard and supervisory hours because the contractor went out of business before we could 
review those concerns. 
 
We relied on computer-processed data from the System of Accounting and Reporting 
(SOAR) to obtain summary information on the total amount paid to the contractor from FYs 
2005 through 2009.  We did not perform a formal reliability assessment of the computer-
processed data because the SOAR reliability tests were performed previously as part of the 
audit of the Comprehensive Annual Financial Report. 
 
We conducted this performance audit in accordance with generally accepted government 
auditing standards.  Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence that provides a reasonable basis for our findings and 
conclusions based on our audit objectives.  We believe that the evidence obtained provides a 
reasonable basis for our conclusions based on our audit objectives.  
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SYNOPSIS    
 
OCP did not comply with all applicable regulations contained in Title 27 of the District of 
Columbia Municipal Regulations (DCMR) when awarding the contract.  Specifically, prior 
to award of the contract, OCP did not review the adequacy of the contract requirements, 
establish the contract type, and perform a cost analysis for the contract award.  In addition, 
subsequent to the award, OCP did not perform a cost analysis for a contract modification 
over $500,000.  We attribute this condition mainly to OCP officials’ lack of management 
oversight and supervision.   
 
As a result, OCP substantially increased the contract amount by $23 million or about 
50 percent over a 4-year period, thereby creating a sole source contract and losing the 
opportunity to obtain a more economical per guard hour price.  OCP also did not determine 
the reasonableness of the Hawk One contract price.  Further, the contractor billed the District 
as if the contract was a fixed-priced contract as opposed to a requirements contract, which 
resulted in overpayments. 
    
DISCUSSION 
 
Contract Requirements.  Prior to the award of the contract, OCP did not adequately review 
the completeness of the contract requirements included in a statement of work to advertise a 
need for security services.  PSD provided OCP with a listing that identified classifications of 
guards and summary totals for guard hours per contract year.  Separately, PSD provided OCP 
with a schedule of locations, times, and numbers and types of guards required, which when 
totaled, did not agree with the summary totals announced in the solicitation.  Title 27 DCMR 
§ 1210.1 states, “Agencies shall perform procurement planning and conduct market surveys 
to promote and provide for full and open competition….”  According to, 27 DCMR § 1210.3 
states, “Procurement planning shall integrate the effort of all personnel responsible for 
significant aspects of the procurement.”  In addition, 27 DCMR § 1210.5 states, 
“Procurement planning shall begin as soon as the agency need is identified and preferably 
well in advance of the fiscal year in which the contract award is necessary.” 
 
During our audit, we noted a significant difference in the number of guard hours requested in 
the contract solicitation and the number of hours needed to support guard coverage as 
detailed in an attached schedule.  This schedule showed locations to be guarded, hours of 
coverage, types of guards required, and the number of guards needed at each location.  
Specifically, PSD provided a guard post requirements schedule that, when tabulated, required 

 

FINDING 1.  CONTRACT AWARD 
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136,379 and 740,630 guard hours for Guards I and II,4 respectively, but the contract 
solicitation and award incorrectly listed 103,921 and 552,502 guard hours for Guards I and 
II, respectively.  As a result, OCP added a modification to the first contract year that included 
$5,728,999 to pay for guard hours unfunded by the original contract. 
 
Cost Analysis Requirements.  OCP did not perform a cost analysis5 when awarding and 
modifying the Hawk One contract, in violation of 27 DCMR § 1626.1, which requires the 
contracting officer (CO) to perform a cost analysis when either a contract award or 
modification exceeds $500,000.  OCP officials indicated that conducting a cost analysis was 
an unnecessary and redundant action because OCP performed a price analysis and found the 
prospective bids were within a competitive range.   
 
We disagreed with OCP’s assertion that a price analysis was sufficient to justify deviation 
from the regulatory requirement to perform the cost analysis.  We noted that OCP obtained 
the contractor’s Certified Cost/Pricing data required and necessary to perform the cost 
analysis; however, there was no evidence that OCP performed the required cost analysis.   
 
We met and discussed this finding with the CO, who stated that the cost analysis was not 
done because, in her judgment, the cost analysis was unnecessary and resources were not 
available.   
 
Contract Type.  Title 27 DCMR § 2400.1 states, “The contracting officer shall use the types 
of contracts described in this chapter for all types of procurement….”  The Hawk One 
contract was identified as a requirements contract with payments based on fixed unit prices.  
Title 27 DCMR Chapter 24 (Types of Contracts), however, does not include a requirements 
contract as an option. 
 
We reviewed the contractor’s billing methodology and determined that the contractor billed 
the District based on hours identified in schedules attached to the solicitation and subsequent 
modifications at fixed-prices adjusted for economic price.6  To the extent the contractor 
billed the District based on schedules instead of actual guard service hours rendered, we 
concluded that the contractor, in effect, changed the contract type from a requirements 
contract7 to a fixed-priced contract, which resulted in contract overpayment.  The contractor 

                                                 
4 Armed guards are designated as Guard I.  Unarmed guards are designated as Guard II and are paid less. 
5 Cost analysis is the review and evaluation of the separate cost elements and proposed profit of a contractor’s 
cost or pricing data and the judgmental factors applied in projecting from the data to estimated costs. 
6 A fixed-price contract with economic price adjustment provides for the upward and downward revision of the 
stated contract price upon the occurrence of certain contingencies that are specifically defined in the contract. 
7 An Indefinite-quantity contract provides for an indefinite quantity, within written stated limits, of specific 
services to be furnished during a fixed period, with deliveries to be scheduled by placing orders with the 
contractor.  The contract requires the District to order and contractor to furnish at least a stated minimum of 
services. 
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indicated that billings were based on schedules as opposed to its actual payroll records 
because the contract was identified as a fixed-price contract.   
 
The CO also disagreed with the contractor’s assertion related to the contract type and 
indicated that the contract was issued as an indefinite delivery/indefinite quantity contract.  
Also, the CO indicated that the term “Requirements Contract with Fixed Unit Prices” was 
recommended during the legal sufficiency review to be included in the solicitation and 
subsequent contract terms and conditions. 
 
Contract Modification.   After it discovered the requirements for guard services were 
significantly inadequate during the first year’s contract execution, OCP needed to modify the 
first contract year by adding over $5.7 million in additional guard hours at the same price per 
guard hour as the original contract.  On June 7, 2006, OCP issued Modification No. 3 to 
retroactively increase the annual contract amount from $14,199,134 to $22,095,799 for the 
base year.  OCP made the modification to fund the:  (1) increase in hours required for 
security services by $5,728,999; (2) economic adjustment to labor rates by $1,792,520; and 
(3) security coverage for additional facilities by $375,146. 
 
Subsequent years’ requirements were consistent with the base year’s requirements as 
adjusted by Modification 3; however, OCP did not re-compete those years to obtain a better 
price based on economies of scale.  We believe this decision resulted in the Hawk One 
contract taking on the characteristics of a sole source contract.  
 
Title 27 DCMR § 1701.1 requires each CO to take reasonable steps “to avoid using sole 
source procurement except in circumstances where it is both necessary and in the best 
interests of the District.”  Title 27 DCMR § 1701.2 also states, “if the only justification for 
using a sole source procurement is based on the lack of sufficient time to complete the 
process of competitive sealed bids or competitive sealed proposals, the contracting officer 
shall not award a contract on a sole source basis….”  Further, 27 DCMR § 1615.3, states, “If 
a change is so substantial that it warrants complete revision of a solicitation, the contracting 
officer shall cancel the original solicitation and issue a new one, regardless of the state of the 
procurement.” 
 
OCP significantly increased the annual requirement by about 40% or $5,728,999 ($22,915, 
996 over the 4-year period) over the original contract amount without competing that 
requirement prior to the contract’s modification.  As a result, we concluded that OCP acted in 
a manner contrary to 27 DCMR §§ 1615.3 and 1701.1 requirements.  Once OCP discovered 
its error in identifying guard requirements, it could have declined to exercise the option and 
issued a new solicitation. 
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Summary 
 
In conclusion, the lack of an adequate review of the solicitation by OCP contracting 
officials resulted in the modification of the contract to increase the original contract amount 
by $238 million over a 4-year period.  Also, OCP did not conduct a cost analysis as 
required for this contract and the $7 million modification, or properly identify the contract 
type.  
 
RECOMMENDATIONS 
 
We recommend that the Chief Procurement Officer, OCP: 
 

1. Review contract requirements prior to a solicitation to ensure that requirements are 
accurate and complete.   
 

2. Provide adequate management oversight and supervision to ensure that OCP 
procurement personnel follow established policies and procedures, including 
performing a cost analysis prior to the award of any contract or modification in excess 
of $500,000. 
 

3. Determine the contract type and reference the selection to Title 27 of the DCMR in 
order to properly establish the method of acquiring and paying for contracted 
services. 
 

OIG COMMENT 
 
OCP did not provide us a response to a draft of this report.  However, discussions and 
meetings were held with OCP officials throughout the audit.  During these meetings, the 
officials generally agreed with the report’s findings and conclusions. 
 
 
 
  

                                                 
8 This figure was determined by multiplying the value of the additional guard hours ($5,728,999), added to the 
initial contract year by modification, by the 4 years of the contract. 
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PSD did not adequately monitor Hawk One’s contract performance during the contract 
period.  Specifically, PSD did not ensure that the contractor provided adequate support for 
invoices prior to certifying payments.  Also, PSD certified invoices for payment in excess of 
the contract amount.  These conditions occurred because PSD did not:  (1) maintain or obtain 
timesheets prior to certifying invoices for payment; (2) periodically review contractor 
compliance with contract terms and conditions; and (3) ensure that contract payments did not 
exceed the contract ceiling.   
 
Consequently, we noted that PSD certified invoices for payment that the contractor did 
not support.  The total amount of unsupported invoices submitted for payment was about 
$1.9 over the 4-year period.  During the same period, PSD authorized payments to the 
contractor that amounted to $11.3 million in excess of the contract award amount.  
Further, PSD retroactively certified invoices related to equitable adjustments for guard 
employees in the amount of $955,554.  However, the contractor’s payroll records did not 
reflect that the employees were paid. 
 
Discussion 
 
Certification of the Contractor’s Invoices.  PSD did not obtain adequate support prior to 
certifying the contractor’s invoices for payment.  Specifically, PSD did not maintain or 
obtain the contractor’s timesheets or other payroll documentation to verify and acknowledge 
that services were received for the hours billed.   
 
Section G, Contract Administration Data, paragraph G.1.1, of the contract states, “The 
District will make payments to the Contractor upon the submission of proper invoices or 
vouchers, at the prices stipulated in this contract, for services performed and accepted, less 
any discounts, allowances or adjustments provided for in this contract.”   The contract further 
requires the submission of a proper invoice that includes the following elements:  
Description, Price, Quantity and the Date(s) that the services were actually performed. 
 
Section H.8, Liquidated Damages, of the contract states in part:  “Each time the contractor 
fails to provide the required productive man hours, supervisory hours, equipment and 
uniforms as specified in the solicitation, the COTR shall consider the post uncovered and the 
District shall deduct from monies due the contractor.”  
 
We reviewed the invoices and related supporting documentation submitted for certification 
and payment.  The invoices were supported with guard post schedules contained in the 
contract and subsequent modifications, but no supporting documentation for guard services 

 

FINDING 2.  CONTRACT ADMINISTRATION 
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actually performed.  The contract requirements were not specific about the types of 
acceptable supporting documentation.  However, information reflecting payrolls, timesheets 
or other evidence of hours worked should be required to ensure the District paid only for 
work actually performed and accepted.  Without proper supporting documentation, we 
concluded that the contractor billed the District in apparent conflict with contract 
requirements.  The Contracting Officer’s Technical Representative should have requested 
and obtained actual payroll records prior to certifying invoices for payment.   
 
In the absence of contractor timesheets maintained by the District for the contract period 
May 16, 2005, through May 15, 2009, we obtained contractor payroll records and 
determined the total actual guard hours provided to the District.  We multiplied those hours 
by the applicable billing rates and determined that the contractor had earned $105,370,185 
for the contract period.  However, we identified liquidated damages assessed by the COTR 
and deducted from monies due to the contractor that reduced the contractor’s earnings by 
$1,360,431.  We independently determined through the District financial system’s CFO 
SOLVE9 report writer that the District paid the contractor $105,891,620.   
 
As a result, we determined that the contractor received $1,881,866 more than it earned during 
the 4-year contract period.  See Table 1, Calculation of District Overpayment to the 
Contractor, below. 

Table 1.  Calculation of District Overpayment to the Contractor 

Description Amount 
 Payments to Hawk One $105,891,620 
 Less payments earned per payroll10                                  105,370,185 
 Excess payment per payroll 521,435 

 Plus liquidated damages11 1,360,431 

 Total overpayment per contract term 
 

$1,881,866 
 

Contract Provisions.  PSD did not ensure that the contractor complied with the contract 
provisions related to payments to guard employees.  Specifically, PSD did not periodically 
review contractor compliance with contract terms and conditions related to wages.  Section 
H.2 of the contract states, “The Contractor shall be bound by the Wage Determination No. 

                                                 
9 CFO SOLVE is a tool that creates ad-hoc financial reports from the District’s financial system. 
10 We calculated the earned amount by multiplying the hours paid to Hawk One employees by the billing rates 
agreed to in the contract. 
11 Liquidated damages are penalties assessed to the contractor for infractions such as unmanned guard stations. 
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1994-2103 (Revision 32, dated May 27, 2004) issued by the U.S. Department of Labor in 
accordance with the Services Contract Act of 1965….”    

The CO certification of Determination and Findings dated February 9, 2005, indicated that 
the contractor proposed the minimum wage rates set forth by the U.S. Department of Labor 
(DOL) Wage Determination No. 1994-2103, Revision No. 32 dated May 27, 2004.  
Accordingly, the contractor proposed and agreed to pay a minimum wage comprised of the 
minimum wage rate and benefits of Health & Welfare (H&W) contained in the DOL 
minimum wage determination. 
 
On May 23, 2005, the DOL issued a new Wage and Determination No: 94-2103 REV (34) 
that increased the minimum wage and H&W rates for guard services.  This DOL Wage and 
Determination increased the H&W from $2.59 to $2.87 per hour.  We reviewed the 
contractor’s invoices and noted that for the period May 16, 2005, to May 15, 2006, the 
contractor billed and was paid for H&W at a rate of $2.87 per hour.  However, review of the 
contractor’s payroll record indicated that employees were actually paid at a rate of $2.59 per 
hour for the same period.  In August 2009, we held a discussion with a contractor official 
who was not aware of back payments of amounts owed to employees.  Accordingly, we 
questioned whether a total amount of $268,765 was received by the contractor from the 
District, but not paid to guard employees. 
 
Additionally, the DOL issued another new Wage and Determination, dated May 16, 2008, to 
increase the minimum wage and H&W rates for guard services.  Based on a review of the 
contractor’s invoices for the period of May 16, 2008, through July 31, 2008, we noted that 
the contractor retroactively billed and was paid for an increase in guard service rates.  
However, the contractor’s payroll records did not reflect the increase in minimum wage rates 
and contractor officials did not provide a satisfactory explanation for this discrepancy.  As a 
result, we questioned whether the contractor owed unpaid minimum wages in the amount of 
$786,789.   
 
Exceeding Contract Ceilings.  PSD certified contractor invoices for payment in excess of 
the contract ceilings.  Specifically, PSD authorized the contractor to provide security guard 
services in excess of the specified contract ceiling amount.   

We obtained copies of the original contract and subsequent modifications and determined 
that the total contract value was $94,633,459 for the 4-year period.  As discussed above, we 
also determined that the total payments made against the contract for the period was 
$105,891,620, which exceeded the total contract value by $11,258,161.   

The OIG auditors met with the COTR and discussed oversight issues.  The COTR provided 
the OIG with new policies and procedures that were recently implemented to correct 
deficiencies identified after the Hawk One contract was closed.  We did not audit the 
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implementation of those procedures; however, such efforts indicate a desire to improve 
security service contracting oversight and administration.  
 
Summary 
 
PSD’s lack of adequate contract monitoring resulted in unsupported invoices, unpaid wages 
and benefits to employees, and contractor payments in excess of the authorized contract 
amount. 
 
RECOMMENDATIONS 
 
We recommend that the Director, DRES: 
 

4. Develop and implement procedures to ensure that invoices are certified for payment 
based on supporting documentation that accurately reflects security services actually 
performed. 
 

DRES RESPONSE 
 

DRES agreed with the recommendation and indicated in its response that the Protective 
Service Police Department (PSPD) routinely conducts spot checks of contract guard hours 
reported by the contractor and uses a Daily Deployment sheet to verify officers, hours, and 
location.  The response further indicates that PSPD is investigating various enterprising 
methodologies designed to verify the hours reported by contract personnel.  The complete 
text of DRES’s response is included at Exhibit B. 
 
OIG COMMENT 

 
We consider the actions taken or planned to be responsive and meet the intent of the 
recommendation.  However, DRES did not provide a completion date for its planned 
corrective actions.  Therefore, we request that DRES provide us with a completion date for 
Recommendation 4 by October 4, 2011. 
 

5. Develop and implement procedures to monitor contractor performance to ensure 
compliance with contract terms and conditions. 
 

DRES RESPONSE 
 

DRES agreed with the recommendation.  DRES’s response indicates that security contractors 
currently provide “Daily Client Information” reports that detail how the contractor is meeting 
contract obligations and requirements. 
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OIG COMMENT 

 
We consider the action taken by DRES to be responsive to the recommendation. 

 
6. Establish and implement procedures to monitor total contract payments to ensure that 

payments do not exceed the total contract amount.  
 

DRES RESPONSE 
 

DRES agreed with the recommendation and indicated in its response that a financial 
management position (Resource Allocation Analyst) was created to assist the Contracting 
Officers Technical Representative (COTR) in monitoring the financial aspects of the contract 
including invoice payments. 

 
OIG COMMENT 

 
We consider actions taken by DRES to be responsive and meet the intent of the 
recommendation. 
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DRES neither documented nor performed sufficient oversight procedures to ensure that the 
agency employed an adequate system of internal controls to protect the District’s resources.  
Although the COTR penalized the contractor for allowing guard posts to go unmanned, he 
did not establish a system to ensure the contractor was paid only for services covered by the 
contract, and performed.  As a result, the understated requirements used in the contract award 
process (discussed in Finding 1) and contract oversight deficiencies (discussed in Finding 2) 
contributed to the waste of District resources. 

Discussion 

Generally accepted government auditing standards (GAGAS) define internal control as “the 
plan, policies, methods, and procedures adopted by management to meet its mission, goals, 
and objectives [and] include the processes and procedures for planning, organizing, directing, 
and controlling program operations.”  Management is responsible for developing, 
implementing, and monitoring internal controls.  Ultimately, internal controls provide 
reasonable, but not absolute, assurance that the organization’s goals will be achieved. 

During this audit, we reviewed internal controls in place to award, administer, and oversee 
the Hawk One contract.  We determined that the controls were inadequate with respect to the 
requirements determination, certification of invoices, and monitoring of total contract 
payments.  We also questioned PSD officials regarding key controls over the monitoring 
process for the contract.  The officials could not provide us with a list of key controls 
established to effectively determine, certify, and monitor payments in accordance with 
regulatory and contract requirements.   

Summary 

PSD did not provide any reasonable assurance that material errors or fraud would be 
prevented or detected in a timely manner.  Prior to the completion of our audit, PSD did 
provide us with a memorandum, which described improvements made to enhance their 
oversight process. 

RECOMMENDATION 

We recommend that the Director, DRES: 
 

7. Develop, maintain, and monitor a list of key controls over the contract monitoring 
process to obtain reasonable assurance that material errors and fraud are prevented or 
detected in a timely manner. 
 

 

FINDING 3.  INTERNAL CONTROLS 
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DRES RESPONSE 
 
DRES’s response indicates that the COTR will create a monitoring plan and follow the plan 
to monitor contractor performance. 

 
OIG COMMENT 
  
We consider the actions taken or planned to be responsive and meet the intent of the 
recommendation.  However, DRES did not provide a completion date for its planned 
corrective actions.  Therefore, we request that DRES provide us with a completion date for 
Recommendation 7 by October 4, 2011. 
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Description of Benefit 
Amount and Type 

of Benefit 
Status12 

1 

Compliance, Economy and 
Efficiency.  Ensures OCP writes 
contract requirements that are 
clearly stated prior to issuance of 
the solicitation. 

Non-Monetary Open 

2 

Compliance and Internal 
Controls.  Establishes and 
implements quality control 
procedures to ensure contract cost 
analyses, contractor responsibility, 
and legal sufficiency reviews are 
performed. 

Non-Monetary Open 

3 

Compliance and Internal 
Controls.  Requires OCP to select 
the contract type that allows for 
the best method of acquiring 
contracted services and implement 
that method in accordance with 
established procedures. 

Non-Monetary Open 

                                                 
12 This column provides the status of a recommendation as of the report date.  For final reports, “Open” means 
management and the OIG are in agreement on the action to be taken, but action is not complete.  “Closed” 
means management has advised that the action necessary to correct the condition is complete.  If a completion 
date was not provided, the date of management’s response is used.  “Unresolved” means that management has 
neither agreed to take the recommended action nor proposed satisfactory alternative actions to correct the 
condition. 
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Description of Benefit 
Amount and Type 

of Benefit 
Status12 

4 

Compliance and Internal 
Controls.  Requires PSD to 
develop and implement procedures 
to ensure contractor invoices are 
certified for payment based on 
supporting documentation that 
reflects actual work performed. 

 
 

Monetary 
$1.9 million 

Open 

5 

Compliance and Internal 
Controls.  Requires PSD to 
develop and implement procedures 
to ensure compliance with contract 
provisions. 

 
 

Non-Monetary 

 
 

Closed 

6 

Compliance, Economy and 
Efficiency.  Establishes and 
implements procedures to ensure 
the total contract amount is not 
exceeded.  

Monetary 
$11.3 million 

Closed 

7 

Internal Controls.  Requires PSD 
to develop, maintain, and monitor 
a list of key controls over the 
contract monitoring process to 
obtain reasonable assurance that 
material errors and fraud are 
prevented or detected timely.  

Non-Monetary Open 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

16 

 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

17 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

18 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

19 

 
 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

20 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

21 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

22 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

23 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

24 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

25 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

26 

 



OIG No. 09-2-07PO 
Final Report 

 

 

EXHIBIT B.  DRES’ RESPONSE TO THE DRAFT REPORT 
 

 
 

27 

 


