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March 9, 2009 
 
The Honorable Adrian M. Fenty 
Mayor 
District of Columbia 
Mayor’s Correspondence Unit, Suite 316 
1350 Pennsylvania Avenue, N.W.  
Washington, D.C. 20004 
 
Dear Mayor Fenty: 
 
Enclosed please find a copy of a Management Alert Report (MAR 09-I-003) issued February 
4, 2009, to the Office of Property Management’s (OPM) Protective Services Division (PSD).  
The MAR addresses deficient post orders or the lack of post orders for some security posts in 
District-owned and leased buildings.  OPM’s response to the MAR, dated February 20, 2009, 
is also enclosed.   
 
Although the OIG is conducting an ongoing special evaluation of PSD for which a report will 
be completed later this year, we are providing this information to you now so that you are 
aware of the importance of the issues addressed in the MAR and the corrective actions 
proposed by OPM/PSD. 
 
If you have questions, please contact Alvin Wright, Jr., Assistant Inspector General for 
Inspections and Evaluations, at (202) 727-2540. 
 
 
Sincerely, 
 

 
 
CJW/gah 
 
Enclosures 
 
cc: See distribution list 
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February 4, 2009  
 
Robin-Eve Jasper 
Director  
Office of Property Management  
Frank D. Reeves Municipal Center 
2000 14th Street, N.W., 8th Floor 
Washington, D.C. 20009  
 
Louis Cannon 
Chief 
Protective Services Division  
Office of Property Management 
1900 Massachusetts Ave., S.E. 
Washington, D.C. 20003 
 
Dear Ms. Jasper and Chief Cannon: 
 
This is a Management Alert Report (MAR 09-I-003) to inform you that during our special 
evaluation of the Protective Services Division (PSD) of the Office of Property Management 
(OPM), the Office of the Inspector General (OIG) determined that OPM/PSD has not developed 
post orders for all security posts within District-owned and leased properties that it manages.  
Moreover, where post orders do exist, some lack the level of detail necessary to inform and guide 
the security officers at these posts.  The OIG provides these reports when it believes a matter 
requires the immediate attention of District government officials.  
 
Background 
 
OPM supports the District government and its residents through real estate, construction, and 
facilities management.  OPM has four divisions: Construction, Portfolio Management, Facility 
Management, and Protective Services.1  PSD is charged with “safeguarding the lives of all 
persons, protecting assets within property owned or leased by the District Government, and 
assisting in securing to all persons equal protection of the law.”2  PSD employs approximately 71 
protective services officers (PSD officers) who “exercise full police authority within the judicial 
limits of the District of Columbia Government facilities and assist as needed at facilities 
occupied by the federal government.”3  Through a contract with OPM,4 Hawk One Security, Inc. 

                                                 
1 Http://opm.dc.gov/opm/cwp/view,a,3,q,527635,opmNav,%7C31556%7C.asp  (last visited 10/28/08). 
2 Protective Services Police Authority and Responsibilities, Chapter 1, Section (1)(B)(1).  
3 Id. Section (1)(A)(2).  
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provides 480 security officers5 who carry out many of the same duties as PSD officers.  
Collectively, Hawk One and PSD officers provide guard and security services for approximately 
50 District government-owned and leased buildings under the control of the OPM/PSD.   
 
PSD General Order No. 2004.0056 Section IV provides: 

 
It is the policy of Protective Services Police to communicate all 
official directives in the form of a General Order, Special Order, 
Post Order, or Memorandum. 
 

The General Order further states:  
 

Post Orders are used to establish policies and procedures for 
security post[s] within the responsibility of OPM and as prescribed 
by the Chief of Protective Services.  Post Orders will be developed 
and drafted by the Assistant Chief of Protective Services to insure 
uniform standards in operation for all PSD security personnel and 
contract security providers. 
 
Post Orders are used for the following: 

 
• Procedures and policies. 
• Instructions to accomplish an objective. 
• Directives to a specific unit or person. 
• Procedures to meet the requirements mandated by PSD 

policy. 
• Operating security standards, instructions, fees, cost, and 

directives.7 
 
Both PSD officers and Hawk One officers are assigned to security posts in District government-
owned and leased buildings.  Regardless of whether an OPM security post is staffed by its own 
officers or Hawk One officers, PSD is responsible for providing every OPM security post with 
post orders.  Post orders are essential because they provide officers with detailed instructions on 
how to execute daily tasks at a specific location, and help to ensure that standards of operation 
are consistent not only from one day to the next, but throughout the portfolio of properties 
managed by OPM.  
Observations 

                                                                                                                                                             
4 OPM has a City-Wide Security Services Contract with Hawk One Security, Inc. to provide officers to protect 
District government-owned and leased buildings.  This contract does not include security services Hawk One 
provides to the District of Columbia Public Schools.   
5 PSD managers could only provide an estimate of the number of Hawk One officers.  PSD provides Hawk One with 
the total number of hours required at its posts and Hawk One divides the hours amongst its officers to fulfill the post 
requirements.  According to PSD managers, they are concerned with the number of hours worked at the posts, not 
the number of officers. 
6 The team noted that PSD General Order No. 2004.005 does not indicate that all security posts should have written 
post orders. 
7 PSD General Order No. 2004.005 Section V.5 (Aug. 3, 2004). 
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1. Hawk One and PSD officers at numerous District-owned and leased facilities, 
including the building that houses Metropolitan Police Department (MPD) 
headquarters, execute their duties without official, written post orders. 

 
The team learned through interviews that security posts at many District properties lack post 
orders.  Interviewees said that some post orders are in “draft” form, while others are outdated or 
simply do not exist.  According to a PSD officer, Hawk One officers call the manager who 
oversees the contract between OPM/PSD and Hawk One Security, Inc. for information regarding 
their duties because of the absence of post orders.  Furthermore, an officer informed the team 
that there are no post orders in place at 300 Indiana Ave., N.W.,8 the building that houses MPD’s 
headquarters and several other District agencies.  The security posts at the three public entrances 
to the building are staffed by Hawk One officers.   
 

2. Hawk One and PSD officers execute their duties without adequate post orders.    
 
According to facilities management best practices,9 “[s]ecurity procedures should anticipate 
potential problems and vulnerabilities and present detailed, planned responses.”  In addition, post 
orders should include the following sections: 
 

1. A basic orders section that presents a comprehensive description of the security 
operations and includes a brief description of the facility, 24-hour emergency contact 
lists, and general orders. 
 

2. An access control section that outlines policies and procedures for entry, exit, and 
removals. 
 

3. A patrol section that describes the plan for deterrent patrols and specifies procedures and 
times for opening and closing patrols, monitored patrols, unmonitored patrols, and 
vehicle patrols. 
 

4. An emergencies section that describes “in detail exactly who does what, when, and how 
in the event of an emergency,” including medical emergencies and criminal emergencies.  
 

5. A miscellaneous procedures section that includes issues such as move-in and move-out 
policies, radio communication, traffic control, and key control.10  
 

 

                                                 
8 In 1994, four people, including a District of Columbia police sergeant and two FBI agents, were killed when a gunman entered 
MPD headquarters at 300 Indiana Ave., N.W. 
9 FMLink, Facilities Management Resources How To 2, available at  
http: //www.fmlink.com/ProfResources/HowTo/article.cgi?BOMI%20International:howto0306.html  (last visited 
12/9/08). 
10 Id. at 2-3. 
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In addition, a facility profile should be developed to identify and analyze a “building’s structure, 
function, and occupants” to detect “weaknesses that may affect the security of the indoor 
environment.”11 
 
The team observed that some PSD post orders lacked the aforementioned details.  For example, 
the post orders for 441 4th St, N.W., 1350 Pennsylvania Ave., N.W., 2000 14th St., N.W., and 
2700 Martin Luther King Jr. Ave., S.E. lacked a description of the facility, fire evacuation 
procedures, and a 24-hour emergency contact list to allow an officer working the post to alert 
individuals within the building in case of an emergency.  Post orders for 441 4th St., N.W. state 
that officers should “[r]andomly screen articles of mail for explosive[s] … [and screen][a]ll 
suspicious articles of mail ….”12  However, the post orders do not enumerate the procedures an 
officer should follow if he/she encounters a suspicious package and/or determines the presence 
of explosives or other dangerous materials.   
 
Conclusion 
 
Officers stationed at security posts without post orders lack standard operating procedures for 
addressing both daily operations and emergency situations.  Where post orders do exist, they lack 
critical information, such as a facility profile, an overview of who occupies each floor, 
emergency contacts, and detailed instructions on how to handle various emergencies.  As a 
result, officers assigned to a post may not know what duties they are required to perform.  
Without adequate post orders, officers may inadvertently fail to carry out daily duties because 
they do not have written policies and procedures to guide their actions and daily operations.  
Moreover, they may be hesitant to act or may fail to act in response to a security incident 
requiring intervention.  The lack of adequate post orders may jeopardize the safety of officers, 
District employees, and citizens conducting business in District-owned and leased properties 
managed by OPM/PSD.  Additionally, the lack of post orders may increase the risk of District 
liability if an officer, District employee, or an individual conducting business in a District 
government building is injured in a security incident that requires intervention.   
 
Recommendations 
 
The OIG recommends that you give high priority to the following actions: 
 

1. Take immediate steps to identify all security posts that do not have current, written 
post orders. 
 

2. Provide the OIG with a list of these security posts that includes the locations of each 
post and the anticipated date that each post order will be written and disseminated. 
 

3. Research industry best practices on building security and post orders, and 
expeditiously:  a) update all existing post orders; and b) create new post orders where 
none exist.  
 

                                                 
11 Id. at 1. 
12 PSD Security Officer’s Desk Book for: 441 4th Street, N.W., One Judiciary Square at 23. 



MAR 09-I-003 
February 4, 2009 
Page 5 of 5 
 

4. Update General Order No. 2004.005 to reflect the requirement that all security posts 
must have written post orders. 
 

Please provide your comments on this MAR by February 20, 2009.  Your response should 
include actions taken or planned, dates for completion of planned actions, and reasons for any 
disagreement with the concerns and recommendations presented.  Please distribute this MAR 
only to those who will be directly involved in preparing your response. 
 
Should you have any questions prior to preparing your response, please contact  

, Director of Planning and Inspections, at . 
 
Sincerely, 
 

 
 
CJW/bh 
 
 
cc: Mr. Daniel M. Tangherlini, City Administrator and Deputy Mayor 

The Honorable Vincent C. Gray, Chairman, Council of the District of Columbia 
The Honorable Mary M. Cheh, Chairperson, Committee on Government Operations and 

the Environment 
The Honorable Phil Mendelson, Chairperson, Committee on Public Safety and the  
 Judiciary 
Kelly Valentine, Chief Risk Officer and Director, Office of Risk Management         

              








