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May 29, 2009 
 
The Honorable Adrian M. Fenty 
Mayor 
District of Columbia 
Mayor’s Correspondence Unit, Suite 316 
1350 Pennsylvania Avenue, N.W.  
Washington, D.C. 20004 
 
Dear Mayor Fenty: 
 
Enclosed please find a copy of a Management Alert Report (MAR 09-I-006) issued May 8, 
2009, to the D.C. Department of Human Resources (DCHR), Benefits and Retirement 
Administration (BRA).  The MAR addresses our finding that BRA is not properly 
safeguarding sensitive information (e.g. Social Security numbers and bank/investment 
account numbers) submitted by and/or pertaining to D.C. government employees and 
retirees.  DCHR’s response to the MAR, dated May 22, 2009, is also enclosed.   
 
Although the OIG is conducting an ongoing inspection of BRA for which a report will be 
completed later this year, we are providing this information to you now so that you are aware 
of the importance of the issues addressed in the MAR and the corrective actions proposed by 
DCHR. 
 
If you have questions, please contact Alvin Wright, Jr., Assistant Inspector General for 
Inspections and Evaluations, at (202) 727-2540. 
 
 
Sincerely, 
 

 
 
CJW/mdj 
 
Enclosures 
 
cc: See distribution list 
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May 8, 2009 
 
Brender L. Gregory 
Director 
D.C. Department of Human Resources 
441 4th Street, N.W. 
Suite 330 South 
Washington, D.C. 20001 
 
Karla Kirby-Sumpter 
Associate Director 
Benefits and Retirement Administration 
D.C. Department of Human Resources 
441 4th Street, N.W. 
Suite 340 North 
Washington, D.C.  20001 
 
Dear Ms. Gregory and Ms. Kirby-Sumpter: 
 
This is a Management Alert Report (MAR 09-I-006) to inform you that during our inspection of the 
D.C. Department of Human Resources (DCHR) Benefits and Retirement Administration (BRA), the 
Office of the Inspector General (OIG) determined that BRA is not properly safeguarding sensitive 
information submitted by and/or pertaining to D.C. government employees and retirees.  The OIG 
provides these reports when it believes a matter requires the immediate attention of District 
government officials. 
 
Background 
 
BRA is responsible for administering policies and benefits programs (e.g., health care, disability 
insurance, life insurance, and deferred compensation) that cover approximately 32,000 eligible 
District employees and retirees.  In this capacity, BRA oversees plan management, responds to 
employees’ and retirees’ requests for assistance, monitors service contractors, and coordinates the 
communication of information to program participants and prospective participants.1  BRA employs 
14 human resources specialists and 4 human resources assistants. 
 

                                           
1 See http://www.dchr.dc.gov/dcop/cwp/view,a,3,q,528755,dcopNav,%7C31663%7C,dcopNav,%7C31798%7C.asp 
(last visited March 24, 2009). 
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Observations 
 
Many documents containing sensitive, personal information are not properly secured and are 
therefore vulnerable to theft and misuse.  
 
The District Personnel Manual (DPM) Chapter 31A, Section 3105, entitled “Safeguarding 
Information About Individuals,” provides: 
 

3105.1 Controls shall be established in accordance with the following: 
 
(a) The purpose of the controls is to ensure the integrity, security, and 
confidentiality of personnel records, regardless of form. 
 
(b) The [DCHR] and each Independent Personnel Authority shall 
establish and ensure the maintenance of administrative, technical, and 
physical controls to protect personnel records from unauthorized 
access, use, modification or disclosure. 
 
(c) Persons whose official duties require access to and use of 
personnel records are responsible and accountable for safeguarding 
them and ensuring that the records shall be secured whenever they are 
not in use or under the direct control of authorized persons. 
 
(d) Personnel records shall be held, processed, or stored only where 
facilities and conditions are adequate to prevent unauthorized access. 
 
3105.2 Personnel records shall be stored in metal filing cabinets when 
the records are not in use, or in a secured room.  Alternative methods 
may be employed if they furnish an equivalent or greater degree of 
security. 
 

•     •     • 
 
3105.4 Only employees whose official duties require access shall be 
allowed to handle and use personnel records. 
 
3105.5 To the extent feasible, entry into the personnel records storage 
areas shall be limited. 

 
Through on-site observations, the OIG inspection team (team) learned that BRA is not securing 
employees’ and retirees’ personal information.  Documents bearing data such as names, home 
addresses, telephone numbers, social security numbers, bank account and investment account 
numbers, and retirement plan distribution selections2 are stored in unlocked filing cabinets and 
unlocked desks.  Some filing cabinets are in cubicles that do not have locks. (See attachment 1.)  

                                           
2 An example of a retirement plan distribution selection is when an employee requests to have the full value of 
his/her pension transferred to a checking or savings account.  In this instance, the distribution form processed by 
DCHR requires the employee to provide the name of the financial institution and the account number. 
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Other unlocked filing cabinets containing personal, sensitive information, including medical 
information, are in an unlocked copy room adjacent to a visitors’ waiting area.  (See attachments 2, 3, 
and 4.)   
 
When customers enter the BRA office suite, they should be assisted promptly by a BRA employee 
and either escorted to a cubicle or office or directed to a seat in the visitors’ waiting area.  The 
reception desk is a busy location and is usually staffed by two employees.  However, these 
employees’ attention may not always be focused on the customers seated in the waiting area because 
they are also expected to complete other tasks, such as answer the telephone and review paperwork.  
If the employees on the desk are distracted, a customer can walk unnoticed into the copy room 
adjacent to the visitors’ waiting area.  In fact, on a recent Friday, a team member arrived at the main 
entrance of BRA when the reception desk was staffed by two employees who were busy.  The team 
member was able to enter the copy room seemingly unnoticed. 
 
The team also observed that the BRA suite is accessible to other DCHR employees (i.e., non-BRA 
employees) via a side entrance.  This entrance appeared to be locked at all times and only accessible 
using an electronically coded badge, as is the main entrance to the suite after business hours.  The 
team asked a senior BRA official to identify the number of DCHR employees whose coded badges 
allow them entry into the BRA suite, but s/he was unable to furnish the information.  In addition, the 
building’s cleaning staff moves through the suite after business hours unescorted.3   
 
A senior BRA official said that s/he believed there were internal written policies and procedures 
regarding access to, accountability for, and storage of files maintained at BRA, and that these 
policies and procedures had been communicated verbally to employees.  On three occasions—March 
6, March 11, and March 16, 2009—the team asked the official to provide the OIG with a copy of 
those policies and procedures.  As of this writing, the OIG has not received them. 
 
Conclusion 
 
An unspecified number of DCHR employees, as well as the building’s cleaning staff, are able to 
access the BRA suite.  Entry into the copy room where some documents containing sensitive 
information are kept is not well controlled; documents are also stored in unlocked filing cabinets and 
desks in open cubicles.  Consequently, unsecured, sensitive information is vulnerable to unauthorized 

                                           
3 A senior BRA official stated that pursuant to the cleaning contract, the cleaning staff are bonded.   
The OIG inspection team reviewed a copy of the District’s city-wide janitorial services contract with R&R 
Janitorial, Painting and Building Services, Inc., which includes 441 4th Street, N.W., the District building that houses 
BRA.  This contract does not require a surety bond, nor does it contain any provisions regarding theft by employees.  
(A surety bond is a “bond issued by an entity on behalf of a second party, guaranteeing that the second party will 
fulfill an obligation or series of obligations to a third party. In the event that the obligations are not met, the third 
party will recover its losses via the bond.”  A surety bond, however, is performance related, and does not ensure 
against theft.  See http://www.investorwords.com/5813/surety_bond.html (last visited April 29, 2009).) 
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access, which could lead to theft and misuse.  According to the Social Security Administration, 
“Identity theft is one of the fastest growing crimes in America.”4 
 
Recommendations 
 
The OIG recommends that DCHR take the following actions: 
 

1. Immediately safeguard all BRA documents and the information contained in them from 
unauthorized review, use, disclosure, and theft. 

 
2. Ensure that BRA and all other DCHR components have written policies and procedures that 

comply with DPM Chapter 31A, Section 3105 and provide clear, detailed requirements for 
safeguarding all documents containing sensitive, personal information.  Copies of these 
policies and procedures, if they currently exist, should be forwarded to the OIG upon receipt 
of this MAR, or as soon as they are drafted and approved by DCHR management. 

 
Please provide your comments to this MAR by May 22, 2009.  Your response should include actions 
taken or planned, dates for completion of planned actions, and reasons for any disagreement with the 
concerns and recommendations presented.  Please distribute this MAR only to those who will be 
directly involved in preparing your response. 
 
Should you have any questions prior to preparing your response, please contact  

, Director of Planning and Inspections, at . 
 
Sincerely, 

 
 
CJW/mj 
 
Attachments 
 
 
cc: The Honorable Adrian M. Fenty, Mayor, District of Columbia 
 Mr. Daniel M. Tangherlini, City Administrator and Deputy Mayor 

The Honorable Vincent C. Gray, Chairman, Council of the District of Columbia 
The Honorable Mary M. Cheh, Chairperson, Committee on Government    
 Operations and the Environment 

                                           
4 U.S. SOCIAL SECURITY ADMINISTRATION, IDENTITY THEFT AND YOUR SOCIAL SECURITY NUMBER, available at 
http://www.ssa.gov/pubs/10064.html (last visited April 20, 2009). 
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Attachment 1:  Sensitive information on the desk and in the overhead filing cabinets of a cubicle 
that is not locked. 
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Attachment 2:  Unlocked filing cabinets in the copy room that contain files with sensitive 
information. 
 

 
 
 



May 8, 2009 
MAR 09-I-006 
Page 7 of 8 
 
Attachment 3:  Unlocked filing cabinets in the copy room that contain files with sensitive 
information. 
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Attachment 4:  Open, unlocked copy room door. 
 

 
 
















