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Washington, D.C. 20004

Dear Mayor Fenty, Chairman Gray, and Dr. Gandbhi:

In connection with the audit of the District of Columbia’s general purpose financial
statements for fiscal year (FY) 2007, BDO Seidman, LLP (BDO) submitted the enclosed
final Memorandum of Recommendations, in previous years known as the Management
Letter. This report details certain control deficiencies that require continued management
attention. In this regard, BDO Seidman, LLP set forth suggestions for improving existing
internal controls. BDO did not consider these matters to be significant deficiencies or
material weaknesses. Furthermore, these matters did not affect the fair presentation of
the financial statements.

717 14™ Street, N.W., Washington, D.C. 20005 (202) 727-2540
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While the Office of the Inspector General will continue to assess the District’s
implementation of recommendations, it is the responsibility of District government
management to ensure that agencies correct the deficiencies noted in audit reports. This
Office will work with managers, as appropriate, to help them monitor the implementation
of recommendations.

If you have questions or need additional information, please contact William J. DiVello,
Assistant Inspector General for Audits, or me at (202) 727-2540.

Sincerely,

Charles J. Wlllg/ A/%

Inspector General
Enclosure
CJWiws

cc:  See Distribution List
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BDO Seidman, LLP 1250 Connecticut Avenue NW, Suite 200
Accountants ana Consultants Washington, D C 20036
g — e Telephone {202) 261-3565

Fax (202) 261-356%

March 31, 2008

To the Mayor and the Council of the Govamment of the District of Columbia, Inspector
General of the Govemment of the District of Columbia, and Management of the
Govemment of the District of Columbia

During the course of our audit of the financial statements of the Government of the District of Columbia (the
District) for the year ended September 30, 2007, we observed the District's significant accounting policies and
procedures and certain business, financial, and administrative practices.

In planning and performing our audit of the financial statements of the District as of and for the year ended
September 30, 2007, in accordance with auditing standards generally accepted in the United States of America, we
considered the District’s intemal control over financial reporting (internal control) as a basis for designing our auditing
procedures for the purpose of expressing our opinion on the financial statements, but not for the purpose of
expressing an opinion on the effectiveness of the District’s intemal control. Accordingly, we do not express an
opinion on the effectiveness of the District’s intemal control.

A control deficiency exists when the design or operation of a control does not allow management or employees, in
the normal course of performing their assigned functions, to prevent or detect misstatements on a timely basis. A
significant deficiency is a control deficiency, or combination of control deficiencies, that adversely affects the District’s
ability to initiate, authorize, record, process, or report financial data reliably in accordance with generally accepted
accounting principles such that there is more than a remote likefihood that a misstatement of the District’s financial
statements that is more than inconsequential will not be prevented or detected by the District's internal control. A
material weakness is a significant deficiency or combination of significant deficiencies, that results in more than a
remote likelihood that a material misstatement of the financial statements will not be prevented or detected by the
District’s infernal contro!.

Our consideration of internal control was for the limited purpose described in the second paragraph of this letter and
would not necessarily identify all deficiencies in intemal control that might be significant deficiencies or material

weaknesses.

We have prepared the following suggestions for improving existing internal controls, We did not consider these
matters fo be significant deficiencies or material weaknesses. Furthermore, they did not affect the fair presentation of
the financial statements.

This report does not extend to the following entities or funds as their financial statements were audited separately:

»  District of Columbia 529 College Savings Program.

» District of Columbia Housing Finance Agency.

» District of Columbia Police Officers and Firefighters’ Retirement Fund.
¢ District of Columbia Teachers’ Retirement Fund.

o District of Columbia Nursing Homes.

¢ District of Columbia Water and Sewer Authority,

The following entities or funds each receive separate reports; therefore, observations involving these entities or funds
are also not included in this document.
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A Accountants and Consultants

» District of Columbia Tobacco Settlement Financing Corporation.
o University of the District of Columbia.

¢ Washington Convention Center Authority.

o District of Cotumbia Public Schools.

» District of Columbia Lottery and Charitable Games Control Boerd.
s District of Columbia Unemployment Compensation Fund.

s Sports and Entertainment Commission.

» Home Purchase Assistance Program.

Deficiencies in internal control that we considered to be significant deficiencies or material weaknesses, as defined
above, are discussed in a separate report. We refer the Mayor, Council, and Inspector General to the Independent
Auditors' Report on Internal Control Over Financial Reporting and on Compliance and Other Matters Based on an
Audit of Financial Statements Performed in Accordance with Govemment Auditing Sfandards. This report, dated
March 31, 2008, describes in greater detail the following material weaknesses, significant deficiencies, and material
noncompliance with laws and regulations as noted for the year ended September 30, 2007:

Material Weaknesses

o Office of Tax and Revenue.

o Management of the Medicaid Program.
» District of Columbia Public Schoals.

Significant Deficiencies

o Investment Reconcitiations and Activities.

s National Capital Revitalization Corporation and the Anacostia Waterfront Corporation.
o Management of Grants.

¢ Compensation.

» Management of the Disability Compensation Program.

e Management of the Unemployment Compensation Program.

Material Noncompliance with Laws and Requlafions

o Noncompliance with Procurement Regulations.

o Noncompliance with the Quick Payment Act.

¢ Noncompliance with the Financial [nstitutions Deposit and Investment Amendment Act.

This report is intended solely for the information and use of the Mayor, the Council, the Inspector General of the
District, management of the District, and others within the District govemment and is not intended to be and should
not be used by anyone other than these specified parties.

Very truly yours,
B00 Seudananr  LLT

BDO SEIDMAN, LLP
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Process: General District Adminisération

Policies and Precedures Manual

We noted that the existing accounting procedures manual in use has not been updated for several years.
This can fead to misunderstandings, errors, inefficient or wasted effort, duplicated or omitted procedures,
and other situations that can result in inaccurate or untimely accounting records.

We recommend that management take the necessary steps in updating its accounting procedures manual.
A well-devised accounting manual can help to ensure that all similar transactions are ireated consistently,
that accounting principles used are proper, and that records are produced in the form desired by
management. A good accounting manua! also aids in the training of new employees and possibly allows for
delegation to other employees of some accounting functions management performs.

All changes in the accounting procedures manual, as well as existing intemal controls, should be
documented and communicated on a regular basis to all affected persons. Intemal controls cannot work
unless employees are aware of them. Further, a policy should be established for the manual's regularly
scheduled review and update.

Management's Response:

The Office of Financial Operations and Systems is cumently working on updating the policies and
procedures.

Adequacy of Insurance Coverage

As a part of our audit procedures, we inquired into the adequacy of the District's insurance coverage.
Coverage appears to be inadequate and should be reviewed as soon as possible in order to ensure proper
and adequate means by which to preserve District assets. We based our conclusions on the results of
inquiries where we were made aware that there is no workers compensation insurance, employeér’s liability
insurance, stop-loss coverage, crime insurance, property insurance, excess liability insurance, auto
insurance, fiduciary insurance, terrorism insurance, or bond insurance.

The Oistrict may consider negotiating the exclusion of the land value from its building insurance coverage.
Since land is generally not destructible, the District may be able to save premium costs by negotiating its
exclusion from the building coverage.

Management's Response:

As we move forward, gathering information to implement an excess property insurance program and crime
coverage would be included for consideration in the program. How extensive the program is will largely
depend on the budget.

* W ox *
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Process: Cash and investments

Bank Reconciliation Process (BID 121)

Bank Account ID (BID) #121, a pooled cash account, is centrally managed by the Office of Finance and
Treasury (OFT) and reconciled by the Office of Financial Operations and Systems (OFOS). Bank
statements arrive approximately 10 working days after the close of each month. After all the reconciling
items have been identified, the corresponding agency is contacted and reconciling transactions are
forwarded to the appropriate personnel for resolution. With the exception of the month of September, the
District’s policy is that the cash reconciliation process for every other month span a 30-45 day period from
the close of the general ledger for that respective month. The general ledger is closed approximately ten
working days after the end of a month.

During our audit process over BID #121, we noted the foltowing:

1. Our review of a sampling of the monthly reconciliations for this bank account revealed that the
November 2006 bank reconciliation was not completed within the required 30-45 day time frame.

2. During our review of the year-end reconciliation, we noted that payroll checks for the period ended
March 31, 2007 totaling $760,215 were incorrectly included in the list of outstanding checks. A
request to remove the aforementioned checks was initiated on August 22, 2007.

The year-end bank reconciliation was prepared on December 18, 2007 and on January 11, 2008, a
revised bank reconciliation was prepared with a correction. In addition to the lack of timeliness in
processing and adjusting this item, the revised bank reconciliation did not contain a reviewer’s
approval.

3. During our review of the year-end reconciliation, we noted that approximately 90% of the balance
in the reconciling item entitled “bank debit memos” is over one year ald and unresolved.

4, During our review of the year-end reconciliation, we noted that the reconciling item entitled
“additions in SOAR not at bank” included a journal entry (JN7REBA1) which increased cash in the
amount of $1,077,251. This related {o an accrual for the monthly WIC rebates and should have
been recorded to accounts receivable instead, as the cash had not been received at year-end.

It was also noted that $840,611 of this balance was received subsequently via checks dated
October 11, 2007 and October 30, 2007. As indicated above, the entire balance was incorrectly
recorded in fiscal year 2007 and accordingly, the year-end balance in cash was oversiated.
Management processed the appropriate adjusting journal entries during the audit process.

5. During our review of the year-end reconciliation, we noted that the reconciling item entitled
“additions in SOAR not at bank” contained a jounat entry (JACB0085) in the amount of $817,947
which was posted to SOAR, the District's accounting system of record, but had not been approved
nor were any supporting documents avaitable for our review. The $817,947 was subsequently
deleted from SOAR in the final and revised bank reconcitiation dated January 11, 2008.

Timely preparation of complete and accurate bank reconciliations is a key to maintaining adequate control
over both cash receipts and disbursements. Not reconciling accounts on a periodic basis means that errors
or other problems might not be recognized and resolved on a timely basis. Also, it is generally easier and
less time-consuming to reconcile accounts while transactions are fresh in mind. Further, an unreconciled
difference that appears immaterial can obscure significant but offsefting items (such as bank errors or
improperly recorded transactions) that would be a cause for investigation if the items were apparent.
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Process: Cash and Investmenfts

We recommend that bank reconciliations be reviewed for accuracy and completeness on a timely basis. The
review should include tests of mechanical accuracy and tracing of items on the reconciliation fo the refevant
source documents. The composition of unreconciled differences should be determined and followed up on,
and any journal entries deemed necessary as a result should be recorded. We also recommend that all
reconciliations be signed as an indication of approval.

Management’s Response:
The following response was provided by Office of Financial Operations and Systems (OFOS) personnel:

It is very important to the District that the annual CAFR be prepared accurately and timely. As
such, the CAFR has been prepared and issued by the February 1 due date for every fiscal year
since 1999. Activities in support of the annual year end closing process are generally scheduled
from September to December of each year. During this period, most analytical activities of OFOS
staff are dedicated towards performing functions in support of the fiscal year end closing and
preparation of the annual CAFR by February 1.

All daily and weekly operational activities continue to function as required during the year end
closing process, while monthly analytical reviews may be delayed until the year end closing is
completed. Generally, all monthly duties retum to their regular schedule by February.

Preparation of the October (not cited in the audit finding) and November 2006 bank reconciliations
were delayed beyond the 30-45 day time frame. This delay was directly related to the year end
closing schedule which required al! transactions affecting cash balances for September 30 to be
entered by November 30. As a result, preparation of the October and November 2006
reconciliations within the 30-45 day time frame must have been suspended, since they could not
be prepared without a completed September reconciliation.

The preparation of the September 2007 recongiliation was monitored daily by management, in
conjunction with our review of year end adjusting entries affecting the District's cash balances. As
adjusting entries are posted in SOAR, our draft of the reconciliation is continually modified to reflect
the new cash bhalances and entries posted. Thus, the September 2007 reconciliation was finally
dated January 2008. All monthly OFOS bank reconciliations are reviewed and approved by
management. Management will ensure that the final version of the reconciliations reflect evidence
of their review.

The following response was provided by Human Support Services personnel:

On October 24, 2007, journal entry # JN71WIC1 was entered into SOAR to recognize the accrual
of WIC rebates using Bank ID 999. After conversation with OFOS, we were instructed to reverse
the entry. The reversal was done on November 16, 2007, per jounal entry #IN7WICA2 (copy
aftached). Subsequently OFOS requested that the entry be made utilizing Bank ID 121. This entry
was done on November 28, 2007, per joumal entry JN7REBA1. The last entry had the effect of
treating the entry as a Cash transaction. Please note that the accrual was established to recognize
rebate checks applicable to Appropriation Year 2007 that had not been received as of September
30, 2007. The rebates do not represent revenue, but a recuction of food expenditures for the WIC
program and is reported to the USDA as rebates on Form FNS 798. The receivable that was
established at year-end included the rebate accrual, accordingly no adjustment should have been
made to the WIC Grant receivable.
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Process: Cash and Investments

The following response was provided by Office of Finance and Treasury (OFT) personnel:

The “bank debit memo” items represent bank cormections in their system, often due to a check
being improperly read by the bank's system. The communication regarding these items from the
bank back to the District did not occur in a manner that facilitated timely resolution of the issue in
the District's records. Going forward, OF T and OFOS will coordinate with the bank to ensure that
such items are properly documented expeditiously.

OFT management does not concur with the premise that this entry was prepared by or within the
purview of OFT. It appears that the entry was prepared by the Department of Human Services,
and since the entry was deleted, we are unable to do further research regarding the document.

Cash Disbursements (BID 121)

As a necessary part of control over cash disbursements, adequate bank reconciliation procedures should be
carried out. The following was noted during our audit process over Bank Account ID (BID) 121 which
represents the District's main check-writing account:

1.

The District's defined policy for disposition of uncashed checks to stale checks payable is 180
days. There were uncashed checks included in the outstanding checkiist amounting to
approximately $4.1 million which had been issued from April 14, 2006 through March 31, 2007.
Therefore, all of these checks were over 180 days old at September 30, 2007. Instead of a periodic
review and removal of uncashed checks, we noted that a cumuiative joumal entry was made in the
amount of $3.8 million on September 30, 2007 in preparation for the annual audit.

Since stale dated or uncashed checks are not purged in a timely manner, the cash balance may be
understated. We identified these stale dated checks from a sample of bank accounts selected for
testing. Management should recognize that the potential exists for additional stale dated checks
not being addressed in a timely manner. Research should be done periodically to eliminate large
numbers of old items being ¢arried from month to month.

Currently, two systems are used to track outstanding checks: the Account Reconciliation Program
(ARP) function of the check writing system (automated system) and a manual system. The District
is performing an off-line reconciliation to amive at the oulstanding check amounts and there are
some immaterial differences between the two systems relating to unseftled items dating back to
1999-2006. In essence, there is no complete list of outstanding checks and efrors may continue to
accumulate.

We understand that the District is in the process of fully automating the reconciliation process for
outstanding checks. We recommend that the District increase its efforts to ensure that a viable
system is fully operational in the near future.

At September 30, 2007, the list of canceled checks included several items amounting to $379,566
on which stop payments had been issued by the District. However, the bank had proceeded to
cash these checks. We recommend that the appropriate District personnel follow through with bank
representatives in order to minimize any potential liability. We understand that management has
implemented an electronic process which will minimize the occurrence of such erors.
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Process: Cash and Investments

Management’s Response:
The following response was provided by Office of Financial Operations and Systems (OFOS) personnel:

It is the District's general policy that issued checks becoms void after 180 days. Starting in July of
each year, we review the status of all outstanding checks as of December 31 of the prior calendar
year (180 days outstanding or older). As a result of our review, an annual process is performed in
our Accounts Reconciliation Program (ARP) after our September 30 reconciliation is completed, to
flag all of the stale checks for purging. Due to the design of the ARP system, the flagged stale
checks are actually purged from our outstanding file in the weeks subsequent to September 30.

Also, since ARP is programmed to flag stale checks as of December 31 of the prior calendar year,
we must manually identify stale checks that exist with check issue dates of March 31 or earlier of
the current year.

Consistent with our prior year practices, adjusting entries are posted to our year end September 30
balances, not in preparation of our annual audit, but instead, to properly state our cash balances o
reflect the value of outstanding checks classified as stale. Management wilt explore conducting the
annual purge process in ARP earlier than year end to allow sufficient time for the purge process to
be completed by September 30.

OFOS does not maintain two systems to track outstanding checks. The ARP system provides, on a
monthly basis, a detailed listing of outstanding checks. To validate the ARP listing, it is compared
to and reconciled with the bank’s outstanding list on @ monthly basis. As an additional proof of the
ARP outstanding list, we perform a mathematical calculation using the prior month’s ending
balance for outstanding checks and cument month's activity to estimate the current month's
outstanding list. These efforts to validats the ARP outstanding check listings are conducted to
ensure our lists are complete and accurate. All significant variations are investigated and resolved.
Management will review the format of our monthly account reconciliations to ensure that they
properly present the reconciliation of our cash account balances with the balances as reflected by
the bank statements.

The following response was provided by Office of Finance and Treasury (OFT) personnel:

Bank errors confribute to this finding, but management concurs with the recommendation of
increased follow-up with bank representatives. As indicated in the recommendation, management
has taken action to implement an elecfronic process to minimize the occurrence of this issue going
forward.

Bank Reconciliation Process (BID 200)

Bank Account ID (BID) #200 is a pooled cash account used by various agencies but centrally maintained by
the Office of Finance and Treasury (OFT) and then reconciled by the Office of Financial Operations and
Systems (OFOS). Bank statements arive approximately 10 working days after the close of each month.
After all the reconciling items have been identified, the corresponding agency is contacted and reconciling
transactions are forwarded to the appropriate personnel for resofution. With the exception of the month of
September, the District's policy is that the cash reconciliation process for every other month span a 3045
day period from the close of the general ledger for that respective month. The general ledger is closed
approximately ten working days after the end of a month.
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Process: Cash and Investments

During our audit process over BID #200, we noted the foflowing:

1. We reviewed a sampling of the monthly reconciliations for this bank account and although we were
advised that all pooled cash bank reconciliations are approved by a responsible employee, no
indication of such a review was evident for the months of November 2006, April 2007, June 2007,
and September 2007. Further, the November 2006, April 2007, and June 2007 bank reconciliations
were not completed within the required 30-45 day time frame. We also observed that the ending
September 30, 2007 balance per the reconciliation did not reconcile to the actual SOAR balance,
the District's accounting system.

2. We noted that of the $45,903,657 in the reconciling item entitled “unrecorded bank transactions” on
the September 30, 2007 bank reconciliation, approximately 75% of the balance was made up of
transactions that are older than 60 days. It is further noted that the reconciling item(s) have been
identified by OFOS personnel. OFT personnel are not initiating the necessary reconciling and
adjusting journal entries in a timely manner.

3. We noted that of the $(24,217,652) in the reconciling item entitied “SOAR transactions not at bank”
on the September 30, 2007 bank reconciliation, 61% of the balance was made up of fransactions
that were older than 60 days. It is further noted that the reconciling item(s) have been identified by
OFOS personnel. OFT personnel are not initiating the necessary reconciling and adjusting journal
entries in a timely manner.

4. There were also certain delays in the audit process as an criginal year-end bank reconciliation was
provided by District personnel in mid-December 2007 and audit work was begun. Subsequently, a
revised reconciliation was received in mid-January 2008 with a general ledger balance which
differed from the original bank reconciliation by a net amount of approximatety $31,000,000.

Timely preparation of complete and accurate bank reconciliations is a key to maintaining adequate control
over both cash receipts and disbursements. Not reconciling accounts on a periodic basis means that emors
or other problems might not be recognized and resolved on a timely basis. Also, it is generally easier and
less time-consuming to reconcile accounts while transactions are fresh in mind. Further, an unreconciled
difference that appears immaterial can obscure significant but offsetting items (such as bank errors or
improperly recorded transactions) that would be a cause for investigation if the items were apparent.

Further, the composition of unreconciled differences should be researched and resolved and any joumnal
entries deemed necessary as a result should be recorded on a timely basis. One of the benefits of
researching reconciling items is that errors do not accumulate but can be identified and aftributed to a
particular period, which makes it easier to perform future reconciliations and provides for 2 more accurate
account batance. We also recommend that all reconciliations be signed as an indication of approval.

Communication between OFT and OFOS should be streamlined fo allow for timely resolution of these
outstanding issues. Steps should be taken to ensure that all employees maintain a clear understanding of
how duties should be performed and the flow of responsibility. Each agency should update the other on the
current status of items and changes being made. A forum may be necessary for suggestions or concems
and as a means for using a team-approach to resolving outstanding items.
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Process: Cash and Investmenis

Management's Response:

The following response was provided by Office of Financial Operations and Systems (OFOS) personnel:

Management does not concur. All monthly OFOS bank reconciliations are reviewed and approved
by management. Managers mark their review and approval on the final copy of the monthly
reconciliation. Manager signed reconciliations for the months stated wera available.

The final Aprif and June 2007 bank reconciliations were completed beyond the 30-45 day time
frame due to late adjusting entries posting to cash accounts. As entries are recorded in SOAR, we
must continually update our reconciliations to reflect the revisions. As such our final reconciliation
date may be dated beyond the 30-45 day time frame.

Preparation of the October {not cited in the audit finding) and November 2006 bank reconciliations
were delayed beyond the 3045 day time frame. This delay was directly related to the year end
closing schedule which required all transactions affecting cash balances for September 30 to be
entered by November 30. As a result, preparation of the October and November 2006
reconciliations within the 3045 day time frame must be suspended, since they could not be
prepared without a completed September reconciliation.

The final reconciliation for the September 2007 reconciliation does reflect the final SOAR cash
balances for BID 200. This reconciliation was monitored daily by management, in conjunction with
our review of year end adjusting entries affecting the District's cash balances. As adjusting entries
are posted in SOAR, our draft of the reconciliation is confinually modified fo reflect the new cash
balances and entries posted.

The following response was provided by Office of Finance and Treasury (OFT) personnel:

Regarding the comments above that “OF T personnel are not inifiating the necessary reconciling
and adjusting entries in a timely manner”, to the best of our knowledge and according fo staff,
when notified of necessary reconcifing or adjusting entries, OF T personnel has made such entries
in a timely manner. We support the recommendation of a more systematic approach fo the
communication between OFOS and OFT to ensure and confirm that all such entries are executed
in a timely manner.

Bank Reconciliation Process {Sampling of BIDs)

In addition to Bank Account ID #121 and #200, we selected other bank account IDs fo test on 3 sample

basis.

1.

Although, we were advised that all pooled cash bank reconciliations are reviewed and approved by
a responsible employee, no indication of such a review was evident on the September 30, 2007
reconciliations for BID #211 and #222.

The recording and reconciliation of a cash account under the exclusive control of a particular
agency is the responsibility of that agency. Each agency is responsible for reconciling to the bank
balance on a monthly basis. Before reconciliations are submitted to OFOS, the reconciliations are
reviewed and approved by the agency's CFO.
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Process: Cash and Investments

OFOS personnel review the submitted reconciliations to ensure completeness and that the
agencies have recorded the balances to the correct bank account ID. In addition, OFOS ensures
that the balance ties to the bank statement. If there are any variances, the agency is contacted.

We selected certain agency controfled bank account IDs to test on a sample basis. Although, we
were advised that all bank reconciliations are reviewed and approved by a responsible employee,
no indication of such a review was evident on the June and September 2007 reconciliaticns for BID
#250 and #4110 by the agency's CFO or by OFOS personnel.

3. We also selected agency controlled BID #996 which represents various District of Columbia Public
Schools student activity fund accounts. While deemed insignificant, we noted certain unsupported
amounts added in to the supporting worksheet in order to agree it to the overali control log.

The District is currently not in compliance with its own internal policies. We recommend that reconciliations
be signed as an indication of approval. Doing so would take little additional time and might even prevent
time from being wasted by inadvertent review of reconciliations that had already been reviewed.
Reconciliations should also continue to be reviewed for accuracy and completeness.

Management’s Response:

The following response was provided by Office of Financial Operations and Systems (OFOS) personnel:

All monthly OFOS bank reconciliations are reviewed and approved by management. Managers
mark their review and approval on the final copy of the monthly reconciliation. Manager signed
reconciliations for the months stated for BID 211 and 222 were available. OFOS reviewed the
agency submitted reporting packages containing the reconciliations for BID 250 and 410. These
reporting packages were received and logged by OFOS staff. No exceptions to the reconciliations
or packages were noted by OFOS staff or the auditor.

The folfowing response was provided by District of Columbia Public Schools (DCPS) personnel:

As the finding relates to DCPS, we concur with the finding. There were a few small accounts for
Dunbar High School that should have been added to the worksheet provided to the auditors. Due
to an oversight, this was ot comected before the closing package was completed. This has been
brought to the attention of the appropriate staff along with the need to more closely review
information prior to it being submitted.

Elimination of Unnacessary Accounts

Ouring our audit, we noticed that there were a number of bank account IDs that had not been used in more
than a year, had small balances, or were similar to other larger, more active accounts. In some cases, the
transactions or events for which the accounts were established no longer exists or were discontinued, or
have low voiume.

1. Various bank account IDs (BID) are listed as pooled cash accounts and tie into certain intemal
reports (DAFRG100), but the corresponding bank accounts have been closed for over one year,
The account batances at September 30, 2007 are the same amounts as they were on September
30, 2008 and are made up of outstanding and stale checks which have not been cleared out.
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2. Various bank account 1Ds (BID) are listed as agency cash accounts and ftie into cerfain internal
reports (DAFRG100), but the bank accounts have been closed for over one year. The account
balances at September 30, 2007 are the same amounts as they were at September 30, 2006 and
are made up of outstanding and stale checks and debit amounts which have not been cleared out.

3. Various investment accounts are listed on certain internal reports (DAFRG100), but the accounts
have been closed for over one year. Management has represented that the majority of these
variances are the result of converted balances into SOAR, the District's accounting system of
record, with respect fo several component units that now use other systems of record. While they
are included on certain internal reports (DAFRG100), they are excluded in the uploading of SOAR
info the year-end financial reporting model.

Management should recognize that retaining unnecessary accounts in the general ledger and chart of
accounts, especially accounts that are simitar to others, can lead to confusion and inaccuracy in posting
transactions or creating journal entnes. Also, undue time must be spent reconciling these small accounts.
We recommend that the general ledger and chart of accounts be periodically reviewed and that unused or
zero balance accounts be eliminated.

We also recommend that management periodically review the functions of all bank accounts to determine
whether they are necessary. Only the minimum number of bank accounts consistent with operating
requirements should be established. Numerous bank accounts result in complexity and inefficient
administration. Time needed to record accounting transactions could be reduced if the District considered
eliminating or combining bank accounts when possible. This can also resul{ in improved internal controls
and simplification of reconciliation procedures.

Management's Response:

If it is clear that the activity associated with a certain account has concluded, the Office of Finance and
Treasury (OFT) does initiate closure of such bank account. However, for certain accounts related to agency
activity, it is not always known or clear to OFT that such account is no longer needed.

Going forward, we will make the necessary inquiries to make that determination on a regular, periodic basis.
OFT concurs that a systematic, periodic review of all bank accounts should be done to determine whether
certain accounts can or should be closed. Office of Financial Operations and Systems (OFOS) concurs with
the recommendation to periodically review the general ledger cash and investment accounts and eliminate
those accounts that are unused or zero balanced.

Advisary Neighborhood Commission Bank Accounts

During our audit process, it was discovered that approximately 35 Advisory Neighborhood Commission bank
accounts had not been presented on the Comprehensive Annual Financial Report (CAFR). The September
30, 2007 balances for these accounts totaled approximately $1,500,000.

We recommend that internai control procedures be put into place to ensure that all authorized bank and
investment account activity is monitored, reconciled, and reviewed regularly. (n addition, it is the District's
responsibility to ensure all cash and investment amounts are properly reflected in SOAR, the District's
accounting system.
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Management's Response:
The following response was provided by Office of Finance and Treasury (OFT) personnel:

The Advisory Neighborhood Commission (ANC) bank accounts are established independently by
each Commission, int accordance with OC Code 1-309.13. As a result, these bank accounts were
not established through the Office of Finance and Treasury (OFT). Apparently, some of the ANCs
established accounts with a Tax Identification Number (TIN) other than the District's TIN, while
some established accounts with the District's TIN. Working in conjunction with the Office of the DC
Auditor (which has certain responsibilities for monitoring the financial acfivity of ANCs), OFT has
recently engaged in an effort to have all ANC accounts established under the District’s TIN and
have them all fall within the purview of OF T's management of all District bank accounts. OFT will
work with the Office of Financial Operations and Systems and the Office of Budget and Planning to
ensure that these accounts and all transactions associated with them are properly accounted for in
SOAR.

The following response was provided by Government Qperations personnel:

We concur with the finding. We have instituted measures in place that assure the proper recording
and reconciling of transactions related to all District bank accounts. Additional corrective measures
have besn taken to assure that the ANC Bank accounts are properly recorded in SOAR and
reconciled periodically in compliance with the aiready established practices.

Compliance with Investment Policy and its Parameters

The current investment policy establishes a set of broad guidelines within which the Districts Office of
Finance and Treasury (OFT) is to lawfully invest funds. The investment policy applies fo all cash and
financial investments of the various funds of the District of Columbia as identified in the Distrct's
Comprehensive Annual Financial Report (CAFR), with the exception of those financial assets expiicitly
excluded from coverage by this policy for legal or operational reasons. The policy also defines authorized
investments, tegal limits percentages, and other constraints.

The District has not been able to provide a supporting schedule as evidence that it was within the legal limit
percentages and constraints at September 30, 2007.

We recommend that on a periodic basis, OFT consider a review of the current investment portfolio and
document compliance with set policies. OFT should also ensure that the investment policy is current and
reflects what is actually taking place with the District's investments.

Management’s Responsa:

All investments were/are within the parameters established by the Deposit and Investment Act. OF T, with
assistance from our financial advisors, recently developed a new Investment Policy document to provide
further policy parameters for its investments in accordance with state-of-the-art industry standards and best
practices, and that new policy document is being followed.
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Non-Compliance with Financial Institutions Deposit and Investment Amendment Act

For general deposit and investment requirements, the Financial Institutions Deposit and Investment
Amendment Act, among other requirements, dictates the following:

The Mayor, or the CFO pursuant to Section 47-351.2(c), shall not allow the amount of District funds
deposited or placed for the provision of financial services in a single eligible financial institution to
exceed the lesser of either:

a) Twenty-five (25) percent of the total assets of the eligible financial institution, exclusive of
the District funds; or

b) Twenty-five (25) percent of the total District funds available for deposit or investment as of
the date of such deposit or placement and as of the end of each fiscal quarter thereafter.

Our compliance testwork revealed one (1) instance of non-compliance with the aforementioned provision where
deposits held by a single insfitution exceeded 25% of all District deposits. This occurred in October 2006 with
Wells Fargo Bank. We recommend that the Office of Finance and Treasury (OFT) closely monitor the District’'s
deposit percentages with all financiaf institutions.

Management's Response:

For the one instance of noncompliance that was cited, the balance ai Wells Fargo Bank was not in excess of
25% because the Wells Fargo fotal includes an investment that it should not, an investment with another
institution (J.P. Morgan), with Wells Fargo as the investment custodian but not the institution with which the
funds were actually placed. Taking this into consideration, the amount at Wells Fargo was not in excess of the
25% limit.

Inclusion of Accounts in Financial Reports

During our audit process, it was discovered that two Credit Union accounts, Hospitality Community Federal
Credit Union and DC Employees Federal Credit Union CD, had not been presented on the Comprehensive
Annual Financial Report (CAFR). [t was also discovered that 2 Independence Bank accounts, DHCD IFSB
Custodial account and IFSB Trustee for DHCD Multi Family, had not been presented on the Comprehensive
Annual Financial Report (CAFR). The September 30, 2007 balances for these IFS8 accounts totaled
approximately $3,100,000. We recommend that internal control procedures be put into place to ensure that
all authorized bank and investment account activity is monitored, reconciled, and reviewed regulady. In
addition, it is the District's responsibility to ensure alt cash and investment amounts are properly reflected in
SOAR, the District's accounting system,

Management’s Response:

Management concurs and OFOS will work with OFT to review the List of Bank IDs and ensure all accounts
are properly reflected in SOAR. Actions have been taken to ensure that this circumstance does not occur
going forward. With respect to the IFSB accounts, the Department of Housing and Community Development
(DHCD) believed that the IFSB accounts in question were custodial accounts not under direct control of the
District of Columbia. Accounts in question have had Bank Identification Numbers assigned by OFT and are
now properly reflected in SOAR.
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Process: Management of Grants

Administration of Refundable Deposits

When companies or private citizens perform work that affects public roads or rights-of-way, they must obtain
a permit and pay a refundable deposit. These programs are administered by the Districts Department of
Transportation (DDOT) Transportation Policy and Planning Administration and Public Space Pclicy/Permit
branches. Duning our review of deferred revenue accounts, we noted that DDOT had approximately $28
miltion in its deferred revenue relating to these refundable deposits.

We also noted that this balance had grown significantly in the past few years due to increases in the amount
of development; increases in the sizes of deposits required; nature of the development; difficulties in
scheduling inspections required for refunds due to staffing constraints or public awareness of the need to
request refunds; and “walk-away” permitees who pay the permit fee with no intention of requesting a refund
as the cost of repairs to code would exceed the amount of deposit that would be retumed.

We recommend that DDOT implement the following improvements for the administration of refundable
deposits:

1. Implement a policy in which old amounts are investigated to determine if the projects have been
completed and refunds made;

2. Implement a time limit for requesting the refunds after completion of the project and assign
someone to monitor the amounts on an on-going basis; and

3. Implement a policy in which amounts in deferred revenue are monitored by someone at the Office
of the Chief Financial Officer (OCFO) to ensure agency compliance with policies.

Management’s Response:
DDOT and OCFO staff is meeting to review the program and revise polices to ensure inspections and

refunds are timely. The recommendations will be considered with the limits of current legislation. A legal
review of the current legislation is underway.

Lack of Supporting Documentation — Income Maintenance Administration

The Department of Human Services' Income Maintenance Administration (IMA) is responsible for
determining eligibility for the Temporary Assistance for Needy Families (TANF) program. IMA uses the
Automated Client Determination System (ACEDS) to evaluate the eligibility of an applicant. During our
review, we noted the following:

1. In4 of the 45 cases reviewed, the customers failed to recertify foodstamps and the TANF benefits
continued.

2. In1of the 45 cases reviewed, the supervisor did not sign the required recertification form.
3. in 1 of the 45 cases reviewed, we noted that the income was not verified.
4. In addition, 2 of the 132 cases which had been selected for testing under the Medicaid program

had TANF benefits also. These TANF benefits continued after the applicants failed to recertify
their benefits.
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We also noted that TANF benefits do not automatically terminate at the end of the specified six-month
period or when the participant becomes ineligible. We noted that at the end of the eligibility period, ACEDS
does not automatically send a recertification letter to the participant notifying him/her to recertify for TANF
benefits. TANF benefits continue to be provided until IMA manually processes the request for the participant
to recertify. Therefore, since TANF benefits continue after the period of eligibility, it is very possible that
there are participants receiving TANF benefits, who are not eligible for the benefit.

Adequate intemal controls to monitor TANF benefits are essential to ensure that TANF benefits are only
paid to eligible participants. IMA does not have appear to have adequate intemal controls fo ensure that
TANF benefits are paid only to eligible participants. We recommend that IMA improve intemal controls to
ensure that documentation is maintained to support eligibility decisions and properly maintain and secure
such documentation in participant files.

Management's Response:

Of the 4 cases cited for continuing benefits after the recertification, District Law requires that TANF
customers be given adequate and timely notice of actions. Currently, reports are generated and monitored
to schedule appointments for cases due for review. For TANF customers who also receive food stamps
(FS), a notice is generated to alert the customer that TANF will be reviewed when the FS is reviewed. If the
customer fails to recertify the FS, IMA staff initiates a timefy notice to also close TANF. # should be noted
that over 90% of TANF households receive FS.

In the instance where the supervisor did not sign the recertification form, the benefits were approved by the
supervisor and appropriate notices mailed to the customer.

IMA issued its latest clarification on case record management procedures on August 28, 2007. This
memorandum stressed the importance of retaining and securing needed documentation. Also, IMA
Program Managers have been tasked with completing the assessment of all files to ensure the safeguarding
and proper filling of case documents. In addition, IMA has proposed the purchase of automation to begin
document imaging (scanning) of alf documents. This innovation will enhance IMA's efforts to adequately
manage case records.

Lack of Supporting Documentation — Office of City Administrator

During our testing of disbursements for a Department of Homeland Security Grant as administered by the
City Administrator's Office, we noted the following:

1. 4 of 45 sampled items (which included 39 non-payroll samples and 6 payroll samples) were
missing documentation. Invoices and other documentation for expenditures were not provided.

2. 1 of 6 payroll sampled items (there were 45 samples in total, of which 6 were payroll sampies)
was not approved by the immediate supervisor.

3. In 2 of 6 payroll sampled items tested by us, we noted that the timesheet information was keyed
in, reviewed, and approved by the same person.

This poses the risk that invaiid expenses were paid and unauthorized time is charged to the grant which
could lead to a possible grant disallowance.
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We recommend that a review and approval process be implemented to provide for better controls in this
area. We recommend that the program supervisor always ensure that an appropriate approval is given
before disbursements are made to vendors or salaries are paid to employees. We also recommend that at
the agency level, there be proper segregation of duties since this could lead to a possible override of
confrols or increased fraud risks.

Management’s Response:

Comective measures have been implemented to ensure that all federal expenditures are properly
documented and that invoices are properly filed. There are now spot audits being performed of all files to
determine that all expenditure files have the proper documentation that match all grants that are entered in
the financial management systems. As it relates to payroll and timesheet approvals, we concur with the
finding and the necessary steps have been taken to segregate the approval and the sign-offs on all payroll
time sheets. There wifl be more careful monitoring of the payroll expenditures to identify instances where
there may be missing approvals or documentation.

Approval of Timesheets

The Department of Housing and Community Development (DHCD) administers the Community
Development Block Grant {CDBG). During our review of 37 sampled items, which included 4 payroll
samples, we noted that 1 of the payrofl samples did not have the required supervisory signature on the
timesheet. The timesheet was provided to us; however, no evidence of review was noted. This poses the
risk that unauthorized time may be charged to a program, which could lead to possible grant disallowances.
While the amount in question was insignificant, we recommend that a review and approval process be
implemented fo provide for enhanced confrols in this area. We recommend that the program supertvisor
should always ensure that an appropriate approval is made on a timesheet so as to avoid possible future
grant disallowances.

Management’s Response:
The timesheet in question was the electronic copy provided. The actual signed copy erroneously was not

provided. DHCD does ensure that all employee timesheets are signed by both the employees and their
Supervisors,
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Process: Health Care Safety Net

Patticipant Eligibility

The Department of Human Services' Income Maintenance Administration (IMA) is responsible for
determining participant eligibility for the District of Columbia Healthcare Alliance Program (the Program) and
uses the Automated Client Eligibility Determination System (ACEDS) to evaluate the eligibility of a
participant.

The IMA Policy Manual, Part VIl Chapter 4, establishes residency requirements for the Program and the
IMA Policy Manual states that, “To be eligible for program benefits, & person must be a presently living in
the District of Columbia voluntarily and not for a temporary purpose and have no current intention of moving
out of the District.”

The Code of District of Columbia Municipal Regulations, Title 22 Chapter 33 - Health Care Safety Nef
Administration, further sets forth the policy and requirements for enroflment in the Program. Specifically, the
Code's section 3304.3 states that, “In verifying an applicant's eligibility, IMA shall accept any form of proof
that reasonably attests to District residency, income, and resources.” This language in the Code appears to
be very vague and provides loopholes for applicants to apply for and be accepted in the Program.

During our review of the eligibility for 45 participants, we noted that IMA did not verify residency for 13 of the
45 patticipants. We identified these items from a sample of transactions which were selected for testing;
management should recognize that there is potential for additional discrepancies.

1. 10 of the 13 participants provided written letters from relatives, frends, family, or charitable
organizations to justify residency. However, we noted no evidence that residency for these 10
applicants was verified.

2. 1 of the 13 participants claimed that the participant is homeless even though the same participant
presented a valid driver's ficense from another state.

3. 1ofthe 13 participants presented an expired lease to support residency.
4. 1 ofthe 13 paicipants provided no documentation to support District residency.

Ineligible participants may be receiving Program benefits that they are not entitled to receive. In addition,
the District may be incumng unnecessary expenditures for medical care to non-District residents. We
recommend that the Department of Human Services’ IMA review its Policy Manual fo include procedures to
verify that the applicant is a District resident. In addition, we recommend that IMA review current participants
in the Program and discontinue benefits for participants identified to be non-District residents.

The District should also review and revise the Code of Municipal Regulations where areas in participant
eligibility appear too vague or lax.

Management’s Response:
1. Wiitten letters are sufficient to verify District residency as noted in the Code’s section 3304.3 which
states that, “In venfying an applicant’s eligibility, IMA shall accept any form of proof that reasonably
attests to District residency, income, and resources.”

2. Evidence has not been presented to determine that when the individual was enrolled that the
customer was not a bona fide resident of the District.
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The Code's Section 3304.7 states that, ““MA shall not routinely require further verification of
residency for homeless applicants if the applicant attests that he or she: (a) Is homeless; (b) Lives
in the District of Columbia; and, {c) Intends to remain in the District of Columbia. The customer
attested that he is homeless and plans to remain in the District.

3. For recertifications, a customer is not required to present verification of residence unless the
residence has changed from the residence which was verified previously.

4. This consumer applied simultaneously with her husband. Verification of residence was established
for both participating customers through a utility bill in her husband's name.
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Process: Management of the Postretirement Health & Life Insurance Trust

Particioant Data and Retiree Folders

The District's contributions are based on an actuarial valuation, which takes into consideration the
demographic characteristics of participants, assets, and estimated liabilities of the Plan. Inaccurate or
incomplete participant information can result in incorrect contribution estimates. During our review of the
participant data for retirees under the District of Columbia 401(a) Defined Contribution Plan administered by
the District of Columbia Department of Human Resources (DHR), we noted that participant data was
incomplete. Specifically, data fields such as retirement date and date of birth were missing for a number of
refirees. In addition, DHR did not have available personnel folders for ail retirees.

Since the Plan Document has not been completed, the responsibilities and roles of administering the Plan
participants is not formal. At present, enrollment and participant data for ali the retirees under District of
Columbia 401(a) Plan is administered by the Benefits Division, Benefits and Refirement Administration, D.C.
Department of Human Resources.

Incomplete and inaccurate participant data can result in inaccurate actuarial valuations. It also increases
the risk of fictitious retiree records. We recommend that DHR ensure that data relating to retirees under the
District of Columbia 401(a) Defined Centribution Plan are accurate and proper supporting documentation is
maintained.

Management’s Response:

DHR believes that required participant data was on file and is available in the CAPPS or PeopleSoft payroll
systems, and thus disagrees with this finding.

Plan Govemance

For any retirement and other employee benefits plan, the Plan Document serves as a legally binding
document which defines the benefits, eligibility, and administration of the Plan’s activity. A Plan Document
further defines the responsibilities of the Plan Spansor and Administrator.

The District as the Plan Sponsor the OPEB Trust has not yet completed a Plan Document. The Plan
currently has 453 teachers, police officers, and firefighter retirees and 41 regular District retirees. Teachers,
police officers, and firefighter retirees are administered by the District of Columbia Retirement Board
(DCRB) and others are administered by the Department of Human Resources (DHR).

Due to the lack of a Plan Document, the responsibilities of the administration of the Plan are not clearly
defined and retirees may not be fully aware of the postretirement benefits that are avaifable to them. In
addition, the lack of a Plan Document results in unclear processes and administration responsibilities within
the District. It can also increase the risk of disputes over benefit entitlements, enrollment eligibility, and
participants’ responsibilities. We recommend that a comprehensive Plan Document be prepared and
implemented as soon as possible.

Management’s Response:

Management concurs in part, and disagrees in part, with this finding. The District does have a basic Plan
Document that indicates the fealures of the Plan. A primary reason that a more extensive, comprehensive
Plan Document has not been completed is that the level of post-employment benefits has been under
review and consideration by the City Administrator and the Department of Human Resources (DHR).
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This review should be completed this year, and once the level of benefits is confirmed or revised, a fonmal
Plan Document can and will be developed. However, the D.C. Code outlines eligibility requirements, the
fevel of post employment health and life insurance benefits and the respective portions of the cost of these
benefits to be covered by the District and the former employee. In addition, employees complete an
application to continue or discontinue their benefits at the end of their employment tenure. Those who elect
to continue benefits into post-employment receiva a letter from DHR outiining the benefits selected, the cost,
and the procedure they should foltow to make premium payments.

Administrative and investment responsibilities are divided between the Office of Finance and Treasury
(OFT) and DHR. OFT is responsible for the investment and management of trust fund assets as stated in
the written trust agreement. Trust fund assets are invested in accordance with a written [nvestment Policy
and are reviewed on a regular basis with an investment consulting firm and the fund’s investment managers.
DHR works with employees transitioning to retirement status and provides them with the counseling and
information needed to maintain their benefits.

Plan Investments

Comman Collective Trust Funds are considered hard to valug investments since their market values are not
readily available. The District is required fo comply with a number of specified requirements if it invests in
such aiternative investments.

During our review of the District of Columbia Postretirement Health and Life Insurance Trust's (OPEB Trust)
investment portfolio, we noted that approximately $43 million or 20% of the assets are invested in a Fund
which is not publicly traded and is generally categorized as a Gommon Collective Trust investment. As a
result, the District should consider the following:

1. The Trust's current investment policy allows for a maximum of 3% of holdings to be invested in
alternative investments through a single fund manager. Management is in violation of set policy
as it has significantly exceeded the 3% threshold.

2. The District also did not have the appropriate financial and accounting reporting mechanisms in
place to properly and adequately determine the fair value and disclosures related to these
alternative investments.

Management must maintain a clear understanding of alternative investmeats along with the nature of the
underlying investments, the portfolio strategy of the alternative investments, and the methods and significant
assumptions used by the fund manager to value the underlying investments.

As part of fuffilfing its responsibility, management should establish an accounting and financial reporting
process for determining the fair value measurements and disclosures, select appropriate valuation methods,
identify and adequately support any significant assumptions used, prepare a valuation, and ensure that the
presentation and disclosure of the fair value measurements are in accordance with generally accepted
accounting principles.

The District is in the process of defining its responsibifities over the OPEB Trust. As part of this process, we
recommend management ensure adequate controls are in place over investments.
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Management's Response.

Management disagrees with this finding. We consider the common trust fung held by the OPEB Trust Fund
as an equity investment and not an altemative investment. We believe adequate controls are in place to
review this asset.

Section VIl D of the OPEB Trust Fund's Investment Policy defines Alternative investments as private equity
funds, buy out funds, and hedge funds. The common trust fund we hold, the BlackRock Large Cap Growth
Fund, does not fit this criterion.

The use of common trust funds is specifically permitted under section VIl E of the investment policy. This
equity investment is within our established guidelines and we are not in violation of the investment policy.
We can, however, amend the Investment Policy to clearly state that we can use Mutual Funds, Unit
investment trusts, and Pooled Investment Vehicles, which includes collective and common trust funds, to
access the asset classes outfined in our policy.

The underlying assets of the common fung are readily marketable large capitalization common stocks. We
receive monthly performance and valuation reports. We also receive the annual report for the common fund
that lists 2 substantial amount of financial data for the fund.

The annual report was audited by the independent accounting firm of Deloitte & Touche. The auditors
concluded that the financial statements and the financial highlights contained in the annual report presented
fairly, in all material respects, the financial position of the BlackRock Large Cap Growth Fund.

Our independent financial consultant, Evaluation Associates, reviews the assets held in the common fund
on a monthly basis. During this review, the consuliant makes an independent valuation of the assets held in
the common trust fund and compares it to the asset valuations provided by BlackRock. Any discrepancies
are resolved. The consultant also provides us with a quarterly repart that includes the market value of the
fund and an analysis of its performance.

We believe there are adequate controls in place to review this investment. We can, however, add additional
criteria that will be used to evaluate common and collective investment funds held by the OPEB Trust Fund.
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Process: Management of the Disability Compensation Program

Third Party Administrator (TPA) Databasa

Certain information and data is loaded on a TPA’s software at an offsite location. Past history has led to
DCORM struggling to have a proper database of disability claims. For instance, in a previous year, DCORM
lost its claims data because the prior TPA did not retum the agency’s data over a dispute. This problem
hampers DCORM even today. DCORM needs to carefully analyze the current contract and all addendums
on an annual basis to ensure that it has complete access to the database and software at all times even in
the event of any dispute(s). The contract must provide DCORM the ability to obtain back-ups of the
database on an ongoing basis.

Management's Response:

There are two conditions in the current contract that address this finding. Section C.5.22 of the TPA’s
contract specifies the data will be available 24 hours a day. The TPA provides this access by way of a
secured site called ViaOne. As an enhancement to the current contract DCORM has requested the TPA
provide backup data on a monthly basis. Section 1.6.63 further requires the TPA fo provide back up copies
of the data base and copy computer programs for {(archives) safekeeping.

Indemnity Payments

During testing of indemnity payments, we noted one instance, out of a sample of forty-three open claims,
where the claimant had been receiving an indemnity check as well as a payroll check for the same period of
time. DCORM indicated that this was an instance of the individual being fraudulent.

We performed additional testing on open claims, and noted two additional instances, out of a sample of
seventy-seven additional selected items, where claimants had received indemnity checks as welt as payroll
checks for the same period of time.

Employees must not receive payroll checks for the duration of the time they are also getting a disability
compensation payment. DCORM must implement a system so that whenever a disabled employee re-joins
work at any District agency, the system alerts DCORM to this fact, and the system automatically ensures
that disability payments are stopped.

Management’s Response:

In September 2007, DCORM established a linkage between the disability compensation payroll system and
the District payroll system to eliminate duplicate payments to employees. The establishment of this linkage
has immediately allowed us fo match employee social security numbers against all Disfrict payroll lists,
thereby eliminating the possibility of an employee getting both a disability compensation benefit and a
regular payroll check after returning to full time duty. This process is instituted every payroll cycle and, as
such, we are able to insure that no duplicate payments are made. To date, we have uncovered $1,058,060
in duplicate payments and we wilt continue to conduct training at all District agencies. A weekly report is
generated which matches employee social security numbers against all District payroll lists. The TPA also
provides copies of notification letters to the agency supervisors regarding the acceptance of claims and the
effective dates for payment under the Disability Compensation Program. This information is utilized in the
preparation of time tracking documents submitted to payroll.
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Process: Revenue Generation and Collection

Lack of Supparting Documentation

Tax Sale Registrations:

A tax sale registration is required to be completed before participation in the tax sale is formalized.
[t is also at this stage that the bidder is required to make a deposit/payment to the District cashier.
To indicate receipt of payment, the District cashier will stamp the registration. During our
procedures, the agency was unable fo provide tax sale registration documents for 1 out of 10 items
that had been selected for testing. We identified this discrepancy from a sample of transactions
that were selected for testing. Management should recognize that the potential exists for additional
discrepancies.

Tax Bifls from Taxpayers - Real Property Tax Refunds:

We identified that 17 out of 45 sampled real property tax refunds did not have tax bills in the
correspanding files. Tax bills reflect the real property tax liability which the taxpayer, along with the
payment, submits to the District. it is important to maintain proper controls over cash receipts and
management should implement certain procedures to accumulate information about cash receipts
and maintain proper support.

It is also important to produce certain detailed reports and records at specific time periods, and to
maintain these records for possible analysis by users such as management, independent auditors,
or other govemmental bodies. An effort should be undertaken to ensure that all supporting
documentation is located, properly filed, and retained.

Management’s Response:

The Assessment Services Division (ASD) of the Real Propenty Tax Administration is aware of the need to
maintain better records regarding the District's annual Tax Sale and the related redemption and deed
process. ASD has implemented controls on Tax Sale Registrations and is reconciling the Tax Sale Records
by year for 2003 forward as to properties redeemed, still outstanding, or on which deeds have been issued
to the Tax Sale Buyer.

Exemption from Real Property Tax

Pursuant to D.C. Official Code 47-1007, each owner of real property that is exempt from taxation under the
provisions of subsections (4) o (20) of the D.C. Official Code 47-1002 must submit to the Office of Tax and
Revenue an “Exempt Property Use Report” (Form FP-161) on or before April 13! of each year. If the report
is not filed by the deadline (including any extensions granted by the Deputy Chief Financial Officer), the
property shall immediately be assessed and taxed until the report is filed. In addition, a $250 fate penalty will
be assessed.

Per discussion with the Exempt Specialist and Acting Director of the Real Property Tax Assessment
Division, these assessments and penalties are not being strictly enforced. Failure to identify property owners
not complying with this law could result in potential foss of revenue to the District. We recommend that the
Office of Tax and Revenue implement stronger controls over monitoring the annual filing of Form FP-161.
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Management's Response:

Assessment Division (AD) of the Real Property Tax Administration is implementing intermal controls on
monitoring the mailing and filing, including non-filing and completeness of the filing, of Form FP-161. AD will
work with Assessment Services Division (ASD) and Information Systems Administration on implementation
of the $250 late penalty assessment.

Approval of Homestead Applications

During the testing of controls over the Homestead and Senior Citizen Tax Relief program, we noted the
following:

1. No consistent audit trail or evidence of review of the Homestead Applications, specifically for
applications received prior to 2004 and processed outside of the Homestead Unit within the Real
Property Tax Administration (RPTA) of the Office of Tax and Revenue.

2. Currently, homestead applications are processed and approved either by the Homestead Unit or
Recorder of Deeds. There is a lack of a centralized approval process for homestead applications
and senior tax citizen relief credits.

Failure to properly review and approve applications can result in employees granting improper tax
deductions and credits to taxpayers which can result in lost revenue to the Distiict. We recommend that
management consider centralizing the approval process and ensure that only eligible homeowners are
allowed these credits. In addition, we recommend that evidence of review be properly documented fo
provide a better audit trail.

Management’s Response:

The granting of Homestead is the responsibility of the Homestead Unit in the Assessment Services Division
(ASD) of the Real Property Tax Administration (RPTA) not the Recorder of Deeds (ROD) or the Maps and
Titles Unit of the Assessment Division (AD).

When a property is sold, the new owner in recording the sale (deed and morigage, if applicable) with ROD
may indicate on their FP-7 that they are also claiming Homestead. The FP-7 after recording at ROD is sent
to AD for Maps and Titles to change the ownership and mailing address, to end the date of the Homestead
of the prior owner (if applicable) and to forward the Homestead application to ASD.

To improve the processing of Homestead applications and periodic audits of properties claiming Homestead
and senior or disabled benefits, RPTA has been working with the Information Systems Administration (ISA)
to implement an autornated method to grant, review, audit, and revoke such benefits.

The automated system will provide the centralization recommended and notes/coding in the Integrated Tax

System as o when these benefits were granted and/or removed and which employee or program took the
action.

Redeemed Propetties — Tax Sale Process

During our process over Redeemed Properties, we noted the following:
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1. 6 out of 10 sampled items did not have a SOAR Revenue Refund Voucher as supporting evidence.
2. 2outof 10 sampled items did not have a Real Property Tax Sale Registration attached.

The SOAR Revenue Refund Voucher is approved by the Revenue Accounting and Administration (RAA)
within the Office of Tax and Revenue. This is essential in the process to ensure that postings o SOAR, the
District's accounting system of record, are valid and properly approved. The tax sale registration is required
from the tax sale purchaser to be filled out and signed before his/her participation in the tax sale is
formalized. It is also at this stage that the tax sale purchaser is required to make payment to the District
cashier. The District cashier will stamp the registration indicating that the tax sale purchaser made the
payment.

Absence of the above documents may increase the risk of payments to fraudulent individuals and refunding
of amounts to those not actually eligible to receive refunds. We identified these discrepancies from a sample
of transactions that were selected for testing. Management should recognize that the potential exists for
additional discrepancies. A significant effort should be undertaken to ensure that all supporting
documentation is located, property filed, and retained. This information is of the utmost importance fo the
accounting process, and its loss or misplacement simply should not occur and should not be tolerated.

Management’s Response:

The Assessment Services Division (ASD) of the Real Property Tax Administration is aware of the need fo
maintain better record keeping and controls regarding the District's annual Tax Sale and the related
redemption, deed and refund processes. ASD has implemented controls on Tax Sale Registrations,
implemented as apart of the OTR Refund Directive in coordination with the Revenue Accounting
Administration (RAA) stricter reguirements for documentation that must accompany refund requests, and is
reconciling the Tax Sale Records by year for 2003 forward as to properties redeemed, stilt outstanding, with
subsequent tax payments, or on which deeds have been issued to the Tax Sale Buyer.

Reconciliation of the Tax Sale Ledger

There is no proper audit trail of transactions recorded in the tax sale ledger. The District uses the tax sale
ledger to account for {ax sale receipts, which are apptied to outstanding tax liabilities of the original property
owner. This ledger shows the net balance per tax sale purchaser's account which may later be refunded
depending on whether the tax sale was successful or not or when a purchaser deposits amount(s) in excess
of the total liabilities owed by the property owner.

Due to this gap, copies of cancelled checks for redeemed properties selected for testing were not obtainable
as the voucher numbers necessary to frace to check payments were not available.

We recommend that the District maintain a proper audit trail of lransactions and reconcile the tax sale ledger
with the District's accounting system (SOAR) pericdically to ensure completeness and accuracy of amounts
to be recognized as revenue or amounts that need to be refunded lo the tax sale purchasers. In addition,
we recommend that the Real Property Tax Administration & Adjustment Unit within the Office of Tax and
Revenue assign a specific individual who can record transactions in the tax sale ledger and ensure that this
can be agreed to a related SOAR transaction.
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Management’s Response.

The Assessment Services Division (ASD) of the Real Property Tax Administration (RPTA) is in the process
of reconciling the Tax Sale Records by year for 2003 forward as to properties redeemed, still outstanding,
with subsequent tax payments, or on which deeds have been issued to the Tax Sale Buyer. Once this multi-
year reconciliation is complete as part of the Tax Sale Closing, a comparable reconciliation will be done
annually. In February, RPTA requested the Revenue Accounting Administration (RAA) provide RPTA
monthly a listing of real property tax refunds generated in the prior month. Effective with March, RAA began
forwarding this information. As part of the reconciliation process, procedures will be developed and
implemented as to who should record the information regarding any Tax Sale refund (date, amount, and
check number) in the District's Tax Sale Ledger. These procedures will ensure that intemal controls are
maintained and not compromised.

Policy and Procedures

We observed that there have been no updates to the following policies and procedures at the Cffice of Tax
and Revenue:

1. Compliance Administration Collection Division - Training Manual — not updated since September
2001.

2. Homestead Policies and Procedures - not updated since June 1, 2005.

it is recommended that the District annually review its policies and procedures. Components of intemal
controls, accounting, and the financial reporting system should be reguiarly updated and documented in
writing to provide employees a clear picture of the District's controls, accounting procedures and practices.
Outdated policies and procedures may result in unjustified or inconsistent ransaction processing, increased
risk of errors, and possibly, Ioss and misuse of assets.

Management's Response:
The Collection Division manual has been updated on a continuous basis. Homestead Policies and
Procedures were updated in 2006, 2007, and 2008 in conjunction with the development and implementation

of the automated Integrated Tax System Homestead Module. The Office of Tax and Revenue agrees with
the need fo review and update the vanous administration policies and procedures annually.

Revenue Processes at the Department of Insurance, Securities, and Banking Requiations

The Depariment of Insurance, Securities, and Banking (DISB) regulates all financial service businesses in
the District of Columbia by administering District of Columbia insurance, securities, and banking laws, rutes,
and regulations. Ouring our procedures over revenue processed at this agency, we noted the following:
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1. The licensing specialist has conflicting duties. This individual cumently receives some payments
mailed to the agency, and processes the various applications received. Although, we understand
that checks received through the mail are minimal, allowing these functions to be controlled by the
same person increases the potential risk that emors or misappropriation could occur and go
undetected.

2. When a check is sent by an applicant to the lockbox, the licensing specialist processes the license
application (new or renewal) based on an attached copy of the respective check and application.
However, there is no verification that the check was actually sent by the applicant to the bank (i.e.
review of a listing of cancelled checks received from the lockbox to match the applications before
license can be issued). The risk exists that licenses may be issued to companies who have never
paid.

One of the basic elements of intemal control is separation of duties so that no one person controls all
phases of an operation. We recommend that management consider the implementation of appropnate
measures to maintain the desirable separation of duties. Further, we recommend that licenses only be
issued when payments are verified from the lockbox report.

Management’s Response:
Moving forward, all incoming checks will be batched and send to the lock box for processing by the Office of
Chief Financial Officer accountant. The licensing unit will only process applications after the payments have

been made and validated by the bank. There is a monthly reconciliation done to determine the amount
received by the bank and the number of licenses issued.

Licensing Revenue at Depariment of Insurance, Securities, and Banking Regulations

During our specific procedures over licensing revenue, we noted the following:

1. For 2 out of 6 insurance licenses which had been selected by us for testing, the agency was unable
to provide any supporting documents which attested fo the respective revenue recognized.

2. During our transaction testing over insurance premium taxes and insurance ficense revenues, we
noled that the detailed program department records did not agree with SOAR, the District's
accounting system,

While these discrepancies may be categorized as insignificant to the overall operations of the District,
management should recognize that such a system does not permit the preparation of accurate and reliable
financial statements. Without adequate financial and supporting records, management may be basing its
decisions on incomplete and/or inaccurate information during the year. Management should ensure proper
support for cash receipts and assure completeness of deposits. Management should also develop
procedures to ensure that any differences in subsidiary ledgers are identified, researched, and resclved on
a timely basis.

Management's Response:
Management is committed to improving the overall document maintenance and filing systems. Management

policy is now in place to reconcile on a monthly basis, premium taxes and insurance license revenues with
SOAR, the District’'s accounting system.
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Revenue Processes at the Department of Consumer & Requlatory Affairs

The Department of Consumer and Regutatory Affairs protects the health, safety, economic interests, and
quality of life of residents, businesses, and visitors in the Districi of Columbia by issuing licenses and
permits, conducting inspections, enforcing building, housing, and safety codes, regulating land use and
development, and providing consumer education and advocacy services. During our procedures over
revenue processed at this agency, we noted the following:

1. Revenues from Corporation Recordation and Building Permits are recorded in SOAR, the District's
accounting system, based on bank statements. Currently, there is no reconciliation performed to
the separate program databases which are maintained (i.e. the Corporate Tracking System and the
Hansen Information Technology database),

2. Complete proof of payment is not filed with the processed apptication(s) for building permits or for
corporation recordation(s). Some payments are mailed directly to the lockbox. Although the bank
forwards copies of cancelled checks, the agency does not include this supporting evidence in the
respective files; the cancelled check support is destroyed daily after processing. Other payments
are processed by the cashier’s office and the program staff obtains vouchers stamped by cashiers
as proof of receipt of payment. This documentation is also destroyed and not retained after
processing of the respective transactions.

We recommend that the agency consider a policy requiring monthly reconciliation of all revenue types
recorded in SOAR to the respective program schedules or databases in order to ensure the accuracy of the
monthly financial reports and the underlying program schedule or databases. Any reconciling differences
should be corrected before the close for the month-end. In addition, we recommend the reconciliations be
reviewed for accuracy and completeness on a timely basis by a responsible employee. It is important to
produce certain detailed reports and records at specific time periods, and to maintain these records for
possible analysis by users such as management, independent auditors, or other governmental bodies. We
recommend that the agency consider the establishment of a policy specifying which records should be
retained permanently and which records should be kept only for a given period before being destroyed and
haw long that period should be. The agency should also decide on when records should be removed from
more accessible files to other storage areas.

Management’s Response:

The agency is prepared to do monthly reconciliations of all revenue types recorded in SOAR. We will
reconcile revenue recorded in SOAR to the various program schedule or databases. This will be done
monthly.
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Transaction Testing at the Department of Consumer & Requlatory Affairs

During our specific procedures over revenue transactions processed at the agency, we noted the following:

1. For corporation recordations, certain payment details are not reflected in program databases. As
such, we were unable fo completely vouch 2 payments, which had been selected for testing, to the
corresponding bank details in an effort to venfy that they were actually received. The same was
noted for a building permit receipt which has been selected for testing.

2. 5 out of 6 sample items pertaining to builging permits issued in FY 2007 had no documentation on
file with respect to signed applications and support of receipt. Therefore, we were unable to
determine whether revenue was actually cotlected and accurately recorded.

It is important to maintain proper controis over cash receipts and management should implement certain
procedures to accumulate information about cash receipts and maintain proper support.

It is also important to produce certain detailed reports and records at specific time periods, and fo maintain
these records for possible analysis by users such as management, independent auditors, or other
governmental bodies. We recommend that the agency consider the establishment of @ policy specifying
which records should be retained permanently and which records should be kept oniy for a given period
before being destroyed and how long that period should be. The agency should also decide on when
records should be removed from mose accessible files to other storage areas.

Management's Response:

New procedures will be developed to accumulate information about cash receipts and maintain proper
backup documentation. The agency will also look into a records retention policy.
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lnventory of Fixed Assets

The District has an investment of approximately $6 billion in depreciable and nondepreciable assets and we
recommend that controls be strengthened in this area. Most fixed assets, except items classified as
personal property, have not been physically inventoried in recent times.

A physical count of property should be periodically taken, compared to the items carried on the detailed
subsidiary records of property and equipment, and significant differences investigated. The establishment of
updated subsidiary records will assist the District in maintaining control over individual assets, and provide a
means whereby information pertinent to the property and equipment assets can be kept up to date. Such
physical counts will also help detect the loss or unauthorized use of valuable property.

Management’s Response:

Of the $6 billion in depreciable and non-depreciable assets, $2 billion are Land and Construction in Process
(CIP) assets; $3.5 billion are Infrastructure and Building assets; and $500 million are Personal Property
assets. The District conducts physical inventories of its Personal Property at a minimum every two years.
inventory professionals perform a wall to wall count at each location. The results are reconciled with the
subsidiary records in the Fixed Asset Subsystem. All exceptions are brought to the attention of Agency and
Office of Chief Financial Office (OCFO) management for resolution.

The District is currently investigating the feasibility and fogistics of a District-wide Real Property inventory.

Personal Property

During our procedures over personal property additions and the related depreciation calculations, we noted
the following:

1. For a confiscated property selected in our sample, the cost was incorrectly reflected on the books
and records.

2. The same was noted for another 2 items selected in our sample as used by the Department of
Public Works.

3. We further noted that 2 items were received by MPD in FY 2006 but were actually recorded in FY
2007. These assets had been defivered directly to a third-party (i.e. for painting) but titte had
passed to the District,

The miscalculations noted in the audit process were mainly due {o record-keeping or unintentional errors of
assigning data in the system. However, District agencies should have proper controls in place to ensure that
the values (e.g. cost, useful life, in service date, asset class, etc.) are entered into the system accurately.
We recommend that District personne! perfosm a periodic review of existing and newly entered information
and implement policies to improve and strengthen controls over recording of fixed assets in the respective
systems.

Management’s Response.

Agencies have been reminded of their obligation to provide documentation supporting the valuation of
assets entered into FAS.
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This is particularly true when the valuation is based on methods other than historical cost/invoice. In the
case of purchases made under the Master Lease Agreement, we will no longer rely on the payment
transmittal as the source document for valuation purposes. lnstead, we will reconcile the payment
transmittal to the actual payment record to insure complete accuracy. Lastly, MPD has implemented a
process of confirming all properties out on consignment beginning with FY 2008.

Process over Capital Expenditures

Current District policy dictates that before releasing checks that are held for pick up, staff has to obtain a
signature of the receiver, inspect a form of identification and make a copy to keep on file, and receive
communication from the vendor confirming the identity of the representative authorized for check pick-up.

During our procedures, we noted that complete support for 2 such checks (one issued at Office of the Chief
Technology Officer and the other issued at District of Columbia Public Schools) in our sample was
unavailable. Therefore, we were unable to confirm if the receivers were authorized to pick-up said checks.

It is important to produce certain detailed reports or records at specific time periods and to maintain these
records for possible analysis by users such as management, independent auditors, or other govemmental
bodies.

We recommend that District personne! perform a review of existing records retention policies and the related
compliance with those policies and implement steps to improve and strengthen overall controls to minimize
the risk of misappropriation.

Management's Response:
The following response was provided by Office of the Chief Technology Officer (OCTO) personnel:

While management concurs with the finding, we would like to offer the following clarification that
may have contributed to the finding. Checks are sometimes held for pick up, because the vendor's
address maybe incorrect in the vendor database, and instead of holding up payment while the
address is corrected, the check is held for pick up and then placed in a separate envelope and
maited to the vendor's correct address. Management has taken the necessary steps going forward
to ensure that checks that are held for pick up are properly documented and copies are filed for
vendors that are picking up checks or the checks that need to be mailed because of an incorect
address.

The following response was provided by District of Cofumbia Public Schools (DCPS) personnel:
The item identified did not have a photocopy of the party picking up the check. This was an

oversight. Staff has been instructed to be sure to adhere to the policies at all times.

Classification of Capitat Expenditures

According to District policy, all expenditures must be evaluated and propedy classified on the Closing
Package either as an Expense, Construction in Progress, or Fixed Assets.
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During our testing of capital expenditures, we noted a transaction recorded by the Office of Chief
Technology Officer (OCTO) as a construction in progress addition during FY 2007. However, upon further
review of this item, it was noted that this was an intra-district agency transaction relating to the repayment of
debt service which should have been expensed as a period cost and not capitalized. We also noted 2
transactions at the District of Columbia Public Schools (DCPS) which should have been recorded as
construction in process, but were incorrectly expensed as period costs.

The miscalculations noted in the audit process were mainly due to record-keeping or unintentional errors of
assigning data in the system. However, District agencies should have proper controls in place to ensure that
the values (e.g. cost, useful life, in service date, asset class, efc.) are entered into the system accurately.
We recommend that District personnel perform & periodic review of existing and newly entered information
and implement policies to improve and strengthen controls over recording of fixed assets in the respective
systems. These reconciliations and adjustments wifl ensure meaningful and accurate financial statements.

Management’s Response:
The following response was provided by Office of Financial Operations and Systems (OFOS) personnel:

OFOS will remind all agency fiscal personnel of the need to properly classify transactions
accurately and to have the proper management-level approvals.

The foltowing response was provided by Office of the Chief Technology Officer (OCTO) personne:

The auditor recommends that District personnel perform a review of existing information and
implement policies fo improve and strengthen controls over recording of fixed assets. We concur,
and the agency will explore the possibility of an implementation of approval palicies for the budget
section of OCTO to adhere to as well. Also in the future we will develop criteria of what
expenditures should be intamally audited for accuracy.

Disbursement Approval Process

We noted that District agencies such as the Department of Transportation, the Department of Mental Health,
and the Department of Parks and Recreation, who tend to make large fixed asset purchases, were lacking
evidence of internal controls over the levels of voucher approval(s). All authorized voucher approvers in
various agencies are granted full authority to approve vouchers regardless of any dollar amount.

We also noted that while agencies such as the Department of Property and Management and the Office of
the Chief Technology Officer have a formal policy covering voucher approval thresholds, it is not
consistently followed and the authorized voucher approvers are still granted full authority to approve
vouchers regardless of the amount.

The adoption of a formal policy of voucher approval should specify the dollar limits of approval authority at
each managenal level to assure that larger purchases come to the attention of higher levels of management
before disbursements are made. In addition, we recommend that this be defaulted into the PASS system in
order to limit access or approval rights of certain authorized approvers fo the respective threshold(s)
assigned.
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Management's Response:

The controls on voucher amount exist earier in the procurement process, during approval of the requisition
and purchase order (PO) phase. The invoice manager cannot approve an invoice in excess of the purchase
order amount; system controls prevent more than a 5% deviation. While a voucher results from an approved
invoice, a PO results from an approved requisition. The PO amount has been validated first by insuring the
funds are available at the time the requisition was created. Once funds availability has been verified and
committed, the requisition is approved by the individuals authorized in the agency's approval path.
Requisition amounts are approved based upon the approver's management level. Management levels range
from 1 through 9, with 1 represenling the highest approval authority. Once the reguisition has been
approved by everyone in the agency’s approval path, the District is obligated to purchase goods/services
from the vendor in the amount of the PO. The role of the invoice manager is to insure that a PO exists, that
a receiving report has been entered and validated, and that the invoice does not exceed either the amount
received or the PO. If a PO exists, and the goods or services have been received, the invoice/voucher must
be paid. System controls prevent approval of an invoice amount in excess of the PO. Imposing additional
spending controls during the voucher stage would duplicate controls already in place, while potentially
delaying payments thus placing the District in viclation of the Prompt Payment Act.
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Reprogrammings

During our verification test of whether reprogrammings were entered correctly into SOAR, the District’s
accounting system, we found several entries that had variances. This was noted in 5 of the 45 sample items
which had been selected for testing.

1. For one item, the estimated needs changed and this was properly reflected in SOAR; however,
no approval was evident or noted. An approval was only noted for the original reprogramming.

2. Another reprogramming selected for testing was approved but was never entered into SOAR. A
substitute reprogramming, based on a revised calculation, was reflected in SOAR and The Office
of Planning and Budget (OBP) was not aware that this change had been made.

3. Intwo cases, we noted that budget authority had been increased in one agency but had not been
decreased at the other corresponding agency on a timely basis.

4. We noted that one item selected for testing was never reprogrammed. Eventually, a larger
amount was processed as part of another reprogramming.

In order to protect against possible misunderstandings, we recommend that the District maintain a compiete
record of its reprogrammings, from the initial request to the final entry in SOAR. This will also help increase
the dependability and accuracy of the information and will help ensure that all users are working from the
same information in order to make informed decisions in their respective responsibilities.

OBP should consider requiring written communication and management review when amounts need to be
changed. Also, a review process should be put in place at OBP to ensure the agencies involved complete
both sides of any given transaction. Further, communication between OBP and various agencies should be
streamlined and each agency should update the other on the cument status of items and changes being
made.

Management's Response:

1. Expenditures reduced the amount available for the reprogramming. Under these circumstances,
OBP has historically allowed agencies to adjust the request downward within a range determined
case-by-case — provided that they can prove an unforeseen fiscal hardship would result if the
reprogramming was processed as requested.

2. OBP was aware of each request. The agency made a programmatic decision to submit a
reprogramming of a similar amount and location in its budget shortly after the reprogramming was
transmitted to Council. Once the request is transmitted, it is sometimes difficult for the agency to
request that the Mayor withdraw the request from Council. Since the request was not processed
info the District's accounting system, OBP made a decision to process the subsequent request to
avoid a potential deficit situation within the agency. We will, however, request agencies make a
formal request to withdraw reprogramming requests if they cannot be processed.

3. While every effort is made by OBP to process reprogramming requests expeditiously, we must
somefimes wait for agencies to make accounting or other expenditure modifications to avoid
potential deficits. In each of these requests OBP determined, with consultation with the agency
and legal staff, fo wait until certain expenditure-specific changes were made to avoid a potential
deficit.
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4. Expenditures reduced the amount available for the reprogramming. Under these circumstances,
OBP has historically allowed agencies to adjust the request downward within a range determined
case-by-case - provided that they can prove an unforeseen fiscal hardship would result if the
reprogramming was processed as requested.

Intradistrict Transactions

The Office of Planning and Budget (OBP) has no oversight over intra-district transactions which occur within
a cluster. It was noted that OBP has the ability to run certain query reports to view the activity for such
transactions. However, we could not determine whether a formal or periodic review was performed during
the year.

We recommend that a central database be maintained for all intra-district transactions. Altematively, OBP
should consider establishing a procedure to ensure routine queries on intra-district transactions are run and
reviewed periodically. A sample of the transactions processed for the period could be selected and
supporting documentation could be reviewed to ensure that proper procedures were followed.

This will aid in proper monitoring of all intra-district transactions, agreement of information at all levels of the
District, and an accurate database which is covered by the District's intemal controls.

Management's Response:

The Chief Financiat Officer delegated the responsibility for intra-cluster intra-district budget and accounting
activity to the Associate CFOs (ACFOs). OBP will provide a report for the auditors of all Intra-District budget
activity so that the audit sample may include both items that OBP approves and items that the ACFOs
approve and that do not require OBP approval.

OBP will also run a preliminary report and forward it to the ACFOs to ensure that they are aware of what will

be provided to the auditors at year-end and that they should be ready to provide supporting documentation
for the intra~cluster intra-district budget activity.

Capital Budget Corrections

Our review of the capital budget process identified various items where management should consider
developing policies and procedures for better coordination, communication, and internal controls. Out of 25
projects selected for testing, we noted several which had a series of budget/technical corrections. These
entries were to correct past data input efrors and were processed in an effort to match remaining project
budgeis with data reported in SOAR, the Distric{'s accounting system.

Specifically, fwo corrections were to remove budget authority for projects which had no activity for at least
two years. Another correction was to align the SOAR budget with the remaining federal budget. However, in
this case, the current budget still did not correlate with data reported in SOAR.

While management has begun 1o address these issues, we continue to recommend that OBP-Capital focus
on getting these items resolved and processed effectively and efficiently and ensure that data in SOAR is a
current and reasonable presentation of the capital program.
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Management's Response:

The Office of Pianning and Budget (OBP) is working to resolve these issues, many of which date back a
number of years. We have completed 2 full review comparing authorized budgets to what is in SOAR, and
we are correcting budgets in SOAR to align with authorized budgets. The selected items included some of
these budget corrections. We anticipate more cormrections going forward. Our goal is that budgets in SOAR
fully reflect all authorized budget levels by project.

Lack of Written Policies and Procedures

In the prior year, we noted that the capital program did not have a written policies and procedures manual.
Management has represented that a manual is in process but has not yet been completed.

Written procedures, instructions, and assignments of duties will prevent or reduce misunderstandings,
errors, inefficient or wasted effort, duplicated or omitted procedures, and other situations that can resuit in
inaccurate or untimely accounting records. A well-devised procedures manual can also help to ensure that
all similar transactions are treated consistently and that records are produced in the form desired by
management. Further, a good procedures manual can also aid in the training of new employees and
possibly allow for delegation to other employees. We recommend that management continue its efforts
towards the completion of such a manual.

Management's Response:

The Office of Planning and Budget (OBP) agrees that a manual for capital budget policies and procedures is
very important, and we plan 1o publish portions, if not an entire manual, in FY 2008.
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Process: Loan Programs

Reconciliation of the Loan Portfolio

The Department of Housing and Community Development (DHCD) contracts with a financial institution to
perform the loan servicing function. It has also entered into an agreement with a community based
organization to perform community outreach, lcan application, and loan approval and disbursements. Both
of these organizations provide DHCO with monthly reports detailing loan collections.

As in the prior years, DHCD records cash activity related to loans (i.e. collections and loan disbursements)
each month as they occur. However, loan balances are only reconciled to SOAR, the District's accounting
system, and adjusted at year-end. As a resulf, it is possible that cash collection and disbursement
transactions may be recorded to another program, which has occurred. Therefore, balances in SOAR may
be out-of-balance each month until corrected after completion of the year-end reconciliation.

DHCD management should ensure that the accounting department has the appropriate amount of staff to
assist with accounting operations and ensure that adjustments are made timely, thus reducing the chance of
assets and expenses being misstated.

Management’s Response:

DHCD is processing quarterly loan reconciliations for FY 2008 effective April 1, 2008.

Loan Collections

The Department of Housing and Community Development (DHCD) had previously contracted with a
financial institution, Independence Federal Savings Bank (IFS) to perform the {oan servicing function on its
loan portfolio. Due to service issues, the IFS contract was terminaied in 2006 and a new setvice provider
was in place in 2007.

Due to a dispute with IFS, over $2 million of collections in the 1st quarter of FY 2007 have not been remitted
to the District. Loan repayments are used by the District to repay federal loans (i.e. COBG and HOME
programs) and provide funds for future loans to be given to District residents. The District has not
aggressively pursued collection of these funds that have been with IFS for over 1 year.

Management’s Response:

DHCD has been in discussions with the Office of the Treasurer and Office of Contracting and Procurement
to resolve the impasse between DHCD and Independence Federal Savings Bank, and to have District funds
retumed.
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Process: Management of Debt Instruments

Recent Developments in the Credit Market

Part of the District's debt strategy is fo have a diversified portfolio of fixed and variable-rate instruments in
order to maximize retums. In an effort to effectively manage exposure to interest rates, the Distiict has
entered into certain interest rate swap agreements in connection with existing or proposed debt issuances.
As of September 30, 2007, the District has several interest rate swap agreements with notional amounts of
approximately $646 million.

Due to the recent developments in the credit market, there have been significant changes in interest rates.
As 3 result, the swap agreements may result in a significant increase in financing costs in future years and
this may unfavorably affect the bond ratings of the District.

We recommend that the District immediately reassess the effect of the current changes in interest rates on
its interest rate swap agreements in order to avoid potential significant financial losses in the future.

Management's Response:

The District's interest rate swap agreements are all variable-to-fixed rate swaps (including one that is
variable-to-vaniable, but, in conjunction with another swap, has the net result of being variable-to-fixed). The
recent developments in the credit markets do not produce a situation in which there are changes in the
interest rates on the District's interest rate swap agreements. The District pays a fixed swap rate in
accordance with these swaps, at rates that are lower than the rates the District pays on its fixed-rate bonds.
The recent developments in the credit markets have affected the interest rates on certain District variable-
rate bonds, including some of those that have swaps attached to them, but the District has taken action to
convert those bonds to another type of security, resolving the issue.
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Process: Journal Enfries

Review and Approval Process

The District has a procedure in place by which the person authorizing a jounal entry document must be
distinct from the person preparing the respective document. However, our review of joumat entries revealed
that in 7 out of 255 sample items selected, either the reviewer was the same person as the preparer of the
document, or it had not been documented who had reviewed and authorized the journal entry.

intemal controls are designed to safeguard assets and help or detect losses from employee dishonesty or
error. A fundamental concept in a good system of internal control is the segregation of duties. The District
should enforce its policies which are set up to improve existing internal control without impairing efficiency.
Further, all entries should be initialed by the preparer and the individual approving them in order to attribute
responsibility to the appropriate individuals.

Management’s Response:

The 7 instances noted relate primarily to entries from the District's central reporting agencies {Office of
Budget and Planning (OBP), Office of Financial Operations and Systems (OFO0S), and Office of Finance
and Treasury (OFT)). In many instances the central reporting agencies are required to assist agencies or
record transactions that are voluminous, complex, or urgent.

Three (3} of the joumnal entries reported in this finding were voluminous. Two (2) entries were specific
agency requests that included over 200 transaction lines each. In both of these instances, OFOS only
facilitated the input of the entry into SOAR, but the information was prepared by the agency. The third entry
is 227 lines and simply reclassified balances within agencies in order to clear the Journal Entry Clearing
Account (2955) in SOAR. This transaction had no financiai impact on the overali CAFR.

The remaining four (4) joumnal entries were complex or urgent and required central assistance. The entries
were as follows: budget entry to reduce FY 2007 budget and rollover remaining available budget to the next
FY; reclassification of balances within agencies between grants in order to clear the Joumnal Entry Clearing
Account (2855); transfer of balances to the Housing Production Trust Fund {(HPTF); and reconciliation of
intra-district activity between 2 agencies. The entries were complex and in many instances impacted several
agencies. None of the entries listed had a financial impact on the overall CAFR,

Though we agree in principle that the reviewer and preparer should not be the same person, we
acknowledge that in some instances, central agency personnel are often required to prepare and approve
financial reporting journal entries. We uphold that those personnel responsible for recording operating
transactions are not primarily responsible for financial reporting, thus there is a separation of duties.
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Process: Allocation of Indirect Costs

Cost Recovery

The cost allocation plans (CAP) for fiscal years 2003, 2004 and 2005 were approved by the District's
cognizant agency, the Department of Health and Human Services (DHHS), with the exception of $49 million
in general obligation bond interest, which was disallowed due to the lack of adequate supporting documents.
Because of these previous disallowances, the District decided to exciude applying for the interest expense
on the FY 2006 CAP proposal which was submitted on Aprit 2, 2007.

The primary reason for the District not being able to get reimbursed from the Federal government is the fact
that it is not able to support the interest expense since it has not had a system in place to systematically
allocate interest since 2002.

Per a calculation provided to us by the District of Columbia, this systematic handicap has resulted in the
District Government potentially losing approximately $1,676,000 in federal grant revenues during the years
2003, 2004, and 2005. We recommend that management should strengthen its efforts to ensure that a
proper tracking system is installed and functions properly to address this long outstanding issue.

Management's Response:

The District implemented a tracking system to allocate the interest expense to District agencies as of
September 30, 2007. The tracking system is in the process of being presented to the Federal govemnment
for review and approval of the Disfrict's system. Once the Federal government approves the District's
tracking system, interest expense for FY 2003, 2004, 2005, and 2006 will be incorporated in the respective
years cost plan and the revised cost plans will be re-submitted to the Federal govemment requesting the
reimbursement of the interest expense.

The FY 2007 Central Services Indirect Cost Allocation Plan will include interest expense totals.
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Process: Anacostia Waterfront Corporation

Payroll Records

Standard personne! practice dictates that personnel files are maintained. These files typically contain
information on employment application, pay rates, changes in pay rates, W-4 forms, authorization to work in
the U.S (Form 1-9), termination data, etc.

During our review of payroll, we noted that Form 1-9s for 3 out of 21 employees were not avaitable for our
review. Failure to maintain an |-8 Form for each employee may subject the Corporation to the imposition of
various penalties.

Management’s Response:

The Corporation, as an entity, has been dissolved. The former employees have been absorbed into the

District’s Human Resource System. The I-9 forms for each employee will now be maintained by the
appropriate district agency.

Lack of Supporting Documentation

The District's Financial Policies and Procedures Manual, requires the Division Director, to approve invoices
and forward the original to the finance department for payment, while retaining a copy. During our review of
purchasing and disbursements, we noted that supporting documentation for a payment in the amount of
approximately $120,000 was not available for our review.

Without sufficient documentation to support payments, the basis of expenditure cannot be fully justified.
There is a risk that AWC may pay for goods or services not provided. While this appears to be an isolated
incident, we still recommend that the Corporation strengthen controls over payment documentation to
prevent recccurrence.

Management’s Response:

The Carporation, as an entity, has been dissolved. Moving forward, all the payment activities including the
RFS will be handled within the District's payment system.
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Process: National Capital Revitalization Corporation and Related Entities

Payroll Records

Standard personnel practice and National Capital Revitalization Corporation (NCRC) personnet policy
dictates that personnel files are maintained. These files typically contain information on employment
application, pay rates, changes in pay rates, W-4 forms, authorization to work in the U.S (Form I-9),
termination data, etc. During our review of payroll, we noted that Form -9s for 3 out of 40 employees were
not available for our review. Failure to maintain an 1-9 Form for each employee may subject NCRC to the
irposition of various penalfies.

Management’s Response:

NCRC, as an entity, has been dissolved. The former employees have been absorbed into the District's
Human Resource System. The 1-9 forms for each employee will now be maintained by the appropriate
district agency.

Confracts

NCRC procurement policies require a Request for Services (RFS) Form to be properly completed and
approved prior to a contract being awarded to a vendor. The RFS form outlines the scope of services to be
provided and is approved by both NCRC and the vendor.

During our review of contracts, we noted that the RFS Form was not availabie for 17 out of 150 contracts
over the period reviewed. The RFS form avoids any misunderstandings regarding the services to be
provided. It also provides an indication of cost. Without such a form being properly completed, the services
provided might not be those requested. We recommend that NCRC monitor and enforce stricter adherence
to set poticy.

Management's Response:

NCRC, as an entity, has been dissolved. Moving forward, all the contractual activities including the RFS will
be handled by the District's Office of Contracts and Procurement.

Govemance

We noted that board minutes at the Economic Development and Finance Corporation (EDFC) were not
available for most of the period reviewed. We were also informed that no Board meetings have been held
since 2005. We recommend that periodic meetings be held to indicate govemance throughout any given
fiscal year. Further, the meefings should be documented in written minutes in order to provide verification of
the actions and decisions relating to EDFC’s policies, procedures, intentions, or actions. Historical
summarization of these decisions is critical, not only as a guide for EDFC, but also as evidence in any legal
proceedings or other examinations.

Management’s Response:

EDFC, as an entity, has been dissolved.
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Information Technology Environment: General Controls

Child and Family Services Agency

During our procedures, we noted the following:

1. Minimum password complexity controls are weak as there is no lockout policy for failed logon
attempts in place for the FACES system.

2. FACES data tapes are not stored in a fire proof safe while waiting to go offsite.

3. FACES user administration: Access requests are submitted via phone by the new employees’
manager to the Security Administrator.

The following is recommended:

1. Where possible, strong password controfs should be implemented to strengthen the integrity of
significant systems and financial applications. Some computer specialists have estimated that as
much as 80% of network security breaches occur from within the network rather than from outside
hackers. Security could be improved if an ‘infruder lockout” feature were added to the system so
that three or more incomrect log-in attempts would suspend the account. A network help desk would
have to reset the account.

2. One of the main reasons for creating backup files is to be able to recover data in the event of a
disaster, such as fire or water damage. This objective is not served if backup files are not kept
separate and secured. We recommend that data backup tapes for financial applications should be
stored in a secure and fireproof safe while onsite to ensure that data is recoverable in the event of
a disaster

3. This could result in unauthorized entries or adjustments being made. We recommend that
management adopt better controls over computer access such as the use of written requests which
are signed by the individual's manager.

Management’s Response:

1. The FACES.NET password controls are the same as the Office of Chief Technology Officer's
password policy for Outlook (in fact for D.C. Government FACES.NET users, the passwords are
synchronized). Passwords must meet the following requirements:

= Not contain the user's account name or parts of the user's full name that exceed two
consecutive characters.
» Be at least 6 characters in length.
= Contain characters from three of the fotowing four categories:
i. English uppercase characters (A through Z)

i. English lowercase letters (a through z)

iii. Base 10 digits (0 through 8)

v. Non-alphabetic characters (for example, |, $, #, %)

There are two main reasons for maintaining a “non-lockout” policy. First, the complexity of the
password controls makes it difficult to guess a users password even with multiple tries. Second,
access to FACES.NET is required 24/7 for CFSA to continue business crifical operations. However,
CFSA does not maintain a 24/7 Help Desk which would be necessary in order to assist workers who
were locked out of the application. Given these facts, CFSA does not concur with the finding.
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Information Technology Environment: General Controls

2,

CFSA contracts with fron Mountain to store backup tapes. Iron Mountain supplies CFSA with a fire
resistant container to store the tapes that are awaiting pickup.

Access requests are not submitted by phone. n order to access FACES.NET workers must submit
a Security and Demographics form which is signed by the worker’s supervisor, Additionafly, new
users must complete the appropriate FACES.NET training before access is granted. Given these
facts, CFSA does not concur with this finding.

Department of Heaith

During our procedures, we noted the following:

1.

Minimum password complexity controls are weak as the eCura application is not configurable with
password requirements, lockouts, and expiration.

An appropriate methodology has not been implemented for systems development, acquisitions,
and change management for the ACEDS application.

The entire Development team has access to use the ACEDS software, can promote code changes
into the Praduction environment for ACEDS, and the programming manager is the security
administrator.

User acceptance festing and approval to move program changes to production were not
documented during this audit period for ACEDS.

There is no re-certification process for MMIS users.
MMIS Program Change Management: Although it is policy that intemal CSRs are considered

maintenance CSRs and therefore do not require the District's sign off or approval letters, all
changes should have written approval.

We recommend the following:

1.

Where possible, strong password controls should be implemented fo strengthen the integrity of
significant systems and financial appications. Some computer specialists have estimated that as
much as 80% of network security breaches occur from within the network rather than from outside
hackers. We have the following recommendations for using passwords: passwords should be a
combination of letters, numbers, and a symbol; passwords should not be obvious; and periodically,
the system should automatically request that the user reset the password. Security could be further
improved if an “intruder lockout” feature were added to the system so that three or more incomrect
log-in attempts would suspend the account. A network help desk would have to reset the account.

DC IT organizations should implement formal, documenied change management methadologies,
policies, and standard operating procedures to support all significant financial applications. There
should be common guidance for all application teams that includes, but is not limited to, formal
documentation of the various stages of the program change lifecycle such as initial request and
analysis, lesting, change authorization, migration, and technical and user documentation
requirements.
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Information Technology Environment: General Controls

3. Computer controls over the District's information systems should be adequate to allow the reliable
preparation of financial statements. In order to ensure adequate control over the Districts
information systems, proper segregation of duties is necessary. We recommend that developers or
individuals in the developer role should be restricted 1o “read-only” access rights to the Production
libraries for alt of the significant financial applications. If proper segregation is not possible,
adequate independent monitoring controls should be implemented to mitigate the risk.

4. A formal process with adequate audit trails should be implemented to ensure that alt ACEDS
program changes are tested and approved by the Business User. Management may consider the
provision of a report to the appropriate departments or individuals.

5. MMIS should be recertified on a periodic basis by the process owners to ensure access is kept
current. .

6. Al the present time, there are varying degrees of formality of controls over changes to existing
programs or systems. We recommend that certain controls be established and management
should consider the following: the request should follow preparation guidelines established by the
IT department; should be approved by the user department manager; at a minimum, the request
should include the pumpose of the revision, the programmer assigned to make the revision, the date
the change is tested, and the date the revised program becomes operational.

Management's Response:

The Department of Mental Heaith (DMH) concurs with the findings and related recommendations on finding
#1 and plans the following actions:

Interimly, OMH will utilize the eCura communications feature to remind users to update their
password on a quarterly basis. Over the next three to six months, we will work with our network
engineers and software vendor to implement a robust password security system that will meet
specified recommendations. At a minimum, this security shall include automatic password update
notification, forced update if password is not changed as specified and require passwords to be
comprised of a minimum number of and characters to ensure security. Strong password controls
will be implemented in eCura on or before 9/30/2008.

The Department of Human Services (DHS) does not concur with the finding and related recommendations
on finding #2 for the following reason:

We have not started the ACEDS Business Development Analysis. We are waiting for the final
approval from Federal Agencies. We believe that approval will be received February 2008 and the
project wilt finally begin, 30 days later, in March 2008. The Business Analysis is still planned to
provide requirements and methods for future development and identify new change management
procedures. The change management requirements, as stated last year, are defined by the Office
of the Chief Technology Officer (OCTO) and District regulations. We continue to follow the 1977
and 1986 procedures provided by Computer Associates (CA) for internal development and change
management. We continue to use PanAPT software procedures. Hardware acquisitions are
handled by OCTO (owners of the mainframe computer). If software upgrades are required they are
purchased by DHS. We follow established District purchasing procedures using the District
automated purchasing system (PASS) and submitting the required documentation. We follow the
Districts required purchasing procedures for IT purchases and do not have or need our own
internal purchasing process.
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Information Technology Environment: General Controls

The Department of Human Services (DHS) does not concur with the finding and related recommendations
on finding #3 for the following reason:

The development teams continue to have access and use of the software. It is still their job. The
position requirements have not changed. A team may be called anytime during a 7 day period
(available 7 X 24) to meet the everyday needs and any emergency requirements of the system.
Each of the development teams has a lead person in charge of code promotion. Everyone on the
teams has daily responsibility, emergency coverage responsibility, and is given the authority during
their emergency hours to promote codes as required. Three people on team | have responsibility
as part of their duties and two people on team 2 are responsible for promoting codes. Team 2 is
responsible for the Vital Records application only.

The Department of Human Services (OHS) does not concur with the finding and related recommendations
on finding #4 for the following reason;

The programming teams continue to follow Computer Associates (CA) documents for code
development and code modifications. They check out codes from the production environment.
They move the codes to the development (DEV) region to do their work and then move the codes
to the testing (TEST) region. The users test the codes and applications then accept or reject the
codes. The process continues until accepted. The code is then moved to the production (PROD)
region and the person on daily or emergency call promotes the code. This process has not
changed since the initial installation of the software.

The Medical Assistance Administration (MAA) does not concur with the finding and refated
recommendations on finding #5 for the following reason:

The MMIS system automatically locks out any user |D that goes unused for (60) days. The policy is
that the user account gets suspended after 60 days of inactivity and terminated after 90 days.
Suspended means the user cannot login but can call the helpdesk to be reactivated. If the account
is terminated, the user must submit a new application.

The Medical Assistance Administration (MAA) does not concur with the finding and related
recommendations on findings #6 for the following reason:

ACS, as the fiscal agent, has its own internal maintenance work on the system which s akin to oil
changes on a motor vehicle. As such, regular system maintenance is kept current at all times. Any
systems changes or programmatic changes that impacts MAA policy of reimbursements requires
the approval and signature of authorized MAA personnel.

Metropolitan Police Department

During our procedures, we noted the following:

1.

Minimum password complexity controls are weak as TACIS passwords are set to allow a one
character password.

Employee access levels are not being reviewed regularly for appropriateness and segregation of
duties for the TACIS application.
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5.

B.

There is no formal documentation for test procedures performed. For 4 out of 8 program changes
tested, there was no evidence of authorization approval by the payroll manager and testing by the
programmer.

Backup tapes for TACIS data are not being secured in an offsite location.

Audit trails do not exist to verify that the TACIS data backup results are reviewed on a daily basis.

Periodic data backup tapes restores are not being performed for the TACIS data.

We recommend the following;

1.

Where possible, strong password controls should be implemented to strengthen the integrity of
significant systems and financial applications. Same computer specialists have estimated that as
much as 80% of network security breaches occur from within the network rather than from outside
hackers. Employees should be instructed to avoid obvious passwords that could be associated
with them personally and they should be encouraged to make their passwords more robust, for
instance, by creating a password of sufficient length and consisting of a combination of letters and
numbers.

Under these conditions, it is possible for unauthorized program and data file changes to be made.
Thus, the existing procedures do not reasonably limit the exposure to unauthorized changes of
production programs and data files. Further, one of the basic elements of internal control is
separation of duties so that no one person controls all phases of an operation. We recommend that
management consider a periodic (semi-annual) re-certification of accounts on financial applications
be implemented to ensure the appropriateness and segregation of duties of users.

A formal process with adequate audit trails should be implemented to ensure that all TACIS
program changes are tested and approved by the Business User. Management may consider the
provision of a report to the appropriate departments or individuals.

While backup copies of computer data files, programs, and operating systems are made, these
backup copies are kept onsite. One of the main reasons for creating backup files is to be able to
recover data in the event of a disaster, such as fire or water damage. This objective is not served if
backup files are not kept separate from the regular files. We recommend that data backup tapes for
financial applications should be rotated and stored in a secure offsite location to ensure that data is
recoverable in the event of a disaster.

Formal audit trails should be implemented to validate that the daily review of backup logs and
exceptions are in place. Management may consider the provision of a report to the appropriate
departments or individuals.

Data backup tapes for financial applications should be tested periodically to ensure that data is
recoverable in the event of business need.

Management's Response:

1.

We concur with this finding. On February 13, 2008, the password controls were modified to require
passwords of with a minimum of six (6) characters, incluging one (1) special character. In addition,
the system madification incorporates mandatory changing of the password every 90 days.
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2. We disagree with this finding. Only the OCFO programmer and the contractor have access to
TACIS applications. The Agency employees have view only access with the exception of Rolt Catt
Officers and Timekeepers.

3. We concur with this finding. We are developing a change request form to formally document
TACIS program changes, including the appropriate testing and approval by the Payrolt Operations
Manager. The change form will be operational as of March 3, 2008. The change request form has
been documented and is fully operational.

4. Backup copies of the computer data files are provided to the Metropolitan Police Department
(MPD) IT Division for off-site storage. it is our understanding that the backup files are submitted to
the Office of Chief Technology Officer (OCTO) for off- site storage, which would include our data
files.

5. We disagree with this finding. Proof of the audit trails was provided last fiscal year for TACIS data
backup results, which include two (2) months of data being stored. We will consider implementing
a plan to provide verification of the daily review of backup logs.

6. We concur with this finding. We will work with the MPD IT staff to caordinate periodic testing of the
data backup tapes. Testing will be conducted on a quarterly basis starting June 30, 2008.

Office of Budget and Planning

There is no database level security for the Modification, Re-programming, and Adjustments database.
Users are required to gain access to the network folder where the database is stored and then will have full
access to the database. One of the best ways to prevent emors when posting transactions is to limit access
to specified users. We recommend that the security of the network be reviewed. Only those employees with
responsibility to frack or use particular information should have access to the various relevant spreadsheets
that are stored on the network drives. The reliability of information will be increased if only authorized
employees have access to them.

Management’s Response:

The Modification, Re-programming, and Adjustments database is a tool for Office of Budget and Planning
(OBP) analysts to enter agency reprogramming for tracking/informational purposes. The databases are on a
secure local network where access to the folders is controlled. The numbers in these databases are not
necessarily the ones entered into SOAR, the financial system of record. Stringent security controls surround
the viewing, entering, and modification of data in SOAR. OBP works closely with the Office of Financial
Operations and Systems (OFOS) to ensure each re-programming entered in SOAR is corect.

Office of the Chief Financial Officer

During our procedures, we noted the following:

1. Minimum password complexity controls are weak as password parameters for the ARP system are
not set appropriately based on best practices. This includes a one character passwerd and no
password expiration.
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Backup tapes for DBC data and SunGard data are not being secured in an offsite location.
Periodic data backup tapes restores are not being performed for DBC data.

An appropriate methodology has not been implemented for systems development, acquisitions,
and change management for the DBC application.

The SOAR Support team acts in a dual role including support and development causing a
segregation of duties conflict.

We recommend the following:

1.

Where possible, strong password controls should be implemented 1o strengthen the integrity of
significant systems and financial applications. Some computer specialists have estimated that as
much as 80% of network security breaches accur from within the network rather than from outside
hackers. Employees should be instructed to avoid obvious passwords that could be associated
with them personally and they should be encouraged to make their passwords more robust, for
instance, by creating a password of sufficient length and consisting of a combination of letters and
numbers.

In order to reduce the risk of access to computer files by unauthorized personnel, we recommend
that the District institute a policy that requires passwords to be changed on a regular basis. The
District may also wish to investigate building into its software automatic expiration of passwords to
ensure that they are changed periodically.

While backup copies of computer data files, programs, and operating systems are made, these
backup copies are kept onsite. One of the main reasons for creating backup files is to be able to
recover data in the event of a disaster, such as fire or water damage. This objective is not served if
backup files are not kept separate from the regular files. We recommend that data backup tapes for
financial applications should be rotated and stored in a secure offsite location to ensure that data is
recoverable in the event of a disaster.

As timely and accurate information is essential to the effective functioning of the Distnct and as
there is always the risk of loss through hardware malfunciion and/or failure, we recommend that
data backup tapes for financial applications be tested periodically to ensure that data stored on
them is recoverable in the event of a business need.

O.C. IT organizations should implement formal, documenied change management methodologies,
policies, and standard operating procedures to support all significant financial appfications. There
should be common guidance for all application teams that includes, but is not limited to, formal
documentation of the various stages of the program change lifecycle such as initial request and
analysis, testing, change authorization, migration, and technical and user documentation
requirements.

One of the basic elements of intemnal control is separation of duties so that no one person controls
all phases of an operation. While significant changes to the SOAR application were not noted
during the fiscal year, in order to maintain the desirable separation of duties, we recommend that
developers or individuals in the developer role should be restricted to “read-only” access rights to
the Production libraries for all of the significant financial applications.
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If proper segregation is not possible, adequate independent monitoring controls should be
implemented to mitigate the risk. In addition, security monitoring at the RACF level may be used to
mitigate the risk.

Management’s Response:

1. The legacy ARP application was written decades ago before present day best practices were
established. This antiquated application is in maintenance mode with no plans to revamp it. Rather,
an effort to replace it is underway. One of the requirements of the modem day replacement will be
that it has appropriate security including password complexity controls.

2. On a monthly basis full backups of Sungard and DBC are now being sent to an offsite location.

3. Full backups of DBC are performed daily. The restoration process has been performed on
numerous occasions including the recent upgrade from the Windows 4.0 operating system to
Windows 2003. In addition. the precautionary step of running monthly restores is scheduled.

4. Office of Finance and Treasury (OFT) system developersicomputer specialists perform software
maintenance and integration and produce corresponding documentation.

5. The infemal control of segregation of duties is in place. The SOAR PMO Technical team performs
in a support/maintenance role. Services of an outside contractor are used for the SOAR software
development activities. The contractor is restricted to "READ ONLY” access of the production
libraries and datasets, Aftempts to violate security are detected by RACF and reported to the
SOAR Security Administrator and the SOAR PMO Director for appropriate action. Documented
migration procedures state "No changes are moved into production by the same individual who
made the software change.”

Office of the Chief Information Officer

Evidence of the Director's approval of selected change request in ARP was not found. The approval is
made through either a phone call or an e-mail. A phone call is not an acceptable means of approval which
should be evidenced in writing.

At the present time, there are varying degrees of formality of controls over the development of new systems
and programs and changes to existing ones. We recommend that certain controls be established and
management should consider the following: the request should follow preparation guidelines established by
the IT department; should be approved by the user department manager; and at a minimum, the request
should include the purpose of the revision, the programmer assigned to make the revision, the date the
change is tested, and the date the revised program becomes operational.

Management's Response:
ARP Software Program Change Procedures have been developed, documented, and are being followed.

The procedures include controls of the software revisions, requestor, and implementation. Approvals are
required of the user requestor, the Project Manager, and the PMO Director.
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Office of the Chief Technology Officer

During our procedures, we noted the foliowing:

1. Based on a review of mainframe security, it was noted that;
« There were approximately 80 user profiles on RACF identified with special aftributes
whose purpose was not idenbfied or needs to be deleted based on non-use.
« Two user profiles on RACF used for the conversion of the mainframe had not been
disabled.

2. Based on a review of client server security, it was noted that 2 HP/UX accounts associated with
terminated users remained active.

3. Minimum password complexity controls are weak or not implemented for the following operating
systems:

» With respect to security over UNIX, we believe that the passwords’ ages on the
AlX/Solaris systems should be reduced to ensure stronger controls.
» We also noted that the password aging configuration on the HP/UX system was disabled.

4, There is no re-certification process for Windows 1Ds users.

We recommend that the security of the mainframe/client server environment be reviewed. Accounts not
used should be evaluated periodically and then disabled/deleted appropriately. Further, an annual re-
certification of accounts should be implemented to prevent this from recurring in future periods.

Where possible, strong password controls should be implemented to strengthen the integrity of significant
systems and financial applications. To reduce the risk of access to computer files by unauthorized
personnel, we recommend that the District institute a policy that requires passwords to be changed on 2
regular basis. The District may also wish to investigate building into its software automatic expiration of
passwords to ensure that they are changed penodicaly.

Windows IDs should be recertified on a periodic basis by the process owners to ensure access is kept
current.

Management's Response:

The report, provided with this response, shows that there are only 5 ids with the secunty administration
privileges granted via the Special attribute. The two “user profiles” cited are not User Profiles (IDs). They
are Groups. One cannot log onto a Group and those Groups have been deleted.

The AlX/Solaris systems have stringent passwond complexity controls implemented. Alpha and numeric
characters, in both upper and lower-case, with @ minimum number of characters and rules preventing
replication of characters or passwords are in place. The maximum password age is currently more stringent
than is required by current policy. However, we will reduce the password aging for non-system 1Ds monthly
to match that of the system (Ds.

Server Operations does not manage HP/Unix systems. A windows ID recertification policy will be
implemented.
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Office of Tax and Revenue

There is no formal documented procedure being performed for the addition and deactivation of user
accounts from E-Star and CAMA and employee access levels are not being reviewed regularly for
appropriateness and segregation of duties.

To prevent unauthorized entries or adjustments, we recommend that management consider that a formal
process with adequate audit trails be implemented to ensure that all E-Star and CAMA users are authorized
and access rights are modified accordingly.

Under these conditions, it is possible for unauthorized program and data file changes to be made. Thus, the
existing procedures do not reasonably limit the exposure to unauthorized changes of production programs
and data files.

Further, one of the basic elements of intemal control is separation of duties so that no one person controls
alt phases of an operation. We recommend that management consider a periodic (semi-annual) re-
certification of accounts on financial applications be implemented to ensure the appropriateness and
segregation of duties of users.

Management’s Response:

RPTA in coordination with iSA will formally document the processes currently in place to allow access to the
CAMA and E-Star programs and data sources. Semi-annually user profiles for these two systems will be
reviewed and updated to ensure appropriate segregation of duties. RPTA mangers will be responsible for
verifying quarterly the access rights and employee usage in CAMA and E-Stars. RPTA managers wil! timely
notify ISA of employees fo be granted access nghts and employees whose access rights should be
deactivated. RPTA will work with ISA to review the existing audit trails in CAMA and E-Stars and identify
and correct any deficiencies.
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Lack of Supporting Documents

Even in this age of computerized data, significant volumes of paper documents and records are generated
related to the District’s payroll process. During the audit we noticed that accounting records frequently could
not be located when needed. The District was unable o provide certain Personnel Action Forms and
employees’ completed benefits forms. We also noted that the Official Personnet Folders (OPFs) were not
consistently filed and readily available. Certain agencies retained their own files while others were filed at
the Department of Human Resources (DCHR) and responsibifity for filing was constantly changing.

The lack of consistent records may cause logistical problems when looking for information and the constant
recrganizing and switching of responsibilities for filing OPFs may cause loss of personnel records during the
transition{s). Further, employees spent nonproductive time searching for needed documents. This condition
couid also present problems when documents are needed in support of tax retums and other reports subject
to audit.

We recommend the adoption of procedures to review and evaluate recordkeeping requirements and the
adherence thereto on a periodic basis. We recommend that a quality review be performed to ensure all
documents are in the individual's OPF prior to filing. A follow up should be made to ensure that
documents/forms are obtained, processed, and filed into each OPF. The District should also consider a
common filing system for all employees and the possibility of scanning documents for easy access. Policies
should be adhered to by all [ocations or agencies because the reconstruction of records is costly and time
consuming.

Management's Response:

The D.C. Department of Human Resources is in the process of migrating the records currently housed in the
centralized DCHR records room, (to include employee OPF's) to a scanned file processing system.
Documents which need to be filed in an OPF will be sent to the records room for scanning into the employee
record. As files are needed, scanned versions will be supplied to authorized parties for review, eliminating
the need to physically remove the file and thereby limiting the opportunity to misplace documents. As the
files are scanned, they will be reviewed for completeness. Documented filing procedures will be adhered to
and monitored for compliance.

Agencies with delegated independent authority will continue to house their employee fites until such time as
said authority would be rescinded. DCHR will continue to maintain all Official Personnel Folders for covered
agencies under the Mayor’s authority.

Logical Access

As part of our audit, we performed an evaluation of the PeopleSoft, Unified Payroll Processing System
(UPPS), and Comprehensive Automated Payroll Personnel System (CAPPS) users' logical access to
ensure that human resources (HR) and payroll functions were properly segregated within the respective
systems. We noted the following:

= 3 users had access (o both HR and Payroil functions in PeopleSoft.
o 26 users had access to both HR functions in PeopleSoft and Payroll functions in UPPS.
o 50 users had access to both HR and Payroll functions in CAPPS.
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One of the basic elements of intemal control is separation of duties so that no one person controls ail
phases of an operation. The aforementioned lack of segregation of duties combines to weaken the existing
internal control and it increases the risk that an error or iregularity could occur and go undetected. We
recommend that the District consider performing a periodic review of user access to ensure that access
remains appropriate and to maintain the desirable separation of duties.

Management's Response:

Based on the way data is housed in the human resources and the payroll modules of UPPS, CAPPS, and
the PeopleSoft systems, it is sometimes necessary that some employees have access to both modules in
order to carry out the functions of their duties. However, access is limited to view only and does not provide
them with update capabilities to both. [n other words, while a human resource specialist would have access
to input personnel actions, they would have view only access to payroll data which might be necessary to
process rehires. In contrast, while a payroll technician would have update capability to input benefits and/or
deductions, the same employee might have access to view only HR data to validate eligibility for these
benefits and/or deductions.

White the auditors noted three users had access to both HR and payroll functions in PeopleSoft, they did not
have update access to both modules. White the auditors found twenty six {26) users had access to both HR
functions in PeopleSoft and Payroll functions in UPPS, their security profile did not allow update access in
both application systems. White the fifty users had access to both HR and payroll functions in CAPPS, their
security profile would have limited them to specific screens and not full update access to both. For example,
the update to the W4 screen is housed in the HR module but updated by payroll technicians. These payroll
technicians’ security profile limits their update to that specific screen in HR with views only for the remainder
screens in HR.

Finally, the Office of Pay and Retirement Services (OPRS) does not believe that view only capability
increases the risk of compromised data. Therefore, we believe that adequate controls are in place to
adequately secure the HR and payroll data.

Payrates

During our procedures, we verified whether employees were paid the correct rate based on approved
level/grade and union rates as documented in the respective personnel files. For 1 out of the 45 sampled
employees, we noted that the individual's pay rate could not be verified with the authorized rate as
maintained in the personnel file.

Management should periodically review the payroli master file and compare pay rates to the authorized
rates contained in personnel files to determine that the cument rates are appropriate. In addition, since
payroll is 2 major expense of the District, management should continue to approve rate changes and on a
regular basis, the appropriate level of management should determine that the current pay rates agree with
the approved rates.

Management’s Response:
While management concurs with the finding, the Office of Pay and Retirement Services (OPRS) believes

that the recommendation should be to periodically compare the position data for active employees with the
current master pay plans.
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The one employee salary discrepancy noted was detected during a period prior to conversion fo the
PeopleSoft (PS) Payroll. During this period, salary was housed in both the PS Human Resources and the
UPPS Payroll. Now that the District has converted to the integrated PeopleSoft Human Resources and
Payroll systems, employees’ salaries are only housed in the human resources module, and therefore a
discrepancy would not cccur between payroll and HR.

Nevertheless, OPRS management recommends a periodic review of the current master pay plans with
current position data.

Supplemental Payments

For a sample of employees receiving supplemental checks, we noted the foflowing during our procedures:

1. For 3 out of the 45 supplemental payments selected, the supporting supplemental forms could not
be located.

2. For 1 out of the 45 supplemental payments selected, the supplemental payment had no evidence
of approval.

We identified these discrepancies from a sample of transactions that were selected for testing. Management
should recognize that the potential exists for additional discrepancies. We recommend the adoption of
procedures to review and evaluate recordkeeping requirements and the adherence thereto on a periodic
basis. In addition, management should enforce approval processes by individual(s) who are knowledgeable
about the authenticity of the respective supplemental payment.

Management's Response:

Office of Pay and Retirement Secvices (OPRS) management will provide copies of its recordkeeping and
retention policies to all managers periodically to ensure compliance. We will also reinforce the importance
of maintaining proper supporting documentation in files.

In addition to this effort, management is currentiy in the process of procuring scanning hardware and
software which will allow us to make images of original documents making them readily accessible to be
printed upon request.
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User Access and Seqregation of Duties

During our review of the Integrated Tax System (ITS), the following v/as noted:
1. 2 terminated users still had access to the ITS application.

2. 1of the 2 terminated users could not be identified by the various Directors within the Office of Tax
and Revenue or by Human Resources.

3. Access profiles for new employees are created by copying an existing profile of an individual who
i5 in & simifar position. Therefore, if the existing profile had unauthorized or excessive access to
the ITS system, these errors were copied to the new employee’s profile.

4. When current employees change position within the Agency, access leveis may not be adjusted as
per the employee’'s new job responsibilities. Management indicated that usually when existing
employees change positions within the Agency, additional access is granted based on the new job
requirements; however, old access which is no longer required is not removed. Therefore, if an
individual moves from the Customer Service Administration to the Collections department, the
access granted to the individual under the Customer Service Administration may not be
deactivated.

5. Management has not performed a complete review of the employee's access levels to ensure that
access granted to employees is based upon the employee's job responsibilities.

6. Revenue Officers within the Collections department have the ability to create taxpayer accounts
within the ITS system.

7. The audit trail within ITS does not maintain a record of all individuals who have made changes
within the system. The audit trail is limited to the last individual who recorded a change in the
system.

Under these conditions, it is possible for unauthorized changes to be made. Thus, the existing procedures
may not reasonably limit the District's exposure. To prevent unauthorized entries or adjustments, we
recommend that management consider a formal process with adequate audit trails be implemented to
ensure that all ITS users are authorized, that all access rights are madified accordingly, and that users are
removed from the system on a timely basis upon termination. Further, one of the basic elements of internal
control is separation of duties so that no one person controls all phases of an operation. We recommend
that management consider a periodic {semi-annual) re-certification of accounts on financial applications be
implemented to ensure the appropriateness and segregation of duties of users. These added controls will
strengthen the integrity of significant systems and financial applications.

Management's Response:

The Office of Tax and Revenue (OTR) will review the current policies and procedures for removing
terminated users access to the ITS applications and implement procedures to confirm femminated users’
access to ITS is removed. OTR has begun a comprehensive analysis/review of security related to on-line
ITS taxpayer adjustments. In this analysis each OTR director will be responsible for examining their
administrations' positions as well the current ITS user classes related to these positions to:
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1. Ensure each ITS user class is accurately defined to include only those job tasks appropriate to the
refated OTR position; and

2. Ensure that all individuals given access to on-line (TS functionality are assigned to the appropriate
(TS user class or classes based on their position.

It is expected that each director will request the removal of specific access for those employees having
inappropriate on-line rights as well as request the modification of ITS security user classes to better enforce
on-line adjustment security. Upon completion of this analysis, the corresponding medifications will be made
to the ITS On-Line Security Tables.

A complete review of the operating procedures related to requesting new ITS user classes and assigning or
removing system users from new and existing users classes will alsc be performed.

Policies and procedures will be implemented to ensure maximum ITS access security when ITS users
change position within the agency. The administration losing the ITS user will be required to eliminate all
ITS access privileges for that user before the users new administration is allowed to assign his/her new
privileges. For ITS users changing positions within an administration, the Application Security Administrator
for that administration (see below) will be required to review and modify the ITS users ITS access privieges
to accurately reflect the changes in the user's responsibilities.

After completion of the analysis/review of security related to on-line ITS access and the resulting re-
association of existing users fo the appropriate user classes and the removal of those users who no longer
need access to ITS as stated above, OTR will give those remaining users who previously received a
recycled ITS User ID, a new User [D that has never been used before.

OTR will also review and address the duties and responsibilities of managers to ensure effectiveness and
integrity of the adjustment process and the administration of ITS security user classes going forward.

It is not viable to maintain a record of all changes made within the system. OTR will review the changes that
individuals are allowed to make and ensure an audit trail is implemented to permanenty record the critical
changes made to taxpayer accounts within the system.

As described in the responses above, OTR will implement a formal process to ensure all ITS users are
authorized, that all access rights are modified accordingly, and that users are removed from the systemon a
timely basis upon termination.

To ensure separation of duties related to ITS security, OTR will establish separate security roles. These
roles are as follows:

An Application Security Administrator (ASA) to be employed within each applicable OTR
administration. The ASA will be responsible for maintaining ITS online security access for the
personnel in his administration.

A System Administrator (SA) fo be employed within the Information Systems Administration (ISA).
The SA will be responsibie for creating the User ID for each ITS online user.

A C1O Security Officer. This person is responsible for all technicat aspects of security within the
OCFO/CIO incluging OTR.
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OTR will conduct a periodic (semi-annuai) re-certification of accounts on financial applications to ensure the
appropriateness and segregation of duties of users.

Segregation of Duties — Collections Department

Adequate segregation of duties does not exist within the collections department. The Revenue Officers
responsible for collecting on delinguent taxpayer accounts receive check and money order payments from
the taxpayers and have access to post credit adjustments to taxpayer accounts. In addition, they are able to
change the taxpayer balance recording various adjustments such as abate penalty and/or interest and
transfer payments from one year to another. Only a periodic manual review of the credit adjustments is
performed by the coflections managers.

Therefore, a risk exists that taxpayer payments can be diverted and a credit posted to the taxpayer accounts
to reflect the account balance to be current. To ensure adequate segregation of duties, revenue officers
shouid not have access to or receive taxpayer payments. An exception report should be created fo monitor
the adjustments to the taxpayer accounts in the Integrated Tax System (ITS) system. Unusual adjustments
or pattem of adjustments should be reviewed by the supervisors of the collection department. The
individuals responsible for performing this review should not have access to post adjustments to the
taxpayer accounts in the ITS system.

Management’s Response:
Securing payment is a Revenue officer's duty, responsibility, and main mission. A Revenue officer is also
responsible to determine the correct amount of tax for the taxpayer account. In order o ensure adequate

separation of duties, the Compliance Administration will implement a centralized function to review and post
adjustments to taxpayers' accounts initiated by Revenue Officers.

Seqreqation of Duties — Retums Processing Department

Adequate segregation of duties does not exist within the retums processing department. The individuals
within this department receive taxpayer payments and are responsible for depositing the payments and
posting the payments to the taxpayer accounts within the Integrated Tax System (ITS). There is no
reconciliation of faxpayer payments posted in the ITS system to the cash deposited in the bank and cash
recorded as received in the general ledger.

Therefore, a risk exists that taxpayer payments can be diverted and a fictiious payment posted to the
taxpayer accounts to reflect the account balance to be cumrent. To ensure adequate segregation of duties,
individuals who have access to the taxpayer payments ang/or are responsible for preparing the deposit
should not have access fo post payments or adjustments to the taxpayer accounts. In addition,
reconciliations should be performed of payments recorded in the ITS system, cash deposited per the bank,
and cash recorded in the generaf ledger.

Management's Response:

The current ITS system does provide some safeguards to prevent fictitious payments (creating money).
During the processing of payments, ITS requires a deposit number. {f the deposit number has been used
before, the batch of payments will be treated as an unprocessed batch resulting in research to determine
why the deposit number was used more than once.
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Once a payment is posted to an account, if the money is transferred to another account, the ITS audit trail
information wilt reflect who made the transfer as well as, the account information to which the money was
moved.

As a general rule, employees that work on payment processing, payment scanning, and/or the deposit
activity are not called upon to work adjustments to taxpayer's accounts. Only limited staff, currently on the
manager of the accounting unit has ITS “rights” to adjust taxpayer’s accounts. During peak processing, the
only staff detailed to work on payment processing, payment scanning, and/or the deposit activity, already
work within the Branch and do not have taxpayer account access thru ITS, Employees within the Data
Perfection Branch, Suspense/Review unit have ITS rights fo transfer money between taxpayer's. However,
this ITS access level is shared throughout the Office of Tax and Revenue (OTR), such as Customer
Service, Audit, and Collection to name a few. As outlined above, when money is transferred from one
period or account to another, the system does maintain an audit trail of the employee who moved the
money. Employee’s from the Data Perfection Branch are generally not detailed to assist in the payment
processing, payment scanning, and/or deposit activity and would not have immediate access to incoming
remittances.

The Office of Financial Operations and Systems (OFOS) is responsible for performing a monthly
reconciliation of cash deposit per the bank and cash recorded in the general ledger. The accounting unit of
the Revenue Accounting Administration performs monthly reconciliations between ITS and the general
ledger.

Processing of Individual Income Tax Returns

All individual income tax retuns with a valid social security number, name, and reasonable wage
information can be processed through the Integrated Tax System (ITS) system without further review. There
is no match of withholding payments received by the District by the taxpayer to the tax payment reported on
the taxpayer's tax return.

Therefore, a refund may be issued to the taxpayer without determining if the taxpayer has in fact made tax
payments to the District. In addition, the District does not have a process to match the withholding
information received from the employers to the tax retums submitted by the taxpayer. Management has
represented that in October — November of 2008, it is planning to start matching the payments for tax year
2006.

Management’s Response:;

The Office of Tax and Revenue (OTR) cannot use curent year withholding information to process current
year returns because employers are not reguired to provide withholding information for the tax year until the
end of February and that information cannot be entered into the system until after April 15th, well after the
overwhelming majority of current year refunds have been paid. in order to provide assurances against
fraudulent returns, OTR will make use of the data warehouse to verify taxpayer information as returns are
processed. In addition, it will utilize the information currently being gathered from employer provided W-2's
to identify instances of noncompliance on a post-filing basis.

Processing of Void and Cancelled Checks

The following weaknesses were noted with respect to recording a check as “VOID or CANCEL" in the
Integrated Tax System (ITS) system.
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There are no controls to ensure that a tax refund check has not been cashed at the bank prior to
“voiding” the check in the ITS system.

There is no system control to prevent a refund check to be “VOID or CANCEL" in the ITS system
multiple times.

A change report is not created for manager review when a check is recorded as VOID in the
system. This report could be used to identify unusual transactions or patterns when checks are
recorded as VOID or CANCEL.

Management’s Response:

1.

The processing of VOID or Cancellation of checks is a series of steps involving 3 different
departments ((Revenue Accounting Administration (RAA), Customer Service Administration (CSA),
and the Office of Finance and Treasury (OFT)). In order to prevent timing differences from the time
a check is VOID or Cancelled, controls must be put in place to identify these adjustments. As a
result, a standard reconciliation between checks VOID and Cancelled in the 1TS system and
compared to the general ledger (SOAR) has been developed, and will be prepared on a monthly
basis. This reconciliation will also include undetivered checks that were cancelled in ITS and
recorded as revenue back to the general ledger. Reconciting items that are found at the end of
each reporting period will be discussed with the appropriate parties in CSA and OFT, in order o
work towards clearing the reconciling items. The formal reconciliations should eliminate the
conditions as set forth in the management letter comment

A formal reconciliation should identify and eliminate timing differences that can occur between
fiscal years. As checks are VOID and Cancelled in ITS, they will be tracked via the reconciliation
for delivery to OFT for cancellation in the Check Write system, as well as subsequent joumalizing
to the appropriate SOAR revenue agency objects. All activity should occur within the same fiscal
year in order to have a balanced reconciliation.

A monthly change report will be created and reviewed by the RAA Manager. This will assist with
identifying any unusual transactions or pattemns when checks are VOID or Cancelled.
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Wire Transfers

Monetary transaction restrictions do not exist for approving wire transfers within the District's banking
systems. To minimize the risk of unauthorized transactions, we recommend management consider
establishing limits requiring additional approvals of wire transfers over certain pre-established dollar
amounts. This would allow additional oversight over significant transactions.

Management’s Response:
Monetary transaction restrictions do exist in that existing controls require an additional level of approval for
non-repetitive wires, i.e., wires to non-pre-approved recipients. However, management concurs with the

recommendation that controls would be additionally strengthened by establishing additional approval
requirements for wires with doflar amounts exceeding certain pre-established levels.

Investment Transactions

During our procedures, we noted that on the occasions when the Investment Manager performed the duties
of the Investment Officer, there was a lack of adequate oversight of investment transaction activity. Internal
controls are designed to safeguard assets and help or detect losses from employee dishonesty or emor. A
fundamental concept in a good system of intemal control is the segregation of duties. We recommend that
management consider alternatives to this process which would ensure adequate segregation of functions
and improve existing intenal control without impairing efficiency.

Management's Response:

Investment transactions are executed through an investment custodial bank, which will only transfer District
investment funds to valid investment vehicles or to the District's pre-established custodial account. As such,
even on occasions which the manager solely performed such duties, an inherent level of control existed.
However, management will implement the recommendation to require the sign-off by another official in the
event that the Investment Manager performs investment duties in the absence of the Investment Officer.

User Access and Segregation of Duties

Within the review of SunGuard user access and segregation of duties, we noted that business users have
access to administrative functions such as User Table Restriction Setup. We recommend that management
remove such access and limit the administrative functions to only appropriate individuals. In addition,
management shouid review the user access rights and authorizations granted and ensure access has been
granted to only those functions required for an individual's job responsibilities. These access rights should
also be periodically reviewed to ensure that they remain appropriate.

Management’s Response:

Office of Finance and Treasury (OFT) manragement instructed IT staff several months ago to ensure that
access rights for all employees is commensurate with and limited to each employee’s job functions,
However, only a certain smafl number of authorized employees have access to funds-movement functions
in the system.
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Process, Entity, or Fund

Nature of Prior Year Comment

Current Year Status®

Medicaid Maintenance of Supporting Documents Material Weakness
Provider Eligibility at the Medical Assistance

Medicaid Administration Program Operations (MAAPO) Materal Weakness

Payroll Related Disbursements Authorization of Overtime Hours Significant Deficiency
Payment of Overtime Hours to Ineligible

Payroll Related Disbursements Personnel Significant Deficiency

Significant Deficiency;

Payroll Related Disbursements Payment of Bonuses Partially Resolved

Disbursements (Other than

Payroll) Direct Voucher Payments Not Repeated

Cash and {nvestments

Noncompliance with Financial Institutions
Deposit and Investment Amendment Act {25%
requirement)

Control Deficiency

Cash and Investments

Stale Dated Checks

Control Deficiency

Budget and Planning

Capital Budget

Control Deficiency;
Partially Resolved

Budget and Planning

Reconciliation of Grant Maodifications

Not Repeated

Budget and Planning

Reprogrammings

Control Deficiency

Budget and Planning

Intra-Disfrict Transactions

Control Deficiency:;
Partially Resolved

Revenue Generation and
Collection

Real Property Assessment Appeals

Not Repeated

Revenue Generation and
Collection

Homestead and Senior Citizen Tax Relief

Control Deficiency

Revenue Generation and
Collection

Tax Exempt Properties

Control Deficiency

Loan Programs

| Reconciliation of Loan Balances

Control Deficiency

Fixed Assets Calculation of Depreciation Expense Not Repeated
Fixed Assets Transactions with Related Parties Not Repeated
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Process, Entity, or Fund

Nature of Prior Year Comment

Current Year Status*

Disabifity Compensation Program

Actuarial Analysis

Significant Deficiency

Disability Compensation Program

Workers' Compensation - Civilians

Significant Deficiency |

Disability Compensation Program

General and Automobile Claims

Significant Deficiency

Disability Compensation Program

Case Loss Reserve Computations

Not Repeated

Disability Compensation Program

Database Ownership, Possession, and Control

Controf Deficiency

Allocation of Indirect Costs

Approval of Cost Allocation Plans (CAP)

Control Deficiency

IT Environment - General
Controls

Strategic Plan

Not Repeated

Information Technology
Environment — General Controls

Segregation of Duties

Control Deficiency

Information Technology
Environment — General Controls

ACEDS Application

Control Deficiency

Information Technology
Environment — General Contiols

PASS Application

Not Repeated

IT Environment — Application
Controls

Processes at Office of Tax and Revenue

Control Deficiency

IT Environment — Application
Controls

Transactions at Office of Tax and Revenue

Not Repeated

{T Environment — Application
Controls

Processes at Office of Finance and Treasury

Contro} Deficienc

[T Environment — Application

Controls Transactions at Office of Finance and Treasury Not Repeated
IT Environment — Application
Controls Health Care Safety Net Not Repeated

Lottery and Charitable Games
Control Boarg

Disaster Recovery Plan

See Stand-Alone
Report

Lottery and Chantable Games
Control Board

Physical Environment in the Data Center

See Stand-Alone
Report

Lottery and Chantable Games
Control Board

User Account Management

See Stand-Alone
Report
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Process, Entlty, or Fund

Nature of Prior Year Comment

Current Year Status*

Lottery and Charitable Games See Stand-Alone
Control Board Qversight of Functions Report
Unemployment Compensation '

Fund - Employer Payroll Audits Significant Deficiency |
Unemployment Compensation See Stand-Alone
Fund Claimant File Management Report
Unemployment Compensation ‘
Fund Reconciliation between DUTAS and SOAR Significant Deficiency |
Anacostia Waterfront Corporation | Review of Bank Recorciliations Anacostia Waterfront

Fixed Assets Inventory

Approval of Timesheet Alterations
Distribution of Purchase Orders
Contract Award System
Procurement Board Resolutions
Approval of Journal Entries
Separation of Duties

Fixed Assets Not Reconciled

Corporation is
repeated in the Yellow
Book report as a
significant deficiency.
The entity is now part
of the primary
govemment, effective
October 1, 2007.

Washington Convention Center
Authority

Fixed Assets Not Reconciled

See Stand-Alone
Report

* The terminology and classification of the current year findings is based on Statement on Auditing Standards No. 112.

Note: “Not Repealed” status does not necessarily equate to the issue being resoived; it was just not noled in the audit

process this year.
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