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Dear Ms. Peck and Ms. Hotaling:

Enclosed is our final report (OIG No. 02-1-1KA(a)) summarizing the results of the Office
of the Inspector General’s (OIG) follow up review of the recommendations made by the
General Accounting Office (GAO) in their January 2001 report, “Weak Controls Place
DC Highway Trust Fund and Other Data at Risk” (GAO-01-155). Our final report
includes responses the Department of Public Works (DPW) and the Office of the Chief
Technology Office (OCTO) made to the draft report.

The GAO report contained three findings, in which they summarized 10 information
system control weaknesses. The 10 information system control weaknesses contained 50
computer security weaknesses that, if compromised, could affect the District’s ability to
prevent and/or detect unauthorized changes to the Fund and other District financial
information. GAO made six recommendations for correcting each of the information
system control weaknesses. Our audit identified an additional 21 computer security
weaknesses, for a total of 71 specific computer security weaknesses requiring corrective
actions by the DPW, OCTO, or both agencies. As of the date of this report, the District
had taken corrective action on 36 computer security weaknesses and planned to take
corrective actions on 31 computer security weaknesses. However, no action had been
taken or planned for four computer security weaknesses.

The DPW concurred with our recommendations that concerned DPW and the District
Division of Transportation and have initiated corrective actions.
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In response to Recommendation 1, the OCTO indicated and provided supporting
documentation that showed an additional 21 corrective actions were completed. Added
to the 15 corrective actions completed at the time we issued the draft report, there are a
total of 36 corrective actions taken to date. Corrective actions are in progress for 20
computer security weaknesses. OCTO had not taken corrective action on four computer
security weaknesses. Additionally, OCTO did not respond by providing the current
status on the in-process corrective action for 11 computer security weaknesses. OCTO
believes that the Office of the Chief Financial Officer (OCFO) is responsible for the
required corrective actions.

The OIG notes that the OCTO has made significant progress toward completing the
corrective actions for information system control weaknesses, and agrees that the OCFO
should respond to specific control weaknesses affecting its authority. However, the OIG
believes that OCTO should be the repository for responses from OCFO. The OIG
requests that OCTO provide the OIG with the results of the ongoing progress in
implementing the outstanding 31 corrective actions associated with Recommendation 1.

The OCTO responded to our Recommendation 3 stating that the implementation of the
new enterprise-wide Administrative Systems and Modernization Program (ASMP) will
create a production environment and provide for separation of development and
production responsibilities for human resources, general ledger, payroll and procurement
through robust problem management, change management, production control, security
processes and production. The OCTO stated that the ASMP should be implemented by
the end of fiscal year 2004. The corrective actions planned for Recommendation 3 meet
the intent of the recommendation.

The OCTO did not respond to Recommendations 2 and 4. We request that the OCTO
revisit Recommendations 2 and 4 and provide comments within 30 days of the receipt of
this report.

We appreciate the cooperation and courtesies extended to our staff during the audit. If
you have any questions, please contact me or William J. DiVello, Assistant Inspector
General for Audits, at (202) 727-2540.

Sincerely,

Charles/ _QL’VMaddox, E4q.
Inspeetor General

CCM/ws

Enclosure
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OVERVIEW

The Office of the Inspector General (OIG) is required by statute to conduct an
annual financial statement audit of the Highway Trust Fund (Fund) and the accompanying
5-year Fund forecast. This audit was performed in conjunction with, and to facilitate, the
audit of the Fund. The objective of our review was to determine the extent to which
affected agencies have implemented and are complying with recommendations made by
the General Accounting Office (GAO) in their January 2001 audit report, “Weak Controls
Place DC Highway Trust Fund and Other Data at Risk” (GAO-01-155). The GAO audit
focused on information system general controls over the financial systems that process and
account for the financial activities of the District’s Fund.! This report summarizes the
OIG’s follow-up review of the recommendations made by GAO.

Further, the report provides a summary of each of the reported GAO findings and
recommendations along with references to Exhibit A, which contains specific computer
security weaknesses, required corrective actions, and status. For example, the summary
statement “The reported computer security weaknesses required one corrective action
(1.A.1)”, refers the reader to the details provided in Exhibit A that are associated with
GAO finding one, computer security weaknesses A, and the corresponding corrective
action.

CONCLUSION

The GAO report contained 3 findings, which summarized 10 computer security
weaknesses. The 10 computer security weaknesses contained 50 computer security
weaknesses that, if compromised, could affect the District’s ability to prevent and/or
detect unauthorized changes to the Fund and other District financial information. GAO
made six recommendations for correcting each of the computer security weaknesses. In
conducting our review, we identified 21 additional computer security weaknesses, which
yielded a combined total of 71 specific computer security weaknesses requiring
corrective actions by either the Department of Public Works (DPW), Office of the Chief
Technology Officer (OCTO), or both agencies. A breakdown of the required
71 corrective actions by responsible agency is as follows:

e  DPW corrective actions: 6
° OCTO corrective actions: 48
e BOTH corrective actions: 17

! Information system general controls affect the overall effectiveness and security of computer operations
as opposed to being unique to any specific computer application. They include security management,
operating procedures, software security features, and physical security protection designed to ensure that
access to data is appropriately restricted, only authorized changes are made to computer programs,
computer security duties are segregated, and backup and recovery plans are adequate to ensure the
continuity of essential operations.
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GAO reported that the District had developed an action plan to correct all
computer security weaknesses by April 2002.

We found that as of October 2001, the District had completed 15 corrective
actions and planned 50 corrective actions needed to address the GAO reported computer
security weaknesses. However, no action had been taken or planned for six computer
security weaknesses. A further breakdown of the progress of making the necessary
corrective actions by responsible agency is depicted on the following page.

Shown below is the graphic presentation of the status of actions taken or planned
to correct the computer security weaknesses reported by GAO.

DISTRICT'S PROGRESS IN THE COMPLETION OF
CORRECTIVE ACTIONS NECESSARY TO CORRECT
GAO REPORTED IT CONTROL WEAKNESSES

In-Progress

No Action Taken

99, 70%
Completed
21%
O Completed B No Action Taken EHIn-Progress

Although corrective actions have been completed for 15 (21%) of the 71
computer security weaknesses, the District needs to take aggressive action to correct all
of the GAO reported computer security weaknesses. Unless all of the corrective actions
are implemented, we believe that serious and pervasive computer security weaknesses
continue to place the Fund and other District financial, payroll, personnel, and tax
information at risk of inadvertent or deliberate misuse.

CORRECTIVE ACTIONS

We addressed recommendations to DPW and OCTO that represent actions
considered necessary to address the concerns described above. The recommendations, in
part, center on:
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e Completing corrective actions for the remaining 56 computer security
weaknesses;

¢ notifying the OIG of the progress in implementing the corrective actions; and

e developing and implementing an entity-wide security management program.
MANAGEMENT COMMENTS

The DPW concurred with our recommendations that concerned DPW and the
District Division of Transportation (DDOT) and have initiated corrective actions by: (1)
filling a new Chief Technology/Information Officer position; (2) formulating a full
disaster recovery plan; and (3) increasing the security of the DPW/DDOT network.

In response to recommendation 1, the OCTO indicated and provided supporting
documentation that corrective actions were completed for 21 computer security
weaknesses. Corrective actions are in progress for 20 computer security weaknesses, and
four had no action taken. Additionally, the OCTO did not respond to 11 computer
security weaknesses (1.B.5, 2.B.1-5, 2.B.7, 2.C.1, 2.B.3-5) because the OCTO believes
that the Office of the Chief Financial Officer (OCFO) the OCFO is responsible for the
required corrective actions.

The OCTO responded to our Recommendation 3 stating that the implementation
of the new enterprise-wide Administrative Systems and Modernization Program (ASMP)
will create a production environment and provide for separation of development and
production responsibilities for human resources, general ledger, payroll and procurement
through robust problem management, change management, production control, security
processes and production. The OCTO stated that the ASMP should be implemented by
the end of fiscal year 2004.

The OCTO did not respond to Recommendations 2 and 4.
OIG COMMENTS

The OIG believes that the actions taken by DPW are adequate and correct the
identified computer security weaknesses. Since all identified computer security
weaknesses have been corrected, we believe that DPW need not provide quarterly
progress reports as required by Recommendation 2.

The OIG believes that the OCTO has made significant progress toward
completing the corrective actions necessary to eliminate identified computer security
weaknesses, and agrees that the OCFO should respond to specific control weaknesses
affecting its authority. However, the OIG believes that OCTO should be the repository
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for responses from OCFO. The OIG requests that OCTO provide the OIG with result of
the ongoing progress in implementing outstanding corrective actions associated with
Recommendation 1.

The corrective actions planned for Recommendation 3 to implement ASMP meet
the intent of the recommendation and should correct the computer security weaknesses
identified in our audit report.

We request that the OCTO revisit Recommendations 2 and 4 and provide
comments within 30 days of the receipt of this report.
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INTRODUCTION

BACKGROUND

Pursuant to D.C. Code, 2001 Ed. § 9-109.02(e), the OIG is required to perform
the annual financial statement audit of the Fund. In conjunction with the financial
statement audit of the Fund, the OIG conducted a follow-up review on recommendations
made by the GAO in their January 2001 audit report, “Weak Controls Place DC Highway
Trust Fund and Other Data at Risk” (GAO-01-155). The GAO report was the result of
their assessment of the information system general controls over the Fund’s financial
systems.

The Department of the Public Works (DPW) is responsible for processing,
accounting for, and reporting on the Fund’s financial activities. Prior to October 2000,
both the Office of the Chief Financial Officer (OCFO) and the Office of the Chief
Technology Officer (OCTO) shared responsibility for information systems controls that
could affect the Fund. However in October 2000, the OCFO transferred responsibility
for managing the District’s SHARE Data Center to OCTO. The District’s SHARE Data
Center currently known as ODC2 maintains the System of Accounting and Reporting
(SOAR), along with the District’s personnel, payroll and tax information. DPW relies on
SOAR, as well as their own local area network (LAN), the District’s wide area network
(WAN), and the Internet for Fund information.

OBJECTIVE, SCOPE AND METHODOLOGY

The objective of our review was to determine whether the District has
implemented agreed-to recommendations that were intended to correct the reported
deficiencies as noted in the GAO report, and to determine the status of the
recommendations that have not been corrected.

The scope of our review was limited to actions taken to address 10 computer
security weaknesses identified by GAO. (See Exhibit A). To accomplish our objectives,
we conducted interviews and held discussions with District officials and the personnel
responsible for taking corrective actions on each of the computer security weaknesses.
Because of time constraints, we limited the scope of our work to a review and evaluation
of documentation provided by District officials in support of corrective actions taken or
planned on each of the computer security weaknesses. Our review was conducted in
accordance with generally accepted auditing standards and included such tests as we
considered necessary under the circumstances.



FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

REPORTED FINDING 1: SENSITIVE DATA AND PROGRAMS WERE
VULNERABLE TO UNAUTHORIZED ACCESS (FIVE
INFORMATION SYSTEM CONTROL WEAKNESSES)

Control Weakness 1-1: Access Authority Was Not Appropriately Limited For
Authorized Users

GAO reported that the District had not adequately limited access authority of
legitimate users and other authorized personnel from the District’s financial systems.
User access violations were not being properly reviewed, controlled, or limited, thereby
increasing the risks that security controls could be bypassed or circumvented.

GAO recommended that OCTO:

e Review access to sensitive system libraries.” Limit access to those staff members
who require it to perform their job functions. Develop and implement procedures for
periodic review of dataset rules.’

e Operate ACF2* in ABORT mode.” Review dataset rules; eliminate the SMODE?®
(WARN) statement.’

e Remove the TAPEBLP privilege® from all User IDs (UIDs)’ that do not have a
regular need for it. Log and review all use of the TAPEBLP privilege.

The reported information system control weaknesses required four corrective
actions (1.A.1 thru 1.A.4). We found that actions taken by OCTO to correct these
computer security weaknesses were adequate.

2 A library is a collection of similar files, such as data sets contained on tape and/or disks, stored together in
a common area.

3 Data set rules are definition specifications that control inserting, replacing, and deleting data segments in
logical relationships.

* ACF-2 is a general security system that provides control over access to all resources under control of the
operating system.

> ABORT mode is the normal mode of operation that provides controlled termination of a processing
activity when it cannot or should not continue.

% $MODE indicates the mode for this individual rule set. Used as a transition tool to ease the system in
ABORT mode.

"WARN is a security mode where access violations are logged and warning messages issued to enable
processing to continue.

¥ TAPEBLP is an attribute that allows users to access a tape data set without rule verification.

? UID is a pointer to a character string containing the user ID and password, commonly the user

identification, which is linked to a password providing a centralized access control mechanism that dictates
individual user privileges.
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Control Weakness 1-2: User ID and Password Management Controls Were Not
Effective

GAO reported that user IDs and passwords were not being properly managed to
sufficiently reduce the risk of unauthorized access to the computer systems. They also
identified instances where the system was configured in a manner that did not always
require passwords for user authentication. Additionally, passwords existed that were:
(1) fewer than six characters; (2) identical to the user’s ID; or (3) easily discoverable
words. GAO also reported that the District was not promptly removing unused, dormant
or unneeded ID’s or deleting ID’s, for terminated employees.

GAO recommended that OCTO:

e develop and implement procedures for periodic review of Global Options. '

e set password options as follows: (1) PSWD REQUIRED=YES; 2) MIN PSWD
LENGTH=S8; (3) PSWD-LID=YES; (4) PSWD NUMERIC=YES, PSWD RESERVE
WORD=YES; and (6) PSWD HISTORY=6.

e define to ACF-2 a list of passwords that should not be allowed.
e develop and implement procedures to:

1. ensure that ODC2 security staff are notified immediately when a system user is
terminated or no longer requires system access;''

2. verify periodically that all user access authorizations continue to be valid and that
inactive accounts are disabled; and

3. ensure that all user access authorizations are documented.

The reported computer security weaknesses required seven corrective actions to be
taken by OCTO (1.B.1 - 1.B.7). We found that OCTO had only taken action to eliminate
two computer security weaknesses (1.B.2-3). However, OCTO has initiated actions to
eliminate the remaining five computer security weaknesses (1.B.1 and 1.B.4-.7). These
actions are scheduled for completion during the 1% quarter of calendar year 2002.

12 Global Options are features and options that determine system configuration settings or defaults.

" ODC?2 is the former Share Data Center now known as OCTO Data Center Two. The Data center
environment should provide adequate protection so that data (both programs and applications) are properly
protected from unauthorized access, change, destruction, or misuse and that changes to data are properly
controlled.
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Control Weakness 1-3: System Software Controls Were Not Effective

GAO reported that the District was not properly controlling system software to
prevent access controls used to process the Trust Fund and other financial systems from
being circumvented. Specifically, the District’s system software configuration was set up
in a manner that allowed users and programs to bypass access controls and gain
unauthorized access to the computer system, perform sensitive system functions and
operate outside of proper security controls. Additionally, there were no procedures to
control changes to the software system or adequately review programs in sensitive system
libraries that could be used to circumvent controls.

As a result, GAO recommended that OCTO:

e cstablish a warning banner.

e change the LNKAUTH' parameter from LNKAUTH=LNKLST to
LNKAUTH=APFTAB."

e define the level of access rules specific to each Authorized Programming Facility
(APF) dataset name.

e review APF tables and the Link list and remove inappropriate entries.'*

e develop and implement procedures for authorizing independent testing and approving
system software changes.

e implement a targeted program to monitor access of sensitive program and files.

e develop and implement a process to periodically review programs in sensitive system
software libraries.

The reported computer security weaknesses required seven corrective actions to
be taken by OCTO (1.C.1 - 1.C.7). We found that OCTO had only taken action to
eliminate one computer security weakness (1.C.1). However, our follow-up review
disclosed that correction actions are in progress for five of the computer security
weaknesses (1.C.2 - 1.C.6) and no action had been started for the remaining computer
security weaknesses (1.C.7).

21 NKAUTH is a parameter that specifies whether the data sets in the Link List concatenation will be
automatically APF authorized, or if they will only be authorized when they are also in the APF table
defined by the PROGxx.ini configuration files. (PROGxx.ini contains the definition of the Authorized
Program Facility (APF) table.

" LNKAUTH=LNKLST or LNKAUTH=APFTAB establishes link listed libraries which are considered to
be APF authorized by default and are required to be listed in the IEAAPFxx member(s). IEAAPFxx this
member controls the APF authorization of load libraries.

' A Link List record defines one or more libraries that CA-ACF2 considers a logical extension to the
system link list.
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Control Weakness 1-4: Network Security Was Insufficient

GAO cited several risks associated with network security access and system
software controls and their inability to adequately protect and restrict access to the
District’s networks. GAO found several instances where network UID and password
management controls could compromise the integrity of the District’s financial systems.
Additionally, the District had not securely configured computers and networks onto their
existing network infrastructure to prevent unauthorized access. Finally, several network
systems on the DPW LAN" and DC WAN'® had not been set up to preclude password
authentication, ensure periodic password changes or disable UIDs after a specified
number of invalid password attempts.

GAO recommended that the following corrective actions be taken:

e cvaluate user need for access and provide layers of controls to protect the network.
e require password change intervals every 30-90 days.

e change the “Null Session” setting."’

The reported computer security weaknesses required four corrective actions to be
taken by DPW (1.D.1-1.D.4). We found that DPW completed corrective action on two
computer security weaknesses (1.D.2 and 1.D.4) and initiated corrective actions for two
computer security weaknesses (1.D.1 and 1.D.3).

Control Weakness 1-5: Access Activities Were Not Monitored

GAO noted that the District had not installed intrusion detection software on its
WAN and had intrusion detection capabilities on only 2 of its 22 networks at DPW. In
addition, a network server used to allow access through the Internet to the computer
system had not been configured to log any access activity. GAO also concluded that the
District was not actively monitoring user access activity, or investigating failed attempts
to access sensitive data and information used to process the Fund and various District
financial systems. Also, a history log of access activities was not targeted to specific
actions and the District did not follow up to ensure that violations had been appropriately
investigated.

' Local Area Network (LAN) is a high-speed path between computers and associated equipment that
provides resource, data, and program sharing or exchange within a limited geographical area.

' Wide Area Network (WAN) is a type of formal communications network covering a wide geographical
area.

"7 Null session allows a hacker to obtain user, group, and share information without a valid username or
password.
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GAO reported that the risks created by access control problems were significantly
increased because of the inadequate systems monitoring and user activity procedures the
District deployed. An effective monitoring program would ensure that: (1) mechanisms
are in place to allow them to oversee normal activity, (2) the agency is alerted to unusual
activity in a timely manner, and (3) security activity is logged and that any indication of
an imminent security violation be promptly identified and acted upon in a timely manner.
As aresult, the District is at risk in its ability to adequately safeguard the information
housed in the Districts financial system and detect all improper attempts to access the
Fund’s data.

GAO had no specific recommendation for this weakness; however, the OIG
identified six corrective actions necessary to correct the reported computer security
weaknesses related to this finding (1.E.1-1.E.6). Both OCTO and DPW have initiated
corrective actions. Our review found that one corrective action had been completed
(1.E.2) and that five were ongoing (1.E.1, 1.E.3-1.E.6).

10
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REPORTED FINDING 2: OTHER INFORMATION SYSTEM CONTROLS WERE
NOT SUFFICIENT (FOUR CONTROL WEAKNESSES)

Control Weakness 2-1: Physical Security Controls Were Not Effective

GAO noted that neither ODC2 nor DPW had developed formal procedures for
granting and periodically reviewing access to the computer resources they housed.
Additionally, GAO concluded that neither DPW nor the OCFO/OCTO was adequately
controlling access by visitors, such as contractors, to sensitive system areas. Individuals
were able to enter and move about both DPW’s network server room and ODC2’s
sensitive system areas without restriction. According to the report, the District’s physical
access control measures, such as locks, badges, and alarms used to safeguard critical
financial information and computer operations were inadequate.

GAO had no specific recommendation for this weakness; however, the OIG
identified five corrective actions necessary to correct the reported computer security
weaknesses related to this finding (2.A.1-2.A.5). Our review found that both DPW and
OCTO have taken the necessary corrective actions to correct the reported computer
security weaknesses.

Control Weakness 2-2: Computer Duties Were Not Properly Segregated

GAO reported that the District had assigned incompatible job responsibilities to
certain application and system programmers. GAO noted 24 programmers who
developed programs for the District’s main financial system, SOAR, also supporting its
operation. Moreover, certain application programmers with detailed knowledge of the
SOAR application were permitted to modify SOAR production data. In addition, GAO
showed evidence of system programmers, who were responsible only for certain
incompatible functions, with access privileges that allowed them to perform security
administration, production control, and database administration functions. Because of
these capabilities, system programmers had the ability to modify the evidence of their
activity on the system and make detection of such activity quite difficult.

GAO had no specific recommendation for this computer security weaknesses;
however, the OIG identified seven corrective actions necessary to correct the reported
computer security weaknesses related to this finding (2.B.1-2.B.7). Our review found
that no corrective action had been completed. However, six of the corrective actions
were in progress (2.B.1, 2.B.3-2.B.5), and one had not been acted upon (2.B.2).

11
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Control Weakness 2-3: Changes to Application Programs Were Not Adequately
Controlled

GAO noted that documentation for changes made to the financial system, SOAR,
did not indicate that the changes had been tested prior to implementation. In addition,
there was no evidence that an independent technical review had occurred regarding these
changes. GAO also noted that the District had no established procedures for a periodic
review of the SOAR programs to ensure that all changes were properly authorized. As a
result, the District faced numerous risks that unauthorized or inadequately tested
programs or modifications to existing programs could be introduced without detection.

GAO had no specific recommendation for this information system control
weakness. However, in response to the GAO report, District officials stated that policies
and procedures to ensure that changes to SOAR programs are authorized, tested,
independently reviewed, and approved would be implemented by January 2001. As of
the date of this report, these enhancements had not been implemented. Additionally,
those policies would include a provision to periodically review changes to SOAR and
ensure that only authorized changes are made.

The OIG identified five corrective actions necessary to correct the reported
computer security weaknesses related to this finding (2.C.1-2.C.5). Our review found
that OCTO had not taken any corrective actions to correct three computer security
weaknesses (2.C.2-2.C.4). However, corrective actions were in progress for two of the
computer security weaknesses (2.C.1 and 2.C.5).

Control Weakness 2-4: Service Continuity Planning Was Not Complete

GAO reported that none of the District organizations visited had a fully tested
disaster recovery plan. Such plans should ensure that IT services are readily made
available in the event of a major disruption. Without an adequate IT continuity
framework, the District is at an increased risk for loss and damage to business operation
activities in the event of a disaster.

GAO also noted that neither OCTO nor OCFO had developed comprehensive
disaster recovery plans for the District WAN or the ODC2 computer center, which
processes the Fund and other financial systems. Additionally, DPW had not developed a
disaster recovery plan for its LAN. Specifically, OCTO and OCFO disaster recovery
plans did not establish security teams with specific roles and responsibilities, or specify
requirements for testing the plan or reviewing and updating the plan based on test results.
GAO also pointed out that ODC2’s disaster recovery plan did not address the different
types of risks, such as floods, storms, or interruptions in power or communications, that
could adversely affect the continuity of services.
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Final Report
OIG No. 02-1-1KA(a)

FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

The GAO recommended that the following corrective actions be taken to correct
these shortcomings:

e develop and implement a comprehensive disaster recovery plan.

e develop and implement interim procedures to minimize damage to the facility in the
event of a fire.

In response, District officials stated that they had developed a disaster recovery
plan for the ODC2 computer center, which will use the District’s Department of Human
Resources computer center. Additionally, ODC2 completed a preliminary risk
assessment study in October 2001. They also stated that this plan would be fully
implemented by June 30, 2001. As of the date of this report, neither OCTO nor OCFO
had developed comprehensive disaster recovery plans for the District’s financial systems.
Also, DPW officials stated that they would develop a comprehensive disaster recovery
plan for their LAN by April 1, 2002.

The OIG identified six corrective actions necessary to correct the reported

computer security weaknesses related to this finding (2.D.1-2.D.6). Our review found
that corrective actions were in progress for all six of the computer security weaknesses.
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FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

REPORTED FINDING 3: COMPUTER SECURITY MANAGEMENT
PROGRAM WAS NOT ADEQUATE (ONE
CONTROL WEAKNESS)

GAO noted that the District had not established a central focal point to coordinate
computer security matters or developed a comprehensive security management program.
Specifically, each of the District’s five data centers were operating and securing its own
computer environment without District-wide guidance or oversight. For instance, OCTO
manages and oversees the District’s WAN, while DPW still manages their own internal
network. Additionally, the framework for security roles and responsibilities were not
clearly established or defined. This management framework involves: (1) assessing
security risks to determine security needs; (2) developing and implementing policies and
procedures that meet those needs; (3) promoting security awareness to ensure that risks
and responsibilities are communicated and understood; (4) adjusting policies and
procedures regularly and reevaluating periodically to ensure that policies and controls are
appropriate and effective; (5) developing technical standards for implementing system
software, maintaining the operating system integrity or controlling system utilities; and
(6) establishing a program which would allow the District to identify and correct the
types of weaknesses discussed in the report.

GAO also noted that access to the District’s Financial application had been
removed for three terminated employees, but access to the computer system that
processes this and other financial applications had not been disabled. GAO concluded
that none of the organizations they reviewed had adequately accomplished any of the
above objectives and therefore made the following recommendations to OCTO:

e cstablish a central focal point to manage security.

e assess risk to determine computer security needs.

e develop and implement policies and controls that meet these needs.

e promote awareness to ensure that risk and responsibilities are understood.

e institute an ongoing program of test and evaluation to ensure that policies and
procedures are appropriate and effective.

In response to GAO’s report, OCTO stated that they recognized the need for
enhanced security and planned to implement a formal security management program by
October 1, 2001. This program is currently in draft form. OCTO also established the
Director of IT Security position with a staff of 3 security officers and 11 contract support
personnel. In order to be effective, this position should be highly visible and report
directly to the Chief Technology Officer.
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OIG No. 02-1-1KA(a)

FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

The District has also taken the following actions in response to the GAO report:

established a central focal point to manage security.
assessed risk to determine computer security needs.

developed and implemented policies and controls, currently in draft form, that meet
these needs.

scheduled and promote regular security awareness to ensure that risks and
responsibilities are understood, with training scheduled to begin November 30, 2001.

consolidated from five to three main data centers.

implemented procedures governing sensitive data sets and libraries.

The OIG identified 20 corrective actions necessary to correct the reported

computer security weaknesses related to this finding (3.1-3.20). Our review found that
corrective actions were in progress for 19 of the computer security weaknesses
(3.1-3.19), while no corrective action had been taken for one computer security weakness
(3.20).

RECOMMENDATIONS

We recommend that the Department of Public Works and the Office of the Chief

Technology Officer, as appropriate, take the following actions:

1.

Complete the corrective actions for the 56 specific computer security weaknesses that
are reported and detailed in Exhibit A, and

Notify the OIG quarterly on the progress in implementing the corrective action for
each of the specific computer security weaknesses.

We are also repeating two specific recommendations that GAO made in their

January 2001 report GAO-01-155, and also recommend that OCTO:

3.

Ensure that an effective entity-wide security management program be developed and
implemented, and

Institute an ongoing program of test and evaluation to ensure that policies and
controls are appropriate and effective.
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FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

DPW RESPONSE

The DPW concurred with our recommendations that concerned DPW and the
DDOT and have initiated corrective actions by: (1) filling a new Chief
Technology/Information Officer position; (2) formulating a full disaster recovery plan;
and (3) increasing the security of the DPW/DDOT network.

OCTO RESPONSE

In response to recommendation 1, the OCTO indicated and provided supporting
documentation that corrective actions were completed for 21 computer security
weaknesses. Corrective actions are in progress for 20 computer security weaknesses, and
four had no action taken. Additionally, the OCTO did not respond to 11 computer
security weaknesses (1.B.5, 2.B.1-5, 2.B.7, 2.C.1, 2.B.3-5) because the OCTO believes
that the Office of the Chief Financial Officer (OCFO) the OCFO is responsible for the
required corrective actions.

The OCTO responded to our Recommendation 3 stating that the implementation
of the new enterprise-wide Administrative Systems and Modernization Program (ASMP)
will create a production environment and provide for separation of development and
production responsibilities for human resources, general ledger, payroll and procurement
through robust problem management, change management, production control, security
processes and production. The OCTO stated that the ASMP should be implemented by
the end of fiscal year 2004.

The OCTO did not respond to Recommendations 2 and 4.
OIG COMMENTS

The OIG believes that the actions taken by DPW are adequate and correct the
identified computer security weaknesses. Since all identified computer security
weaknesses have been corrected, we believe that DPW need not provide quarterly
progress reports as required by Recommendation 2.

The OIG notes that the OCTO has made significant progress toward completing
the corrective actions necessary to eliminate identified computer security weaknesses,
and agrees that the OCFO should respond to specific control weaknesses affecting its
authority. However, the OIG believes that OCTO should be the repository for responses
from OCFO. The OIG requests that OCTO provide the OIG with result of the ongoing
progress in implementing outstanding corrective actions associated with
Recommendation 1.
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FINDINGS AND FOLLOW-UP ON GAO RECOMMENDATIONS

The corrective actions planned for Recommendation 3 to implement ASMP meet
the intent of the recommendation and should correct the computer security weaknesses
identified in our audit report.

The OCTO did not respond to recommendations 2 and 4. We request that the
OCTO revisit Recommendations 2 and 4 and provide comments within 15 days of the
receipt of this report.
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OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weam;s:;irade InThe GAO OIG's Comments Regarding Implementation Status R:;E::;l(:;e
1. Sensitive Data and Programs Were Vulnerable to Unauthorized Access
1.A Access Authority Was Not Appropriately Limited For Authorized Users

Changed Authorized Programming File (APF) rules to restrict, update,
and allocate to system and application programmer on a need to know

*4,300 active user IDs had full access to  [basis only. Twenty UID have this capability. Procedures have been

20 sensitive system software libraries used |developed for granting access to sensitive system files. Data Center

to perform sensitive functions Manager to receive report when changes are made. C OCTO
ACEF-2 rules changed to lock out users after 3 unsuccessful attempts.

*security software was not implemented to|Privileged access restricted to 20 sys & certain app programmers on a

deny unauthorized access attempts need to know basis via APF rules. C OCTO
DPW has firewall at each server. APF rules changed to limit privileged
access to sys programmers on a need to know basis. ACF-2 rules now
lock out users after 3 unsuccessful attempts. Removed the $Mode
(WARN) Statement. Changed ACF-2 rules to permanently operate in

*689 access rules could be used to bypass [ABORT mode. Under this mode a command is sent to stop processing

other security controls when unauthorized access is attempted. C OCTO
TAPEBLP privilege removed from all UID and restricted to system

*265 user IDs were granted the tape programmers and certain production process UIDS based on need only.

bypass label that allows users to read and |Data Center Manager reviews access semi annually or after changes

alter any tape regardless of other security |are made. Procedures developed to support user request with foreign

controls tapes. C OCTO

1.B User ID and Password Management Controls Were Not Effective

* user IDs and passwords were not being | ACF-2 enforces password history of 4 generations by default.

managed to sufficiently reduce the risk of |Recommendation for 6 generation and 8 character passwords will be

unauthorized access to the computer implemented on conversion to RACF. Currently, PSWD LENGTH =

system 6 set for password complexity. 1 OCTO

*passwords . -

existed where they were not prevented ACF-2 rules changed to require minimum 'PSWD LENGTH =6. All

from being fewer than six characters long general user ID passwords required to expire within 30 days. '
Password control settings changed to require passwords to contain at
least 6 characters. A daily report CSDAILY that includes
environmental report ACFRPTNV is generated on all ACF-2 activity
and accesses. There is currently a moratorium on major ACF-2 changes
(exits). C OCTO
Confirmed that the current system wide setting for ACF2 is set to

* passwords that existed were not disallow passwords from the same as the User ID. Control is now set

prevented from being the same as the user [to PSWD=LID=Yes. This rule disallows both the password and the

ID User ID from being the same. C OCTO

* passwords that existed were not

prevented from being easily discoverable | Recommendation for password complexity to be satisfied with

words conversion to RACF due st quarter of 2002. 1 OCTO
UID managers are contacted monthly by ODC2 regarding status of

* District was not promptly removing dormant UID. Procedure developed 7/16/01, Monthly logon ID

unused or unneeded IDs or deleting IDs forimaintenance Procedures. CS monthly developed and scheduled to run

terminated employees through CA7 Scheduler on the 20th day of each month. 1 OCTO
Developed Logon ID maintenance procedures. Reconcile monthly
dormant UID by ODC2 with UID managers at agency level.

* 1400 user IDs had not been used for at  [Procedures developed 7/16/01. CS Monthly developed and scheduled

least 7 months to run through CA7 Scheduler. 1 OCTO

* cases were terminated employees were  [Daily activity reports generated on ACF-2 activity and accesses. This

provided opportunity to sabotage financial |still could compromise financial data. Access should be granted on a

operations because user IDs were not need to know basis. In the meantime UID managers are contacted

promptly disabled monthly regarding the status of dormant UIDs. 1 OCTO

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency
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OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weakn:»ses Made In The GAO e T ST Responsible
eport Status Agency(s)
1.C System Software Controls Were Not Effective
System procedure manual is currently under development. A three
phased approach to change APF Linklist. They now announce changes
during weekly user meetings. Implemented LNKAUTH=LNKST to
* not properly controlling system software [LNKAUTH=APFTAB in August 2001. Banner currently exists on
to prevent access controls on the computer |dedicated terminal. Planned implementation on desktop in process.
system from being circumvented DCWAN Banner Page on OC-Web Connect. C OCTO
Procedures under development. Phased approach implemented in
conjunction with previous item. Paper form updated to mainframe
* identified system software configuration [and physical access. Departmental email box established to receive
that could allow users to bypass access electronic request. Provided read only access to all users by September
controls and gain unauthorized access 2001. 1 OCTO
* operating system was setup in a manner
that allowed programs in any of 74
libraries included in a normal search Security Officer will test list of rules and provide documentation to
sequence to perform sensitive system OIG. 3 phased approach implemented in conjunction with previous
functions and operate outside of security |item. Implemented write access to system programmers only by
controls September 2001. 1 OCTO
* had not instituted processes to control ~ [Have a manual change control process in place. Reviewing a more
changes to system software on this robust procedure. Long term solution still under development.
computer system Changes are announced during user meetings 1 OCTO
* was not maintaining a comprehensive logUnder development will develop a comprehensive change control
of system software changes or consistently |procedure. ENDEVOR software will be implemented in the 1st quarter]
documenting these changes and test results|of 2002. 1 OCTO
* 13 files capable of performing sensitive [Have implemented SMS system to manage storage that tracks verifies
system privileges did not exist on the and manages the enforcement rule of catalogued data sets. Specific
volume specified in the table used to logging records are collected nightly through batch job (ACFRPTDS)
manage such files and redistributed to the Data Center Manager to review activity. 1 OCTO
* District was not adequately reviewing ~ [Management will document by 3rd quarter 2002 policy to contain
programs in sensitive system libraries to  |change by dividing task between individuals to address production
identify and correct weaknesses that could |control (CA-7 scheduler), change control, and disaster recovery.
be used to circumvent security controls Endevor will be implemented in the Ist quarter 2002. N OCTO
1.D Network Security Was Insufficient
* several network user ID and password
management weaknesses that could be Implemented changes to force 90 day password changes. Developed
exploited to gain unauthorized access DPW server account and password policies (changes 60 day interval). 1 DPW
* common default account was made User accounts that had not been logged for 60 days are flagged. DPW
available on one DPW network server removed common default accounts. C DPW
* certain network systems on the DPW
LAN and/or District WAN were not set up |Five failed attempts to authenticate will lock user out, require password|
to require password authorization, ensure |to be reset. DCWAN lock out after three unsuccessful attempts.
passwords were changed periodically, or |Password change interval set at 30 days for DCWAN. DPW currently
disable user IDs after a specified number |uses a 10 character requirement and force password changes to 60
of invalid password attempts days. DCWAN Banner page on OC-Web Connect. 1 OCTO/DPW
* certain network servers and routers were
set up in a manner that permitted
unauthorized users to connect to the Null session allows one window server to logon remote windows
network without entering valid user IDs  |server using a blank user name and password. DPW installed McAfee
and password combinations Software. C DPW
1.E Access Activities Were Not Monitored
In process of installing intrusion detection software on the DPW WAN
and DC WAN. Director of Security had 4 intrusion detection
demonstrations. Will later evaluate and determine which software to
* District had not installed intrusion select and implement District-wide. (OCTO selected NFR Network
detection software on its WAN Intrusion Detection (NFR NID) is an intrusion detection system.) 1 OCTO/DPW
* DPW was using available intrusion
detection capabilities on only 2 of its 22 |Active on all network segments. DPW currently monitoring network
network segments activity with Riversoft and Concord Software packages. C DPW

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency
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OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weakn:»ses Made In The GAO e T ST Responsible
eport Status Agency(s)
The District established a formal Information Security Program
(currently in draft form) and created a Director of IT Security under
* network server used to allow access OCTO. The security group is in the process of developing specific IT
through the Internet to the computer Security Policies and Procedures. OCTO plans to implement intrusion
system that maintains District financial detection software on the DCWAN. DPW implemented McAfee virus
information detection software on all of its servers. 1 OCTO/DPW
* District was not actively monitoring user
access activity to identify and investigate |Reviewing monthly security reports, monitoring account activities.
failed attempts to access sensitive data DPW also monitors desk top Intel LANDESK application. 1 OCTO/DPW
* history log of access activity were not
targeted to specific actions and the District |Changed access rules at CDO2 to monitor account activities. DPW
did not follow up to ensure that violations |prints system logs for each of its servers weekly. Three failed assess
had been appropriately investigated attempts will lock user out requiring reset. 1 OCTO/DPW
Set up firewall established login scripts that keep track of site activity.
Installed forced password changes at regular intervals and monitor
* had not established a process to identify [daily account activity. DPW prints system logs for each of its servers
and investigate failed attempts to gain weekly. OCTO currently in process of developing specific IT Security
access to computer system Policies and Procedures. 1 OCTO/DPW
2. OTHER INFORMATION SYSTEM CONTROLS WERE NOT SUFFICIENT
2.A Physical Security Controls Were Not Effective
* Neither DPW nor OCFO had developed
formal procedures for granting and Established procedures requiring access by picture ID and escort of
periodically reviewing access to the visitors. Paper forms updated for mainframe, and physical access at
computer resources ODC2. C OCTO/DPW
* DPW did not have complete or accurate
records of which employees were
permitted access to the network server Updated ODC2, DPW and DC WAN entrance procedures, reporting to
room include photo IDs, card readers and name associated to cards. C OCTO/DPW
Performed a recertification of access. Implemented photo ID system in
* 60 District employees and contractors  [July 2001. Certification required by approval of Manager and set up
who had been granted access to the with predefined expiration dates. Contractors are assigned to a 6
OCFO's SHARE computer center without |months maximum. Daily reports generated on ACF-2 activity and
evidence of formal authorization accesses. C OCTO/DPW
* OCFO staff could not account for 6 of  [Previous certification process cancelled. New entrance procedures
the 95 cards that permitted access to the  |were established. Completed August 2001. Old cards disabled, and all
SHARE computer center computer room _|authorized users received new cards. C OCTO/DPW
Implemented in conjunction with previous item. Established
comprehensive entrance procedures affecting employees, visitors,
* Neither DPW nor OCFO was adequately [contractors and sensitive computer areas. Both OCTO and DPW
controlling access by visitors, such as developed specific entrance procedures for DCWAN, DPW WAN, and
contractors, to sensitive computer areas. |ODC2. C OCTO/DPW
2.B Computer Duties Were Not Properly Segregated
Still have one user that has access to both categories (system and
application programmer). Probably a staffing and training issue. These
two functions should be separated. Management indicated that task will
be divided between persons to address production control, change
* had assigned incompatible duties to control and disaster recovery. Production ID and password control
certain application and system were identified and have been internally implemented to track the usag
programmers by application area. 1 OCTO
* 24 application programmers that
developed computer programs for the
Districts main financial system SOAR
were also responsible for supporting its ~ |Production control issue. ODC2 Data Center Manager stated that there
operation is a lack of adequate staffing to support separated functions. N OCTO
* certain application programmers were  |In process of moving from distributed agency production to ODC2 CA
granted access to SOAR production 7 production scheduler. CA-7 will automate the schedule of production
programs and data control. 1 OCTO

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency



OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weakn:»ses Made In The GAO e T ST Responsible
eport Status Agency(s)
* implemented controls in a manner that
permitted application programmers, who
were not responsible for supporting SOAR |Duties documented to separated or divide function of production
operations, to also access SOAR control, change control, disaster recovery, etc., change pilot project is
production programs and data planned. 1 OCTO
* all 13 programmers responsible for
maintaining the computer system that
processes financial data were also assigned!
certain incompatible functions This will implemented in conjunction with previous item. 1 OCTO
* some system programmers were
responsible for security administration, Implemented in conjunction with previous item. CA-7 production
while others were also responsible for scheduler will be handled at ODC2. CA-7 automates the scheduling
production control or database and management of production workloads based on multiple levels of
administration criteria dependencies, resource availability and time. 1 OCTO
* all of the 13 programmers were granted
access privileges that would allow them to
also perform security administration,
production control, and database This weaknesses will be implemented and corrected in conjunction
administration with previous item. Division of task. 1 OCTO
2.C Changes to Application Programs Were Not Adequately Controlled
ODC2 Data Center Manager stated that policy and procedure would
* District policy did not require changes to|be developed in conjunction with the Endevor change control software
its main financial system, SOAR, to (1) be |implementation. Endevor is designed to streamline and automate
approved or reviewed prior to complex software development process across the development life
implementation or (2) include guidelines |cycle to include software security, standard enforcement, change
for testing changes tracking and audit trails. 1 OCTO
* standardized change request forms did
not always include authorizing signatures
or evidence of testing and independent
review Open. Will be implemented in conjunction with previous item. N OCTO
* documentation for about 30% of the 26
changes that were made to correct
problems with SOAR programs from
October 1, 1999, through July 20, 2000,
did not indicate that the change had been
tested prior to implementation Open N OCTO
Open
* documentation for almost 90% of these
changes did not specify that an
independent technical review had occurred N OCTO
Will be implemented in conjunction with previous item.
* District had not established procedures
for periodically reviewing SOAR programs
to ensure authorized changes had been
implemented 1 OCTO
2.D Service Continuity Planning Was Not Complete
A Risk Assessment analysis was performed by SUNGUARD.  Will
be implemented in conjunction with previous item.
(Expected Completion Date:  April, 2002) Have draft form of
Disaster Recovery Plan. ODC?2 estimates that it is about 50% complete|
. Weconcur.  ODC2 has completed a preliminary risk assessment
* none of the District orgs visited had a (SUNGUARD) study in October 2001. This will be the catalyst for a
complete and fully tested disaster recovery |more comprehensive business continuity plan where ODC2 will be the
plan recovery site for ODC1 and vise versa. 1 OCTO/DPW
Data will be mirrored to the minute between ODC1 at Benning Road
* DPW had not developed a disaster and ODC?2 at Massachusetts Avenue data centers. Will be
recovery plan for its LAN implemented in conjunction with previous item. 1 DPW
* Neither OCTO nor OCFO had developed
comprehensive disaster recovery plans for
the District WAN or the SHARE computer| Will be implemented in conjunction with previous item. OCTO
center developed contingency plan for its WAN. 1 OCTO
* OCTO and OCFO disaster recovery
plans did not establish disaster recovery
teams with specific roles and
responsibilities, specify requirements for
testing the plan periodically, or institute a
process for reviewing and updating the Will be implemented in conjunction with previous item. Studying tape
plan based on test results backup system and procedures. 1 OCTO

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency
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OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weakn:»ses Made In The GAO e T ST Responsible
eport Status Agency(s)
5| |* OCFO's disaster recovery plan for the
SHARE computer center also did not
address different types of risks, such as
floods, winter storms, or interruptions in
power or communications Will be implemented in conjunction with previous item. 1 OCTO
6/ [* OCTO nor OCFO had fully tested
disaster recovery plans for the District
WAN or the SHARE computer center Will be implemented in conjunction with previous item. 1 OCTO
3. Computer Security Management Program Was Not Adequate
1 Created position description for Director of IT Security to include 3
Security Officer employees and 12 support contractors. This position
should be a direct report to the Chief Technology Officer. OCTO also
in the process of setting up Security Program. In order to be effective
the position of Director of IT Security should be highly visible and
* had not adequately established a central |given appropriate responsibilities and authority. OCTO is in the
focal point to coordinate computer security|process of setting up Security Program to address specific IT
management procedure. 1 OCTO
2| |* no single District office was overseeing
the architecture operations, configuration,
or security of the District networks and
systems Implemented in conjunction with previous item. 1 OCTO/DPW
3| |* each of the Districts five data centers
remains responsible for operating and
securing its own computer environment  |District consolidated into 3 main data centers ODC1-Benning Road,
without sufficient District-wide guidance |ODC2 Mass. Avenue, and MPD. Common security policy will be
or oversight\ District-wide. 1 OCTO
4| [* OCTO manages and secures the District
WAN, other functional units, such as In process. Will be implemented in conjunction with establishment of
DPW, still manage their own networks comprehensive security policy 1 OCTO/DPW
5| |* security roles and responsibilities were
not clearly assigned, security management
as not given adequate attention, no Established Policies and Procedures and Matrix chart in draft.  Should|
organization was held accountable for be implemented in conjunction with establishment of comprehensive
security throughout the District security policy. 1 OCTO
6| |* District policy did not require risk
assessments or provide guidance for Established Policies and Procedures in draft form. Regular awareness
managing security risks on a continuing  |training will be scheduled and provided. Scheduled to begin
basis November 30, 2001. Security awareness training started as scheduled. 1 OCTO
7| |* none of the District organizations visited
were adequately managing risk relating to |On an ongoing basis. Will be implemented in conjunction previous
computer security item. 1 OCTO
8 |* DPW had not performed a risk
assessment for its network Will be implemented and included with OCTO. 1 OCTO/DPW
9
* OCTO had not formally assessed
computer security risks relating to the
District WAN which could affect all
District agencies connected to this network|Concurrent ongoing development. 1 OCTO
10 |*OCFO was not routinely assessing and
managing information security risks
associated with its SHARE computer
center. ODCI and ODC2 scheduled for this quarter. 1 OCTO
11| |* OCTO had not yet established District-
wide guidance for developing and
implementing comprehensive computer
security policies and controls DCWAN Concurrent ongoing development. 1 OCTO
12| |* central focal point had not been
established to oversee computer security |Created position description and filled position, but not officially
throughout the District, has contributed to |established for Director of IT Security, plus 3 full time Senior Security|
unclear security roles and duties Managers and 12 contract support staff. 1 OCTO
13| |* access to District Financial applications
had been removed for three terminated
employees, but access to the computer
system that processes this and other A review of passwords revealed one user with access to financial data
District financial applications, had not beenstill had full access even though he transferred. Several users have
disabled multiple user Ids or duplicate UIDs. | OCTO
14| |* District had not developed technical
standards for implementing security
software, maintaining operating system  |ODC2 has implemented procedures governing sensitive data sets and
integrity or controlling sensitive utilities _[library access, but must be incorporated in overall District policy. 1 OCTO

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency
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OVERVIEW AND ANALYSIS OF REPORTED INFORMATION TECHNOLOGY WEAKNESSES

Reported Weaknesses Made In The GAO
Report

OIG's Comments Regarding Implementation

Status

Responsible
Agency(s)

15

* establishment of appropriate controls
were hindered because security
administration and system programming
staff were not provided with adequate
technical training

Open. ACF-2 issue, ODC?2 indicated that this issue will be corrected
when RACF is implemented.

OCTO

16

* OCFO security administration staff at the
SHARE computer center had not received
security awareness training and had only
minimal training on security software used
by the District

Security awareness training scheduled for November 30, 2001.

OCTO

17

* OCFO system programmers at the
SHARE computer center had not received
technical training on important types of
system software, such as the tape
management system,

Open. ACF-2 issue, ODC?2 indicated that this issue will be remedied
when RACF is implemented.

OCTO

18

* none of District organizations visited
were adequately promoting security
awareness to ensure risks and
responsibilities were understood

Regular awareness training will be scheduled and provided.
Scheduled to begin November 30, 2001.

OCTO/DPW

19

* users were unaware of or insensitive to
the need for important information system
controls, such as a secure passwords

Should be promoted and will be implemented in conjunction with
previous item.

OCTO/DPW

20

* none of the District organizations visited
had established such a program, which
would allow the District to identify and
correct the types of weaknesses discussed

in the report

Open. This is still a problem. No central focal point established for
correcting control weaknesses identified in this report.

OCTO/DPW

C - Action taken to correct the deficiency
I - In process actions to correct deficiency
N - No action taken to correct the deficiency
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GOVERNMENT OF THE DISTRICT OF COLUMBIA
DEPARTMENT OF PUBLIC WORKS

* &
I
]
District Division of Transportation

March 29, 2001

Charles C. Maddox, Esq
Inspector General

717 14" Street, N. W.
Washington D. C. 20005

Dear Mr. Maddox:

This letter is in response-to your draft audit of the Office of the Chief Technology Officer
(OCTO) (OIG Report No. 02-1-1KA) and the Recommendations Follow-up Review Lo
the GAO report issued previously.

As you know, OCTO was responsible for implementing most of the findings. However, in
reviewing the report, several recommendations were also to include responses from the
Department of Public Works (DPW) and District Division of Transportation (DDOT).

Those activities of concem to DPW and DDOT are as follows:

Response to Control Weakness 2-4 - Service Continuity Planning was not complete.
Disaster recovery:

Both DPW and DDOT recognized the lack of a disaster recovery plan and have since
formulated a full disaster recavery plan. DPW and DDOT are going to utilize an existing
contractor, IRON MOUNTAIN, for storing and rotating all backup tapes on a weckly
basis. This contractor is currently used by OCTO’s central data center for this purpose.
As of now, DPW and DDOT are working on a Memorandum of Understanding with
OCTO and a detailed “pick-up and drop-off plan” which is expected to be functioning by
mid April, 2002. In addition, DPW and DDOT are exploring the full “hot site” option,

where full off-site application support and remote systems access for users can be in
place.

Response to Control Weakness 1-4 - Network Security was Insufficient
Change the “null Session” setting:

1.D-DPW/DDOT is currently operating with the following user ID password intervals:
routers-90 days

servers-90 days
NT user accounts-60 days
Novell user accounts-60 days

2000 14th Street, N.W., Washington. D.C. 20009 (202) 673-6813
1
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Mail user accounts-60 days

1-2.D-DPW/DDOT-currently user accounts are flagged to “disable” after no activity
within a predetermined period of time; for DPW/DDOT"s network that time is 60 days.

1-4.D-DPW/DDOT has restricted the access of any user or administrator from accessing

any system platform, within DPW/DDOT’s environment and under the control of the
contractor operated SEAT Management Program, of “none password users accounts.”

Each time access is required, a user account and password is necessary to gain platform

access.

DDOT has gone further than the specific recommendations made by the GAQ. In order

to both maintain the highest information technology standards and the nceded security,
DDOT has advertised and filled a new Chief Technology /Information Officer position.

Please let me know if you need any further assistance or clarification in this matter.

District Division of Transportation

cc:  Leslie Hotaling
Pamcla Graham

TOTAL P.@3
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EXHIBIT C

GOVERNMENT OF THE DISTRICT OF COLUMBIA
OFFICE OF THE CHIEF TECHNOLOGY OFFICER

* ok Kk
=]
|

March 7, 2002

Charles C. Maddox

Inspector General

Office of the Inspector General
717 14" Street, NW
Washinglon, DC 20005

Dear Mr. Maddox:

This letter is written in response to the draft report (MG No. 02-1-1KA) summarizing your follow up
review of the recommendations made by the General Accounting Office (GAO) in their January 2001
report, “Weak Controls Place DC Highway Trust Fund and Other Data at Risk™ (GAOQ-01-155).

I've provided some general comments below, but the detailed responses to each audit item identified by
The Office of thc Inspector General (OIG) are provided in the detailed matrix and associated
attachmenis enclosed with this letter. It appcars that the OIG has listed audit 1items several times under
different categories thal were presented initially as one audit item in the GAQ report. As a result, we've
repeated our responses in a number of categories in an effort to comply with what we believe to be the
intent of the OIG

Many of the OIGs audit items center around a single, centralized issue — change and production control
functions. OCTO cannot obtain additional Full Time Equivalent (FTE) positions to support these
functions, and FTEs 1o support these functions are currently located in individual agency application
development teams. Therefore, a management directive to move positions from the agencies to OCTO
would havc to be implemented to satisfy OIGs recommendation for centralized control over application
change and production control functions

In the initial GAO report dctailed information was provided on system programs, system parameters,
user identifications and passwords that GAQ felt needed be added, deleted or modified. OCTO Data
Center 2 (ODC2) addressed these specific items and developed procedures to ensure that system sceurity
functions would be maintained going forward. We believe these issues should be closed, as we've
indicated in the detailed responses, unless the OIG has additional recommendations that ODC2 can
address.

441 4% Street, N.W., Suite 930 South, Washington, DC 20001 Tel: (202) 727-2277 Fax: (202) 7276857 Email: octo@dc.gov
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Charles C. Maddox
March 7, 2002
Page Two

The new, enterprise-wide Administrative Systems and Modernization Program (ASMP) will create a
production environment and provide for separation of development and production responsibilities for
human resources, general ledger, payroll and procurement through robust problem management, change
management, production control, security processes and procedures. ASMP should be implemented by
the end of fiscal 2004. Until then it will be extremely difficult to extract the system management
functions from the ‘development organization because none of the applications are completely
documented.

Finally, the diagram attached as Figure | illustrates the division of responsibilities for DPW, the
DCWAN and ODC2. No onejorganization has control or responsibility for the entire environment.
DPW is responsible for applications, desktops, LAN hardware/software and security. OCTO DC WAN
is responsible for availability, performance, capacity planning and security of the District-wide circuits,
routers, switches and firewalls. QCTO ODC2 is responsible for operations, technical services and
security of the payroll application for DPW. All other applications are the responsibility of DPW and
processed in their environment.

stions concerning this response or require further information, please contact me or ChifT
r, District Data Centers, at 727-5650.

Figure 1 — Responsibility Diagram

Matrix of audit issues and OCTO responses
Attachment 1 — User Password Protection Procedure
Attachment 2 — Desktop Sccurity Standard
Attachment 3 — Risk Management Program Document
Attachment 4 — Information Security Policy

cc: John Koskinen
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EXHIBIT C

X X X
o mpiEeus i s

District of Columbia
Office of the Chief Technology Officer

and
Office of the Chief Financial Officer

0IG Report No.02-1-1KA
Recommendations Follow-Up Review
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GAO AUDIT ISSUES RESPONSIBLE |  STATUS RESPONSE
ORGANIZATION

1Al 0DC2 Closed | Changed Authorized Programming File (APT) rules to resiriet, updatz, and

4,300 getive user IDs b full access to 20 allocate 10 system and application prograntmcr on a need 1o know basis only.

sensilive systern software hbraries used o Twenty UID have this capability. Procedures have becn developed for granting

perlorm sensitive functions, cess 1 sensitive system filcs. Dala Center Manager to recive report when
changes are made.

142 D2 Closed | ACE-2 rules changod lo lock ow users afier 3 unsucoessful atiempts.

Security software was not implemenicd to deny Privileged acczss restricleg (o 20 systom programmers & certair applications

unauthorized access atiemps, programmers on a neud 40 know basis via APF rules,

143 onc2 Closed | DPW has firewall et each server, APY ruks changed Lo Tl privileged wocoss

689 accuss rules could be wsed o bypass other 10 system programmers 07 2 need o know basis, ACI-2 rukes now lock out

security contro.s, users aller 3 unsuccossfl attempts. Removed the SMoce (WARN) Staterment.
(hanged ACK-2 ruks to permanently operalc in ABORT rode. Under this
e 4 comigand 15 Sent 1o S0 proccssing when unguthorized access is
dllemyped.

1A4 0DC2 Cloed | TAPEBLP privikeze removed fiom all U1 and restricted 10 system

265 user IDs wene granted the Lape bypass ladel programmers and certain production process UIDS based on need only. Daig

(hat ellows users (o read and alter any (ape Center Manager reviews access s annually or after changes are mage.

regardless of other security conirols Frocedures dovzloped o support user request with foreipn tapes.

1Bl ODCYSecurity ln-progress | ACH-2 enfurces passworc history of 4 pencrations by defaul,

User s and passwords were not being managed Recompendation for & eneration and 8 charater passwords will be

1o sufficiently reduce the risk of unauthorized implemented on conversion 1o RACE. Currctly, PSWI LENGTH =6 set for

aceess 1o the compute: svstem password complority. Txpeeted completion dete 4° qu 2002,

182 0DC2 Closed | ACE-2 rules chianged to require minimum PSWI LENGTH = 6. AL pencral

Passwords exisled where they were not user 11 passwords required w expine within 30 days. Password control segtings

presented from being fewer than six characters chenged to toguire passwords 1o contan at Jeast & characters. A Caily repont

long. CSDAILY thatincludes envircomental report ACERPTNY is generated on all
ACE-2 activity and secesses. There fs currently 2 moratorium on majar ACF-2
changes (cxils).

1B3 onee Closed | Confirmed that Lhe curren system wide setting for ACY2 is et to disallow

Passwords that existed were not prevenied from passwords from the same as the User 1. Control 5 now set to

being the same as the user [ PSWD=LI=Yes. This ruke disallows both the passiword and the User 1D from
being the same.

184 0nC2 In-progress | Recommendation or password complexly Le b satsfied with conversion to

Passwords that existed wers not preventd from RACE due 4TH quanter of 2002

eing castly discoverable words,

183 onc2 Closed for | OCT ugtion suflicient siace responsble managers are contected monthly by

District was not prompily remosing unused or OCTO/ In- | the ODCE steurty teams regarcing the status of domant user aecounts, OCTO

)
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GAQ AUDIT ISSUES RESPONSIBLE STATUS RESPONSE
ORGANIZATION

unneeded IDs or deleting 1D for terminated progress Tor | recognies that the states of TXC employocs must come [rom  Central SCUICE,

cployees OCHO | During 2001 and 2002 ONCY staft has requested seveipt of & regular (daily)
extret from the OCHO Payroll for the (CTO Data Centes o confirm the
statws o al) aetive and termingted District emphoyees. OCTO requests that the
OCI tecome responsible for this isue. Ulimately will be addeessed with
ASMP { Administrative Services Modernization Program - formerly T
systemetational database project that will ave nlerfaces to data gerlers
socurtly.

Security

1C1 ope? ot 10 requests dotarked mforavation on the issue, AL preseat, ther 1s ol

Not praperly conteolling System soltwate 1o specific documentation from (1 IG:to address this arca. A hice phased

VAL s controls on (he Somputer system approach (o change AP Link Tl They row announce chinges during weekly

from being creumvented. wser meelings.  Implemented [NKAUTH=LNKST 1o INKAUTH=APETAB
in August 2001, Bamer currently exists en dedicated lermingl. Plannec
implementatior on deskiop in process. DCWAN Banner Fage on (OC-Web
Comt,

1.C2 obe2 Closed ] OC10) fegces Gclaney OTMANON 0 T e . e, R 3 10

Kentified systcm software configuration that specific documentation Grom the 16t address s arca, (KO belicves this

could allow uscrs 1y bypass access controls and issue s closed und addressed in :he respense for fiemT.C.L.

gain unauthorized access.

1.C3 ODC? Closed | OCTO recuests dexaled mformation en this isue. AT present, fere 15 not

Operating system was setup in & manner thal specilic documentation fom the 16 10 address ths arca, OCTO believes this

allowed programs in ey of 74 fbrerics included issuc 15 closed and addragsed in the responsz for item1 C.L.

i mormal search sequence (o perlorm sensitive

systerm funetions and aperaie outside of security

qontrols,

1.C4 0CTo In-progress | A manial change controlprocess 1 0 plice. R:wuwmgamW

Had not nstituted processes to control changes procecure, Long ferm sohuton still under development and imvalies

10 systerr suflware 0n this computer sysiem, implementation o REMEDY OCTO-wide {data centers & WAN) by January
263, Changes are announced during user meetings. Chinge nianagement will
notbe fully implomented wnil Y2003

1.C3 onc2 In-progress | See OCTO response onfinding 1.C:4- Comprefienve ciange an

Was not maintaining a comprefiensive log of configuration mgmt progedures under dowlopment,
system sofiware changes or congistently
documenting these charges and les resulls.

1L 0bC2 Closed | OCTO requests detaled infurrration on the 1ssue. At pecsen, et T

13 files capable of perfoing sensitive systom specilic documentation trom the 1G 1o addross this area, OCTO believss ths

privileges did notexist on the volame specilicd issu is closed and addressed in the response for itcml C.1.

in the table use’ (o mancge such fiks,

|
!
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RESPONGE

GAO AUDITISSUES RESPONSIBLE | STATUS
ORGANIZATION
R
107 0nC2 Closed | UCTC requests detad mlormalicn on L5 550 A: prese, IR 15 0
Distict was not adequately reviewing programs specific documentation (rom the 1G o address this ssue, Security Officer
in seistive system [braries o identify and rovidsd sensitve Hhvary apoess procadures (1111 10 QIG. A regula veview
comect weaknesses that could be used 1o provess was identified wthin prcedure. The Dt Cenker Marager valiated
circumyent security conroly/ access kevels Dor tesources on S/0F and again on 012, Additionally, specilic
Ingging records e collcted aightly trough hatch jub (ACIRPTDS) and
maintned ‘1 SAR 1 perform daily review activity by Management,
LD1 DPW [n-progress | Inplemied changls [9foree 00 LG GRS l)ev;lnpw
Several netwark user 1Y and password server accouttand password policies (changes 60 day intervl ).
managoment weaknesses that could ¢ xploied (See Attachment 1, “User Password Protection Procedure”, for 0CTO
{0 gain unauthorized 40oess. poticy)
Respmse needed: from DY,
102 DPW Closed | User accouns hat have not been Togged lor 607 days are Tlapped. lm
Common default account was made avatlable n removed cormon default accounts.
o DIW network server,
103 opC? Tn-progress | Hve faikec atlempts b quthenlicale 4 passwird willJock the .ser (JUI.W
Cortain network sysems on the BPW [AN e pssword t e feset, DCWAN passwords Ik out aftr hree unseceessiul
andfor District WAN were nol sel up 19 vequire attempls. The password chang. interval s set at 30 days lor DCWAN. DPW
passwtd authorization, cnsure passwords wete curtently s 10 charaeter requiremert and oree passwword changes o 60
changed perfodically. or dissble ser 1 affera days. DCWAN Banner page on OC-We Conncel.
specificd number of invalid password allempts.
) Trie WAN group dois 1ot mansge she DEW retwork infrastructure. We only
DEWAN Closed | uage he dedicated ik bt tem and the DCWAN.
DPYW Response needed from DPY,
1D4 DPW CTOST | AU S50 BIOVS I WOV STt 10 CEDR e s st Uog |
Cortain networlk servers and TOUIRES wefe St 1D a bk user same ard password, DEW instaled Mufee Soflware
in a manner (hal permitod unauthorized users [
comnegt to the network without entering valid
user IDs and password combinations.
LRl DPW In-progress | Active on all etwork segmenis. DR} currenlly moniipng nebwirk activity
DPW was using evailable intrusion delection wilh Riversoft and Congord Sollware packages. OCTO s schectad Network
capabiities on caly 2 of its 22 network Flight Recorder (NFR) as the Enterprise Intrusion Detection System (081,
E——
4
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RESPONST

S

ep rack of e SiLe actuviy.

GAQ AUDITISSUES RESPONSIBLE STATUS
ORGANIZATION
segments, Implemzntation on DC WAN 15 in progross, expecied completion date 18 Apr
2002. 108 will monitor DC WAN nelwork activily at critieal sies ineluding
DEW.
— E\-xpmm‘ needed from D'V,
1E2 Seeurity/DPW Closed | The District established a formal Information Security Program (CW
Natwork sorver used to allow gecess through the deaft form) and ereated a Director of 1T Security under OCTO. The securily
Intermet to the computor System that maintairs aroup is n the process of developing speic 1T Socurity Poficies and
District Ginancial information. Procedurzs. (CTO plas o implerment intrusion deection softwate on the
DCWAN. DPW imalement.d Me Aee virus deteetion softwere on all of it
SOV,
LE3 Security In-progress The DIl CoaDTSIE A 0L TIOHTEL 07 Secury l’rogramW
Network server used 1o allow access through the dralt Tormap and crezted a Prrector of IT Security ander (XCTO, The security
Imernet to the computer system that maintains group i the process of cevcloping specific IT Security Po'icies end
Disteict finaneia! information. Proceduses. OCTC plans to implement intrusion detection software on (he
DCWAN, DPW implementod MeAfoe vinus delection so-tware on all o its
SIS,
1E4 , li-progress | Reviewing monthly sceurty repers, momtonnm
District was not actively mORIorNg Lser acecss DPW monitors desk op Inte] LANDESK application.
activity to identify and investigate failed
altempis 10 agoess sensilive dala. Response needded! from DPY,
1ES DPW In-progress | Changed access ruks al ODCZ 10 mORMOT 4CCOURL &CTVIKS.
History log of access activity were nol targeled system Togs for cach of it servers weekly. Thrae failed assess atompts will
(o specilic actions and the District did not follow Jock the user out requiting & passworC Tescl,
up 1o ensure that violations hid becn
approprialely investizated. Response neetled Trom DPW,
LES Security Closed | Setup frcwall anc estahlshed Togin scripts thal ke
Had not established a process to identify and Instelled foreed password changes at regular imcrvals and mon'tor daily
investiyale (ailod attempls o gain access to govount activity. DPW prints system logs for cach of ity servers wewkly, OCTO
CompuiCr sysier, is curnently in the process of deveoping specific IT Security Policics end
Progedures.
DPW (See Attachment 2, “Desktop Security Standard”, for OCTO policy.)
Response needed fromi DPVY.
1Al ' ODC2 Closed | progedures were estahished aquirng ccess by pictue 10 and ecortof
Neiher DPW nor O had eseloped forma vistors. Paper forms are wpdated for mainframe, and physical gocess al ODC2.
procedures for granting and periodically
roviewing aceoss to the computer resouces. DPW

Reannsc needed from DPW
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GAO AUDIT ISSUES RESPONSIBLE | STATUS
ORGANIZATION
142 ODC2DC WAN Closed | Updated OD Al entrance procedures, eporing 10 ncfue
DIW did no: have complete or accurate records photo I, g raders and name essociated o cards
ol which arlovees were permitied access 1o the
nitwiork server room,
DPW Response needed from DRV,
141 (DC Closed | Performred areview ol access. Implemented ploty e W
0 Disticterzployees and contractars who bad Contication s roquired by approval of Manager and sy with predefined
een granted acegss 1o the OCEQ's SHARL: expiation dats. Contracors an: assgned o 6 months mvimun, Detly
computer center without cvidence of formal fperts penerdled on ACT-2 activity and accesss.
AU horization,
144 once Closed | Presious corfication process was cancelld, New entrance proceguiis e
OCTO slalT could moLaccoun for o the 95 hecn established. (Completed August 20010 O cards have becn disabled and
cards that permtzd aceess to the SHARE: all autherired users received naw cards.
COMpUler enier computar 100m
1AS oDc? Closed | Implomentod ir conjanction with previous iem. Eslablistod a comprehensive
Neither PPW nor OCIO) was edequately lrance procedure alleeting employies, visors. coeactors and semsitive
coniroling acvess by visiors, such & computcr areas. Both OCTO and DPW develaped specifc entrance provedures
coniractors, o scnsitive compuler areds, for DCWAN, DPW AN, and ODC2.
1Bl 0bC2 In-progress | Thene i one agency hel ontiues o ke access Lo both sysers and
Had assigned incompatible dutcs 0 certin appicatons, Thest two foactaans wil b separated o wddress production
application and system orogrammers, ol change control end disaster recovers. Prduction [ anc password
contrel are ideriified and heing tracked.
OCH) {his s needs (O F) respne,
1B} 0 | Noaction | Duetoa production conrol issue. DG D Ceter Menager stated thal e |
2 application progeamaecrs Uhat deve oped aken | i Jack of adecuate staing lo support separated functions
compaicy progrems or Uhe Distrits main
fimaneial system SOAR were also responsible for
supparing its operation,
OCFH) [his issue needs 01 FO respomse.
183 one: Tn-progress | ONC2 s curmently 1 Uhe process o moving lrom a disriuled agency
Cortan appVication programmers wer pranted praduction (o OC2 CA-7 production sibeduler, CA-7will automate the
acoess 1o SOAR production progrms and daia schedul of production control. OCTO bias CA-7. OCTO dogs not manage
applications software for agencis.
0CFQ
___
b
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GAO AUDIT ISSUES RESPONSIBLE |  STATLS RESPONSE
ORGANIZATION _

This issue needs 0CFO response,
184 0DC2 Inprogress | Dutics e docomented to seperae or ivide functions of producton contel,
Tmplomented conrrls n & mannet tht permilizd chrge contol, disaster ecovery,etc. A change pilot poject i planned
pplication programeers, who were not Documenttion for production control s boch niated
responsible for supporting SOAR operatons, 1o
also scess SOAR production programs and
i :

OCFO This ssue needs (CFO respome,

183 one? In-progress
AL programmes responsible Cr mainiaining This vl he mplemented i confoeton wilh presions e,
{he computer systom (hat rocesses nencial
data were s asigned cecein inomatible 0CF0
funglices, This issue needs OCFO rospomse,
186 onc? In-progress | OCTO requess el nformation on he ssuc. A prese, e s
Sorme system programmers were Rsponsibl: for specilic docursentaton (rom the 15 to address this area, Action 1o b
security admnistraion, whilz othors were also implemzniey inconfunction wilh e 284, Some prodiution sehoduling i
responsibl for prouction control of dlahase handled ar ONC2, CA-7 automelos the scheduling and managemer of
adminisration, production sorkloads hased cn multple evels of criteis dependencis,

sesourct gvailailty, and me. OC? systems progeammmers do not have

sogurity adminiiration autborit, bot do reguie SyStem adminiSraor access o

databases which i compliant wilh separtion of dutis.
1] 0pC2 In-progress | These wekncscs will o plementd and comectd n concrion i
All ol the |3 programmers were graniud 450088 previous e, division of faks.
privileges the. would allow them Lo alsp perform
securty adrmiistracon, procuction conrol, d 0CF0
Jatabase agmimslraton This issue needs OCFO response.
i1C1 0D In-progress | ODC2 Da Center Direor saed hat plicy and procudure vould be
Distic policy did mol require chang2s o s eveloned in cornuaction with ENDIEVOR, 1t designed fo streamling and
main finangial sysem, SOAR, to (1) be amomate complo software deselopment process across the development e
approved o reviewed prior 0 implementation or v o inclade software sggurty, sandid cnforoemenl, chengs (racking, and
(2)inchuge guidelines for testing chamges it trals

0CF0 This issie needs 0£ FO response,
101 DCWAN [-progress | The Conguration/Chizage Contol Board s et chtend. Changes e
Standardizad changg tegucstforms did not teviewed and apprved weekly. The tes b s operetional
alweys tnclude authorizing signaturcs or
pvidznce of testing and independent review. -
203 OCFO Noaction | Thisissue needs OCFO response.
Docamenration for about 30% of the 26 changes taken
that werp made to comee proflerss wih SOAR
1
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GAO AUDIT ISSUES RESPONSIBLE STATUS RESPONSE
ORGANIZATION
progtams from Oelober 1, 1999, through July 26, —
2000, did not indicate thal the change had aeen
(ested prior Lo implomentation,
OCFO Noacton | THi U neets OCTO response,
104 taken
documentat-on for almost %% f those: changes
did mot specify that an independent technical
feview dad oceurred -
PN 0CFO In-progress | This issue nesds Om)mlmns&
District had not established procedures for
perindically reviewing SOAR programs (o
ensure auchorizad changes had heen
implemened -
1 opCe n-progress | A Disasier Revovory Plan exisis i drat form. DDC2 cslimales tFat i 15 about
Norc of the District orgs visited had 2 complete 0% camplete. A Risk Assessment analysis wes 2erformed by SUNGUARD on
and fully (¢stzd disaster recovery plan 1001, and will b the catalyst for a more comprehensive business cotiauity
plan where ODC2 and ODCY will serve a3 hackup tecovery sies 10 cach other,
Inplemerialion of Disaster Recovery Plan i firs: quarter of 2003,
D2 DPW In-progress | This issue neecs DIV respomse,
DPW fiad not developed a disaster recovery plan
forits LAN
D3 0bC2 In-progress | UDC2 (SHART) plans Wil b T pEnicnicd 1 COI U100 Wik e 1.1
Neither OCTO nor OCHO had developed
comprehensive disaster recovery plans for the
District WAN or (he SHARY, computer center.
0DC2 In-progress | Will be implemenied in conjunction with tem 2,11, Sludying tage backup
D4 system and procedurcs,
(OCT0 and OCHO disaster recowery plans did
1ot establish disaster recovery teams wilh
spocilic roles and responsibili.ies, specify
requirements for testing the plan perigdically, or
ingtitute & proegss for reviewing end updating the
plan based on test resulls
D5 oDC2 [n-progress | A rik assessment anelyss was performed by TUNGARD on TONT. a0 Wil |
OCHO's disaster recovery plan for the SHART used for a more comprehensive Disaster Recovery plan for the District's Data
computer center also did not address ditferent Conters. An enterprise Tape Storage systom and redundant Network Operations
types of risks, such as floods. winter storms, or Centers arc being implemented this year to Support the Disaster Recovery
inLeITuptions in power oF communications LIRSS,
D6 0DC2 In-progress | Will be implemened tn conjurction with e 21).1.
M
&
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GAO AUDITISSUES RESPONSIBLE STATUS RESPONSE
ORGANIZATION
OCTO nor OO had fully tested diszster
rocovery plans for e District WAN or e OCT() i i the process ef buikfing two redundant Data Centers, Onic a1 3949
SHARE computer center DCWAN In-progress ngning Rd‘((.)l)(,‘l). whiuhw:asclms:nas{hc flew primary ot $1C hecause
of future mainfearie consolidation, dat iralic How. adegeate Space, and secure
fiefiies. The hackup core site s located at 222 Mass Ave. (O1ICY/Share). The
goal o relocate the internet point of prescce, ltcywall, DM, corc moators
and swilches, and some mission-critieal servers both &t ODC] and ODCL
Mission-oritical servers, tntranct servers, DN, and umal servers will be
installed #nd configured. 9 provide redundancy between both core Data
Centers. This wes Cesipaed primarily 1o suppon Disester Recoveny.
i Security Closed 1 Created a position description fo Directorof TT Securny  nclude 3 decurnty
Hed not adequaely established & central focal (ticer employees and 12 support contrectors. This posithin should be  diect
point to coordinaic computer SECurty seport fo he Chief Techrology Officer. QT als in the process of ctting
Tanggemen. up Security Program. —In order o be effective, (he position of Directov of [T
Securily shoukd be highly visible and given appropriste responsibliies and
authority, QOCTO 150 the process of seting up a Securty rogram Lo addess
specific IT procedures, A District of Columbis Infereration Technokgy
Securily Provgram has bocn established and is operational. A Diregtor of [T
Sceurity postion has e created. This program under the Director is
tesporsihle for provading Distret-wide osersight, uidance, and awcountahility
for IT securiy. ‘This orgnization scrves as the focal point for IT security
within the District
LX) Securiry Closed | Tplemented in comunction with the previcus em. A Ditrict of Columbia
No sing e District of e was oversocing the Information Techno:ogy Socurly progrem has heen establisted and 18
archilec:ure operatioes, configuration, ot perationl. This program under the Director s respensible for providing
securiy of the District networks and systems. isircl-wide dversight, puidance, and acosuniahility for [T securty. This
arganization serves & the focal point for [T security withi. (be Disiricl
e D Y 'TMFHJ
1 Security Closed | The Distrct was consoldaicd mio $ main data venters ONCT-Benmag Roed,
Fach of the Districts five data cenlers remains ODC2 Mass. Avenuc. and MED, Comrmon Securiy poficy will e District
respansiblc for aperaing and securing is own wide. RACK i beng implemented as the standard manframe sceurity package
computer environaent withou! sufficient acoss all data ecnuers.
Districl-wide puidance or oversight.
4 Securlry In-progress | Wil be implemented in conjunctiv with estzbishiment m()cW
(CTO naanages and secures the Disirict WAN,
other functional uaits, such as DPW, st
manage (heir own networks, i |
b g Respanse negded from DPW,
Q
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RESPONSE

DCWAN

In-progress

OCTO manages and secures he DCWAN and many other fiunctional units.
OCTO only manages the dedicared conneetion (rom DPW to DCWAN,

35

Security roks and responsihilities were not
clearly assigned, security rianagement as not
given adequate atiention, no organiztion was
held accountable for security throughout the
DistricL.

Security

Closed

Policics and Procedures and a Matrix chart have been established in deatl form.
Thay should be implemented in conjunction with cstablishment of
comprehensive seourity policy. OCTO has stablished and implemented
District-wide security guidance and policies.

36

District poticy did not require risk assessments
or provide guidance for managing securily risks
on A continuing basis,

0CT0

Risk Assessment
Control Committee
{(RACQ)

In-progress

In-progress

Tistablished Policics and Procedures in drall form. Regular awarcress training
wil be schedvled and provided. - Scheduled to begin November 30, 2001,
Security awarencss training staried as scheduled. OCTO has establishod and
implemented District-wige security guidanee and policies in eddition o
Onguing awareness aad training,

Throughout 2001 the District of Columbia Office of Risk Menagement
developed a comprebensive, inlegrated risk management program for all
Disirict agencies. James 1. Tacobs, the Dircctor of the DC Olfice of Risk
Management within the City Administrator's Otfice, chairs the 1DC Risk
Management Council. This Council is composod of reprosentatives from cach
apency, GCTO' risk management represontative is Lenn Jackson, Information
Security Officer, (202-262-5749),

The Risk Management Council's charter 35 to develop and impleent ¢
comprehensive, integrated risk managoment program for the District of
Columbia, and cullivate awareriess, wndorstanding and support for risk
management end safely management initiathes. 1 ds also responsihle for
monitoring the cffectivencss of each agency risk asscssment and conrol
commiltee (RACC),.

The OCTO RACC was formed in July 2001, with ws first monthly meeting in
August, The members of the OCTQ RACC ae Swiame Peck, Chiel
Technology Officer (202-727-0839), Linda Argo, OCTO Chict of Staff (202-
727-9247), Chtf Brock, Diector Data Centers and Telecomrmunications (202-
27-56501Tirn Yuckenerg, Deputy CTO I-Government (212-727-6889),
Leon Jackson, Information Security Oficer (202-262-5749), Bing Croshy.
Program Manager Disirict E-mail (202-727-5299), and Rhonda Mackabee,
Tnformation Szcurity Officer (02-727-1729).

Between July 2001 and Deccmber 2001, the OCTO Risk Management program
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was developed. Monthly meetings have been hmm
swhich the risks inherent to OCTO aperations were identifcd. ranked according
to the criteria required by the DC Offfoe of Risk Management, and the most
critical ave being addressed as budgets allow. The propress of risk abuoment i
reviewed monthly. The Risk Mazagement Progran thay OCTO submitied 16 the
Office of Risk Manawement, and is following, & allachad. (See Attachment 3,
“Risk Management Progran”)
3 Security Inprogress | Resk assessmiznts ac evahulcd on an ongomg Dasis, \\WW
Nonc of the Disteict organizations visited conjunction proviis flem. Agencs need to coorfingte with DCRACU Risk
adequately managing risk elating to computet Manag.nert Program.
seeurly.
RACC IEproges Sec response from 3.6
38 Security In-progress | Will e implmentad and inchuded wilh CLTO
TOPW had not performed a risk assessment for 15 sacurity assessment completed in March 2002,
network
3 Securiy In-progress T Y AT T T AL
QCTO had not Formally assessed computer scheduled o have the District WAN assessment completed in March 2002,
security risks relating (0 the Disirict WAN which
could affect all District agencics conneeted to
(his network. OCTO has heen responsible in te past o standardize deskiop and securily
DCWAN Closed features, Any new standards or procedures are being handled by the security
group.
310 Security In-progress | Data Cenler's (0D
OCKO was nof rourinely assessing and managing assessments Jlanred for 202 They hase ot yet conlracted.
infrmation security risks associated with s
SHARE computer center.
— T
A Sequrity Closed | OCTO s cstablished and umplementcd Distrct-Wice securtly guidance an
(CTO had not yet established District-widz policics, in addition 1 ongoing awatencss and Lreining,
puidance for developing and implementing
compehensive compuler security policies and
opnirols
T
LAY Security Closed | Directorof [T Sceurtty postion fes bier, ceated.
Central focal point Fiad not been established to for prowiding Distriet-wice oversight, guidance, and accounablty for IT
ONCrsee computer security throughout he security. Thisindividualis in charge of he prganization thal serves as the focal
District, has contributed to unclear security roles pozat for IT sccurity wilkin the District.
and dutics, —
3 0DC2 Closed | OCTO requests detatled mlormation om the msuem
Aceess to District Financial applications had spesilic documentation from the 1G to address his area, OCTO believes 1his
|
11
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heen removod for three lerminated employees, isst i closed and addrossed in the respons: for teml.B.S.
bl access o the compuzer sysiem thal procesics
this @ other Distict anciel applications, had
1 been disahled.
M Q2 In-progress | UPC2 has implemented procedurcs goveming sensilive dava sels and fbrary
District had not develaped echnical standards aocess. Reviewing OCTO Soleare manggener policy o incorpuraie thange
or implementing sccurity software, maintaining and contigurarion peidelines. Contracted 11 Techmologies 1o complete 2 project
aperating syslcm integrity or controling thit identiies comprehingive technical standards ITIL) and produce &
sensiive uiies pritized work glan by-March 2002
ODC2Segurity Closed | ODC2 secorily stall eceived compretensive Gaining on ACT-2 adminisratior
33 and will also teceive Iramming ¢ new produets &S required. This sswe will he
Listeblishment of appropriete controls were conected when RACT is implemented.
findered bevause sceurity adminisiraticn and
system progamming saff were ot provided
wilh adequale technical Ugining,
Al6 ODCSecurity Closed | This is an ongoing activiy. OCTO pravides proper training within budgelary
OCTO security administration saff i the conglraints through CWI) and profussionsl education. Inbornation Security
SHARE cemputer center had ot reveivad Aveareness 1 also “dentifid s the part of the recenly evolved OCTO ISP,
security awareness raining and had only QT bosted their 1 Computer Securiy Awaeriess campaign on Nation
minimal training on securily soffware ued by Computor Security Awaraness Day 1300,
the Ditrict
i one2 Closed | Thigisen omgoing actviy. OCTO rezognires that iechuo gy und sysiems
OCHO system programmers at (he SHARE sollweae s constantly evolving. OCTO provides proper (r2ining within
computer cenie: had rot received leehnical Fudgetary consirairts trcugh CWD and professional education. Not all system
traiting o0 mporeant [ypes of system soflwarg, PrCErammers require training in all progucts,
Stich as the tape management system,
318 Securty On-going | Reguler awircncss baining will be scheduled and provided, Schedubed to
None of District o-ganizations vistad were hegin Novemper 30, 2001 Security awareness and training cid bogin n
accquately promoting Security awereniss 10 Novemeter 3 2001 and s cagoing.
ensute Fises and responsibilces were
underslood.
W Security Closed | Sheuld be promoted and will be implementd in comanctica wih the provicas
Users were unaware 0f or Snseusitive Lo the eed ilem,
for mportant infarmation system controls. such
25 dseeure password. (See Aitachment 4, “Information Security Poliey”, for OCTO poliey.}
0 . This s sl aproblem. No centealfozal point esteblished or comesting control
None of the Distict organizations visied had Secuiy Closed wiaknesses identiied in this repor:. - A Distict of Columbia Inrmation
established such a program, which would allow Technology Security progear has been estabyished und i operaticnal. This
the District o idencity and correct th typas o7 program under (he Director s tesponsible for providing Distict-wide oversight,
wicaknesivs ciscussed in the teport guiance, and accountabilivy for T security. This organization serves as e
12
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Eoval poi for IT security within the DC government,
See response ftom 3.6
RACC In-Progress
'3
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